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Chapter 1

Elektra Initiative Overview

Elektra serves as a universal and secure framework to access configuration parameters in a global, hierarchical
key database and provides a mature, consistent and easily comprehensible API. Its modularity effectively avoids
code duplication across applications and tools regarding configuration tasks. Elektra abstracts from cross-platform-
related issues and allows applications to be aware of other applications' configurations, leveraging easy application
integration.

See the readme for more introduction. See the glossary for the used terminology.

1.1 API Docu

This document's main goal is to describe the API. It covers:

+ external C-API (see Modules above), which are the essential core parts

» C++-API (see Data Structures above) from a direct binding to high-level functionality, such as mounting func-
tionality

* plugins API, see Plugins

« all other documentation of Elektra (see Related Pages next to Main Page)

On the one hand it gives an overview and an introduction for developers using Elektra, on the other hand it gives an
informal description what methods must and may provide to allow an alternative implementation of the API.

The latest released version (for stable releases) of this document can be found at https://doc.e
libelektra.org/api/latest/html

The Git master version of this document can be foundat https://doc.libelektra.org/api/master/html

Important: On GitHub links to API functions are broken, so it is recommended that you continue reading in one of
these links above.
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1.2 Using the Elektra Library

A C or C++ source file that wants to use Elektra should include:

#include <kdb.h>

To link an executable with the Elektra library, one way is to use the pkg-config tool:

gcc -o application ‘pkg-config --cflags --libs elektra' application.c

Another way is to use CMake:

find_package (Elektra REQUIRED)

include_directories (${ELEKTRA_INCLUDE_DIR})
target_link_libraries (application ${ELEKTRA_LIBRARIES})

Read about compiling elektra.

1.2.1 Tutorials

+ Application Integration
» Compilation Variants
» Export

* Import

* Merge

* Namespaces

* Plugins

+ Java Plugins

List of all available Plugins and get started by developing your own plugins Plugins.

1.3 Elektra API

The APl was written in pure C because Elektra was designed to be useful even for the most basic system programs.

The API follows an object-oriented design, and there are 3 main classes as shown by the figure:

£

Some general things you can do with each class are:

KDB (Key Database)

* Open and Close the Key Database
» Get and Set KeySet in the Key Database

» See class documentation for more

Key
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» Create and Delete

» Get and Set key the name

» Get and Set string or binary values

* Get and Set Metadata

» See class documentation for more

KeySet

» Create and Delete

» Append a single key or an entire KeySet

» Lookup keys

+ Pop the last key, a key by name, or every key

» Get a key at a specific position

+ Get the number of elements in a KeySet

» See class documentation for more

More background information about the classes

1.4 Namespaces

There are 5 trees (=namespaces) of keys: spec, proc, dir, user and system that are all unified (in the given
order) in one cascading tree starting with /.

The cascading tree is the logical tree to be used in applications. The other trees are the physical ones that stem
from configuration sources. When using cascading key the best key will be searched at run-time, which appears like
a tree on its own. See cascading in the documentation of ksLookupByName() on how the selection of keys works.

* The spec tree

This tree specifies how the lookup should take place and also allows us to define defaults or document a key.
The metadata of a key contains this information:

override/#: use these keys in favor of the key itself (note that # is the syntax for arrays, e.g. #0 for
the first element, #10 for the 11th and so on)

namespace/#: instead of using all namespaces in the predefined order, one can specify which
namespaces should be searched in which order

fallback/#: when no key was found in any of the (specified) namespaces the fallback-keys will
be searched

default: this value will be used if nothing else was found

* The proc tree

Is the only read-only tree. The configuration does not stem from the KDB (Key Database), but any other
source, e.g. command-line arguments or environment.

e The dir tree

Allows us to have a per-directory overwrite of configuration files, e.g. for project specific settings.
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e The user tree

Used to store user-specific configurations, like the personal settings of a user to certain programs. The
user subtree will always be favored if present (except for security concerns the user subtree may not be
considered).

* The systemtree

It is provided to store system-wide configuration keys, that is, the last fallback for applications but the only
resort for daemons and system services.

Read more about namespaces and a tutorial for namespaces.

1.5 Rules for Key Names

When using Elektra to store your application's configuration and state, please keep in mind the following rules:

* You are not allowed to create keys right under the root. They are reserved for more generic purposes.

 The keys for your application, called say myapp, should be created under /sw/org/myapp/#0/current

sw is for software

org is the organization. For uniqueness a full reverse url encoded with /' instead of '." is useful.
#0 is the major version of the configuration

current is the default configuration profile.

That means you just need to kdbGet() /sw/org/myapp/#0/profile andthen ksLookupByName()
in /sw/org/myapp/#0/profile/key where profile is from command-line arguments and de-
faults to current.

Read more about key names

1.6 Backend Overview

The core of Elektra does not store configuration itself to the hard disk. Instead this work is delegated to backends.

If you want to develop a backend, you should already have some experience with Elektra from the user point of
view. You should be familiar with the data structures: Key and KeySet Then you can start reading about Backends
that are composed out of Plugins. To get started with writing plugins, first read our plugin tutorial and then lookup
details in the API description in Plugins.

Read more about mounting

1.7 See Also

+ See elekira-glossary(7)

+ More information about elektra-backends(7)

» More information about plugins-framework
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Chapter 2

README

This folder contains the core libraries of Elektra.

Note: Some information in this document is outdated and will change before the release of Elektra 1.0.

2.1 Content

Since 0.8.15 this folder contains multiple libraries:

2.1.1 Libelektra

libelektra.so

Libelektra is now only a stub for legacy applications. It basically only links all previous libraries together. It should
not be used for new applications or plugins.

2.1.2 Libfull

libelektra-full.so

Contains all sources of Elektra linked to together in one large library. Useful if you do not want dynamically loaded
plugins. Should only be used on embedded systems (where whole application stack is done by you) and for tests.

2.1.3 Libstatic

libelektra-static.so

Contains all sources of Elektra linked to together in one large library. Useful if you need your application to be linked
statically against Elekira. Should only be used on embedded systems (where whole application stack is done by
you) and for tests.

2.1.4 Libkdb

libelektra-kdb.so
<kdb.h> (kdbx*)

Contains kdbs* symbols and applications should link against it.
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Chapter 3

High-Level API

3.1 Introduction

The goal of the high-level API is to increase the usability of libelekira for developers who want to integrate Elektra
into their applications. Applications usually do not want to use low-level APls. KDB and KeySet are useful for
plugins and to implement APIs, but not to be directly used in applications. The high-level API should be extremely
easy to get started with and at the same time it should be hard to use it in a wrong way. This tutorial gives an
introduction for developers who want to elektrify their application using the high-level API.

The API supports all CORBA Basic Data Types, except for wchar, as well as the st ring type (see also Data
Types below).

3.2 Setup

First you have to add elektra-highlevel, elektra-kdb and elektra-ease to the linked libraries
of your application. To be able to use it in your source file, just include the main header with #include
<elektra.h> at the top of your file.

3.3 AQuickstart

The quickest way to get started is to adapt the following piece of code to your needs:
ElektraError x error = NULL;
Elektra * elektra = elektraOpen ("/sw/org/myapp/#0/current", NULL, NULL, &error);
° (elektra == NULL)
{
printf ("An error occurred: %s", elektraErrorDescription (error));
elektraErrorReset (&error);
return -1;
}
kdb_long_t mylong = elektraGetLong (elektra, "mylong");
printf ("got long " ELEKTRA_LONG_F "\n", mylong);
elektraSetBoolean (elektra, "mybool", true, &error);
if (error != NULL)
{
printf ("An error occurred: %s", elektraErrorDescription (error));
elektraErrorReset (&error);
}

elektraClose (elektra);

To run the application, the configuration should be specified:
sudo kdb meta-set /sw/org/myapp/#0/current/mylong type long
sudo kdb meta-set /sw/org/myapp/#0/current/mylong default 5

The getter and setter functions follow the simple naming scheme elektra(Get/Set)[Type]. Additionally for each
one there is a variant to access array elements with the suffix ArrayElement. For more information see below.

You can find a complete example at the end of this document and here.
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8 High-Level API

3.4 Core Concepts

3.4.1 Metadata and Specification

In Elekira keys may have attached metadata describing additional properties of the key. By using
Elektra'snamespaces" and @ref doc_tutorials_cascading_md "cascading keys" it is also possible to have a
full specification of your applications configuration.

This specification should be placed into the spec namespace. From there the high-level APl and Elektra's plugins
will access it. A specification for use with the high-level API has to define at least the default and the type
metadata for each key the application is going to use. The default metakey simply defines which value will
be returned, if the user didn't set a value. type defines the data type of key. For more information on data types
see below.

The API also supports passing a KeySet to elektraOpen that contains the specification. This is, however, not
recommended for general use and is mainly useful for debugging and testing purposes.

3.4.2 Struct <tt>Elektra</tt>

Elektra is the handle you use to access the underlying KDB (hierarchical key database) that stores the configu-
ration key-value pairs. All key-value read and write operations expect this handle to be passed as in as a parameter.
To create the handle, you simply write:

ElektraError » error = NULL;
Elektra x elektra = elektraOpen ("/sw/org/myapp/#0/current", NULL, NULL, &error);

Please replace " /sw/org/myapp/#0/current" with an appropriate value for your application (see here for
more information). You can use the parameter defaults to pass a KeySet containing Keys with default values
to the Elektra instance.

The ElektraError can be used to check for initialization errors. You can detect initialization errors by comparing

the result of elekt raOpen to NULL:
(elektra == NULL)
{
// handle the error, e.g. print description
elektraErrorReset (&error);

}

If an error occurred, you must call elekt raErrorReset before using the same error pointer in any other function
calls (e.g. elektraSetsx* calls). Itis also safe to call elekt raErrorReset, if no error occurred.

In order to give Elektra the chance to clean up all its allocated resources, you have to close your instance, when
you are done using it, by calling:

elektraClose (elektra);

NOTE: Elektra is only thread-safe when you use one handle per thread or protect your handle. If you have multiple
threads accessing key-values, create a separate handle for each thread to avoid concurrency issues.
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3.4.3 Struct <tt>ElektraError</tt>

The library is designed to shield developers from the many errors one can encounter when using KDB directly.
However it is not possible to hide all those issues. As with every library, things can go wrong and there needs to
be a way to react to errors once they have occurred at runtime. Therefore the high-level API introduces a struct
called ElektraError, which encapsulates all information necessary for the developer to handle runtime-errors
appropriately in the application.

Functions that can produce errors, despite correct use of the API, acceptan Elekt raError pointer as parameter,

for example:
Elektra % elektraOpen (const char % application, KeySet % defaults, KeySet * contract, ElektraError x=*
error);

In most cases you'll want to set the error variable to NULL before passing it to the function. You can do this either
by declaring and initializing a new variable with ElektraError % error = NULL or by reusing an already
existing error variable by resetting it with elektraErrorReset (&error).

Notice, that you should always check if an error occurred by comparing it to NULL after the function call.

If an error happened, it is often useful to show an error message to the user. A description of what went wrong is
providedinthe ElektraError struct and can be accessed using elektraErrorDescription (error).
Additionally the error code can be accessed through elektraErrorCode (error). NOTE: The error APl is
still a work in progress, so more functions will likely be added in the future.

To avoid leakage of memory, you have to call elektraErrorReset (&error) (ideally as soon as you are
finished resolving the error):

ElektraError x error = NULL;
// Call a function and pass the error variable as an argument.
/]
(error != NULL)

{

// An error occurred, do something about it.

/]

elektraErrorReset (&error);

}

3.4.4 Configuration

Currently there is only one way to configure an Elekt ra instance:
void elektraFatalErrorHandler (Elektra * elektra, ElektraErrorHandler fatalErrorHandler);

This allows you to set the callback called by Elekira, when a fatal error occurs. Technically a fatal error could occur
at any time, but the most common use case for this callback is inside of functions that do not take a separate
ElektraError argument. For example, this function will be called, when any of the getter-functions is called on
a non-existent key which is not part of any specification, and therefore has no specified default value.

If you provide your own callback, it must interrupt the thread of execution in some way (e.g. by calling exit () or
throwing an exception in C++). It must not return to the calling function.

The handler will also be called whenever you pass NULL where a function expects an ElektraError . In
this case the error code will be ELEKTRA_ERROR_CODE_NULL_ERROR.

The default callback simply logs the error with ELEKTRA_LOG_DEBUG and then calls exit () with exit code
EXIT_FAILURE It is expected that you implement your own callback, so that you get proper error message
logged in your applications preferred format. Using the default callback is only viable for very simple applications,
because you won't get any indication as to which key caused the error (unless you compiled Elektra with debug
logging enabled).
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10 High-Level API

3.5 Data Types

The API determines the data type of a given key, by reading its t ype metadata. The API supports the following
types, which are taken from the CORBA specification:

« String: a string of characters, represented by st ring in metadata

* Boolean: a boolean value t rue or false, represented by boolean in metadata, in the KDB the raw value
"1" is regarded as true, " 0" regarded as false and any other value is an error

» Char: a single character, represented by char in metadata
» Octet: a single byte, represented by octet in metadata

+ sx(Unsigned) Short+x: a 16-bit (unsigned) integer, represented by short (unsigned_short) in meta-
data

+ *x(Unsigned) Long=: a 32-bit (unsigned) integer, represented by 1ong (unsigned_long) in metadata

+ *x(Unsigned) Long Long=x*: a 64-bit (unsigned) integer, represented by 1ong_long (unsigned_longe
_long) in metadata

» Float: whatever your compiler treats as f1oat, probably IEEE-754 single-precision, represented by f1oat
in metadata

» Double: whatever your compiler treats as double, probably IEEE-754 double-precision, represented by
double in metadata

* Long Double: whatever your compiler treats as 1ong double, not always available, represented by
long_double in metadata

The API contains one header that is not automatically included from elektra.h. You can use it with #include
<elektra/conversion.h>. The header provides the functions Elektra uses to convert your configuration
values to and from strings. In most cases, you won't need to use these functions directly, but they might still
be useful sometimes (e.g. in combination with elektraGetType and elektraGetRawString). We also
provide a KDB_TPYE_ * constant for each of the types listed above. Again, most users won't use these but, if you
ever do need to use the raw type metadata using constants enables code completion and protects against typos.

There is also the type enum with constant KDB_TYPE_ENUM. It is only supported via the code-generation API.

3.5.0.0.1 Note about Floating Point Types We enforce a few minimum properties for floating point types. They
are taken from the IEE-754 specification and are:

» For f1oat: 32 bits, binary, 24 mantissa digits and exponent range of at least -125 to 128
» For double: 64 bits, binary, 53 mantissa digits and exponent range of at least -1021 to 1024

» For long double: at least 80 bits, binary, at least 64 mantissa digits and exponent range of at least -2"14
+3to2M4

Additionally for C++ compilers we use a static_assert thatwill fail if std: :numeric_limits<T>::ise
_iecb59is false when Tis any of float, double or long double.

While these checks won't ensure actual IEEE-754 arithmetic, they will at least ensure all values can be represented
correctly.
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3.6 Reading and Writing Values

3.6.1 Key Names

When calling elektraOpen you pass the parent key for your application. Afterwards getters and set-
ters get passed in only the part below that key in the KDB. For example, if you call elektraOpen with
"/sw/org/myapp/#0/current”, you can access your applications configuration value for the key
"/sw/org/myapp/#0/current/message" with the provided getters and setters by passing them only
"message" as the name for the configuration value.

3.6.2 Read Values from the KDB

A typical application wants to read some configuration values at start. This should be made as easy as possible
for the developer. Reading configuration data in most cases is not part of the business logic of the application and
therefore should not "pollute” the applications source code with cumbersome setup and file-parsing code. This is
exactly where Elektra comes in handy, because you can leave all the configuration file handling and parsing to the
underlying layers of Elektra and just use the high-level API to access the desired data. Reading values from KDB
can be done with elektra-getter functions that follow a simple nhaming scheme:

elektraGet + the type of the value you want to read.

For example, you can get the value for the key named "message" like this:

const char * message = elektraGetString (elektra, "message");

Sometimes you'll want to access arrays as well. You can access single elements of an array using the provided
array-getters following again a simple naming scheme:

elektraGet + the type of the value you want to read + ArrayElement.

For example, you can get the value at index 3 for the array "message" like this:

const char x message = elektraGetStringArrayElement (elektra, "message", 3);

To get the size of the array you would like to access you can use the function elektraArraySize:

kdb_long_long_t arraySize = elektraArraySize (elektra, "message");

For some background information on arrays in Elekira see the Array tutorial, as well as our decision document on
this topic. Please note that the high level API does not support arrays with missing elements. If an element is
missing (and the specification provides no default value), getters will fail.

Notice that both the getters for primitive types and the getters for array types do not accept error parameters. The
library expects you to run a correct Elektra setup. If the configuration is well specified, no runtime errors can occur
when reading a value. Therefore the getters do not accept an error variable as argument. If there is however a
severe internal error, or you try to access a key which you have not specified correctly, then the library will call
the error callback set with elektraFatalErrorHandler to prevent data inconsistencies or exceptions further
down in your application.

You can find the complete list of the available functions for all supported value typesin elektra.h

3.6.3 Writing Values to the KDB

Sometimes, after having read a value from the KDB, you will want to write back a modified value. As described in

Read values from the KDB we follow a naming scheme for getters. The high-level API provides setters
follow an analogous naming scheme as well. For example, to write back a modified "message”, you can call
elektraSetString:

elektraSetString (elektra, "message", "This is the new message", NULL);

The counterpart for array-getters again follows the same naming scheme:

elektraSetStringArrayElement (elektra, "message", "This is the third new message", NULL);

Because even the best specification and perfect usage as intended can not prevent any error from occurring, when
saving the configuration, all setter-functions take an additional Elekt raError argument, which will be set if an
error occurs.
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12 High-Level API

3.6.4 Raw Values

You can use const char *x elektraGetRawString (Elektra % elektra, const char =
name) to read the raw (string) value of a key. No type checking or type conversion will be attempted. Additionally
this function does not call the fatal error handler. It will simply return NULL, if the key was not found.

If you want to set a raw value, use void elektraSetRawString (Elektra % elektra, const
char * name, const char * value, KDBType type, ElektraError #*% error). Obvi-
ously you have to provide a type for the value you set, so that the API can perform type checking, when reading the
value next time.

Similar functions are provided for array elements:

const char * elektraGetRawStringArrayElement (Elektra * elektra, const char * name, kdb_long_long_t index);

void elektraSetRawStringArrayElement (Elektra x elektra, const char * name, kdb_long_long_t index, const
char % value, KDBType type, ElektraError *x error);

3.6.4.1 Type Information

The type information is stored in the "type" metakey. KDBType elektraGetType (Elektra
elektra, const char % keyname) (or KDBType elektraGetArrayElementType (Elektra
% elektra, const char % name, kdb_long_long_t index) for array elements) lets you access
this information. A setter is not provided, because Elektra assumes keys to always have the same type (as
specified).

3.6.4.2 Use cases for raw values

elektraGetType, elektraGetRawString and elektraSetRawString can be used together to cre-
ate custom data types. If your application for example uses arbitrary-precision integers, you could something similar
to these functions:

bignum * elektraGetBigNum (Elektra x elektra, const char * keyname)
{
KDBType type = elektraGetType (elektra, keyname);
if (strcmp (type, "bignum") != 0)
{
n NULL;
}
const char » rawValue = elektraGetRawString (elektra, keyname);
return rawValue == NULL ? NULL : stringToBigNum (rawValue);
}
void elektraSetBigNum (Elektra * elektra, const char * keyname, bignum % value, ElektraError x* error)
{
const char » rawValue = bigNumToString (value);
elektraSetRawString (elektra, keyname, rawValue, "bignum", error);

}

To get the t ype plugin to validate your custom types you should make sure the check/type metadata is set to
string (or any) on all keys that use custom types. This works, because the type plugin prefers the value of
check/type over that of t ype.

3.6.5 Binary Values

The high-level API does not support binary key values at this time.
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3.7 Example

#include <stdio.h>
#include <elektra.h>
int main ()
{
ElektraError = error = NULL;
Elektra x elektra = elektraOpen ("/sw/org/myapp/#0/current", NULL, NULL, &error);

if (elektra == NULL)
{
printf ("Sorry, there seems to be an error with your Elektra setup: %s\n", elektraErrorDescription
(error));

elektraErrorReset (&error);

printf ("Will exit now...\n");

exit (EXIT_FAILURE);
}
const char » message = elektraGetString (elektra, "message");
printf ("%s", message);
elektraClose (elektra);

urn 0;
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README.md

infos/maintainer = Maximilian Irlinger max@maxirlinger.at
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Chapter 5

elektra-libs(7) - libs overview

Note: Some information in this document is outdated and will change before the release of Elektra 1.0.

5.1 Highlevel APIs

5.1.1 Highlevel

libelektra-highlevel.so

Contains the highlevel API. See also examples.

5.1.2 Notification

libelektra-notification.so

notification provides the notification API.Usage examples:

* Basic notifications using polling
* Using asynchronous I/0 bindings

* Reload KDB when Elektra's configuration has changed

5.2 Base Elektra Libraries

Since version 0.8.15 libelektra is split into following libraries:

5.2.1 Libkdb

libelektra-kdb.so
Accesses the configuration files by orchestrating the plugins. The implementation lives in elektra.
It coordinates the interactions between the applications and the plugins.

loader contains source files that implement the plugin loader functionality as used by 1ibelektra-kdb.
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5.2.2 Libcore

libelektra-core.so
<kdbhelper.h>
<kdb.h> (key* and ksx)

Contains the fundamental data-structures every participant of Elektra needs to link against. It should be the only
part that access the internal data structures. The implementation lives in elektra.

5.2.3 Libease

libelektra-ease.so

libease contains data-structure operations on top of libcore which do not depend on internals. Applications and
plugins can choose to not link against it if they want to stay minimal. Its main goal is to make programming with
Elektra easier if some extra kB are not an issue.

5.2.4 Libplugin

libelektra-plugin.so

libplugin contains elektraPlugins* symbols to be used by plugins.

5.2.5 Libmeta

libelektra-meta.so

libmeta contains metadata operations as described in METADATA. ini. Currently mainly contains legacy
code and some generic metadata operations.

5.2.6 Libmerge

libelektra-merge.so

libmerge provides functionality for 3-way merges of keysets.

5.2.7 Libelektra

Is a legacy library that provides the same functionality as 1ibelektra-kdb and libelektra-core. The
sources can be found in libelektra.

5.3 Other Libraries

5.3.1 Libpluginprocess

libelektra-pluginprocess.so

libpluginprocess contains functions aiding in executing plugins in a separate process and communicating with
those child processes. This child process is forked from Elekira's main process each time such plugin is used and
gets closed again afterwards. It uses a simple communication protocol based on a KeySet that gets serialized
through a pipe via the dump plugin to orchestrate the processes.

This is useful for plugins which cause memory leaks to be isolated in an own process. Furthermore this is useful for
runtimes or libraries that cannot be reinitialized in the same process after they have been used.
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5.3 Other Libraries

5.3.2 Libtools

libtools is a high-level C++ shared-code for tools. It includes:

* plugin interface
» backend interface

« 3-way merge

5.3.3 Utility

libutility provides utility functions to be used in plugins.

5.3.4 Libinvoke

libelektra-invoke.so

libinvoke provides a simple API allowing us to call functions exported by plugins.

53.5 10

libelektra-io.so

io provides the common AP for using asynchronous I/O bindings.

5.3.6 Globbing

libelektra-globbing.so
globbing provides globbing functionality for Elektra.

The supported syntax is a superset of the syntax used by glob (7). The following extensions are supported:

- #,whenusedas /#/ (or /#" at the end of the pattern), matches a valid array item
» _ is the exact opposite; it matches anything but a valid array item

« if the pattern ends with /___, matching key names may contain arbitrary suffixes

For more info take a look a the documentation of elektraKeyGlob () and elektraKsGlob ().

5.3.7 Record

libelektra-record

record implements management functionality for session recording.
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README

* infos =

infos/author =

« infos/licence = BSD
« infos/status = experimental maintained
* infos/provides =

« infos/description =

6.0.1 Introduction

Explain what this library does. What is its purpose? What is its responsibility?

6.0.2 Files

« Link to the header files.

« Name of . so file.

6.0.3 Classes

Explain which classes the library contains. The method names are elektraClass*. Add a link to the API
documentation.

6.0.4 Dependencies

None.
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6.0.5 Quality

More information than infos/status including Performance Characteristics. Mention open issues here.

6.0.6 Further Links

Link to tutorials etc.

6.0.7 Notes

None.
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README

* infos =
infos/author = Thomas Wahringer waht@libelektra.org

« infos/licence = BSD
* infos/status =
* infos/provides =

« infos/description =

7.1 Example I/0 Binding

This directory contains a complete example of an I/O binding for documentation purposes. This binding is not
functional.
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Chapter 8

Plugin: ansible

+ infos = Information about the ansible plugin is in keys below

« infos/author = Maximilian Irlinger max@maxirlinger.at

+ infos/licence = BSD

* infos/needs =

« infos/provides = storage/ansible

* infos/recommends =

* infos/placements = setstorage

* infos/status = recommended productive maintained conformant unittest writeonly
+ infos/metadata =

+ infos/description = export Ansible playbooks

8.1 Introduction
Provides a write-only storage plugin for use with kdb export and kdb record-export. The output format
is an Ansible playbook that utilized the ansible-1ibelektra module.

Keys that possess the metakey meta:/elektra/removed will be removed using the remove option in
ansible-libelektra.

8.2 Plugin Configuration

You can use the following configuration keys to modify the behavior and output of the plugin:

Key Default Value Description

playbook 1 Whether to generate a whole playbook or just a (list of) task(s) (0)
playbook/name My Elektra Playbook | The name property of the playbook

playbook/hosts | all The host s property of the playbook

task/main/name | Set Elekira Keys The name of the 'main' task of the playbook
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8.3 Dependencies

This plugin requires vyaml-cpp. On a Debian based OS the package for the library is called
libyaml-cpp—-dev. On macOS you can install the package yaml-cpp via HomeBrew.

8.4 Examples

# Backup-and-Restore: user:/tests
kdb set user:/tests/company/roles/ceo Hans
#> Create a new key user:/tests/company/roles/ceo with string "Hans"
kdb export user:/tests/company ansible -c playbook/name="Company Roles",task/main/name="I can customize this
too"
# RET:0
— name: Company Roles
hosts: all
collections:
- elektra_initiative.libelektra
tasks:
- name: I can customize this too
elektra:
keys:
— user:
tests:
company :
roles:
ceo:
- value: Hans

8.5 Limitations

« This plugin only supports writing of Ansible Playbooks. It is currently not possible to read them with this plugin.
Do not use this plugin as a general-purpose storage plugin.

* If keys below system: /elektra/mountpoints are included, we will always create a second task for
them instead of using the mount operation of the ansible-libelektra module. This task will be created first.
Keys created during the 'main’ task will then already be able to use the correctly mounted files.
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Chapter 9
Plugin: augeas

« infos = Information about augeas plugin is in keys below

« infos/author = Felix Berlakovich elektra@berlakovich.net
+ infos/licence = BSD

+ infos/provides = storage

* infos/needs =

+ infos/recommends = glob keytometa

« infos/placements = getstorage setstorage

« infos/status = maintained unittest libc configurable

+ infos/metadata = order

« infos/description = reading and writing configurations via libaugeas

9.1 Introduction

This is a plugin for reading and writing configuration files with help from Augeas. The plugin should be able to
read all configuration files for which an Augeas lens exists. However, not all stock lenses of Augeas have been
tested yet. A detailed description of the lens language and a tutorial on how to write new lenses can be found at
http://augeas.net/

9.2 Dependencies

* libaugeas—dev: You need version 0.16 or higher

9.3 Installation

See installation. The package is called 1ibelektra5-augeas.

If you have installed Augeas manually, it may be necessary to update the Id configuration. This is especially true if

an older version of Augeas is installed also. Such a situation may lead to an error similar to this:
/usr/lib/libaugeas.so.0: version ‘AUGEAS_0.16.0" not found (required by kdb)

This is because 1d triesto link /usr/1ib/1libaugeas.so. 0 which is an older version of Augeas. Simply add
the path to the newer library to your Id search paths (consult your system documentation on how to do this).
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9.4 Mounting and Configuration

In order to mount the hosts file with the augeas plugin, issue the following command:

sudo kdb mount /etc/hosts system:/tests/hosts augeas lens=Hosts.lns

And to unmount the file run:
sudo kdb umount system:/tests/hosts

The value of the plugin configuration option "lens" should be the module name of the lens (Hosts in the ex-
ample) with a "Ins' suffix. Depending on your distribution and kind of installation, lenses can be found at
/usr/share/augeas/lenses/dist, /usr/local/share/augeas/lenses/dist, or something
similar. The lens module name is equal to the filename without extension in pascal notation. For example, the
lens /usr/share/augeas/lenses/dist/hosts.aug contains the module Hosts.

Note that, without configuring the plugin to use a lens, the plugin will print an error message on the first usage:
sudo kdb mount /etc/hosts system:/tests/hosts augeas #The lens is missing here!

kdb 1ls system:/tests/hosts

# RET: 5

# ERROR: *C01200*

This happens because the plugin does not know which lens it should use to read and write the configuration. For
that reason, the lens configuration option was supplied together with the mount command.

And again to unmount the host s file simply run:
sudo kdb umount system:/tests/hosts

9.5 Restrictions

9.5.1 Inner Node Values

Currently no Augeas lens supports values for inner nodes. Unfortunately no validation plugin exists yet that would
prevent such modifications early:

sudo kdb mount /etc/hosts system:/tests/hosts augeas lens=Hosts.lns
kdb set system:/tests/hosts/1l somevalue

# RET: 5

# ERROR: %C01100%

The operation simply fails with an undescriptive error.

Finally, to unmount the host s file simply run:

sudo kdb umount system:/tests/hosts

9.5.2 Leaky Abstraction of Order

Most Augeas lenses require subtrees to be in a specific order. For example the hosts lens requires the ipaddr node
of an entry to precede the canonical node. Unfortunately the Augeas storage plugin has no knowledge about this
required order. Therefore the correct order must be ensured via order metakeys. Otherwise saving the KeySet may

fail. As an example consider the following kdb shell script:
kdbGet system:/hosts

keySetName system:/hosts/6
ksAppendKey

keySetName system:/hosts/6/ipaddr
keySetString 14.14.14.14

ksAppendKey

keySetName system:/hosts/6/canonical
keySetString newhost

ksAppendKey

kdbSet system:/hosts

This fails with an error similar to this
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Sorry, module storage issued the error C03100:
an Augeas error occurred: Failed to match
some augeas match expression

with tree

{ \"canonical\" = \"newhost\" } { \"ipaddr\" = \"14.14.14.14\"

Whereas the following script succeeds due to the correct order

kdbGet system:/hosts

keySetName system:/hosts/6
ksAppendKey

keySetName system:/hosts/6/ipaddr
keySetString 14.14.14.14
keySetMeta order 100

ksAppendKey

keySetName system:/hosts/6/canonical
keySetString newhost

keySetMeta order 110

ksAppendKey

kdbSet system:/hosts

9.6 Planned Improvements

+ avalidation plugin preventing inner node values

}
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Chapter 10

Plugin: backend

+ infos = Information about the backend plugin is in the keys below

* infos/author = Vid Leskovar vid.leskovar5@gmail.com, Klemens Béswirth k.boeswirth+git@gmail.e
com

* infos/licence = BSD

+ infos/provides = backend

* infos/needs =

* infos/recommends =

+ infos/placements = backend
+ infos/status = nodep nodoc

« infos/description = Plugin implementing full backend functionality

10.1 Introduction
This plugin is the default backend plugin.

Note If you want to implement your own backend plugin, please read the general documentation about
backend plugins first. Only use this plugin as an example, if you intentionally want to create a very
similar backend plugin. The general APl is more flexible than what this plugin implements.
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Chapter 11

Plugin: backend_odbc

* infos = Information about the backendOdbc plugin is in the keys below

« infos/author = Florian Lindner florian.lindner@student.tuwien.ac.at
* infos/licence = BSD

* infos/provides = backend

+ infos/needs =

* infos/recommends =

* infos/placements = backend

« infos/status = reviewed unittest experimental

+ infos/description = Plugin implementing full backend functionality for ODBC data sources

11.1 Introduction

This plugin is a backend plugin that stores and retrieves data using ODBC (Open Database Connectivity) data
sources. It was tested with unixODBC on Linux, but should also work with iODBC and Microsoft ODBC (on Win-
dows).

If you want to use it with one of the latter two ODBC implementations, feel free to update this documen-
tation with your experiences!

11.2 Required database scheme
The minimum requirement is a table with at least two columns:

» Key-name (string, primary key (PK))

» Key-value (string)

Additionally, a second table with at least three columns is required.
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+ Key-name (string, foreign key (FK) to the first table)
» Metakey-name (string)

* Metakey-value (string)

The primary key of this table consists of two columns: the key-name and the metakey-name. In the language of
ER-modelling, the metatable can therefore by considered a weak-entity.

Currently, only data sources with tables for metadata are supported! So you have to define a meta-
table. Data sources without a table for metadata will probably be supported in the future. If you want
to use metadata, the ODBC driver for your data source has to support outer joins. This implies that
currently, only ODBC drivers with support for outer joins are supported by the ODBC backend.

The tables may also contain other columns, but they are not processed by this plugin and must support NULL- or
DEFAULT-values, if you want to add tuples to the table via Elektra (e.g. by calling kdb set <key> <value>).

If the column for the key-name is not defined as a primary key and multiple rows contain the same key-name,
they are treated as one key, where the value is taken from the first row and the metadata is combined. If multiple
metakeys with the same metakey-name exist for a key, the last metavalue is used. This behavior is part of the
internal algorithm of the plugin and could change in the future. So if you want a predictable and expectable behavior,
make sure that the described primary- and foreign-key constraints are respected.

11.3 Mounting

The mountpoint definition for ODBC mountpoints, which is stored at system: /elektra/mountpoints/<MP>/definition
is defined as follows. The placeholder <MP> is the path in the KDB where the root of the defined mountpoint is
located. This is the path you specify when creating the mountpoint.

The key-names for an ODBC mountpoint-definition are:
system:/elektra/mountpoints/<mp>
system:/elektra/mountpoints/<mp>/plugins/backend
system:/elektra/mountpoints/<mp>/plugins/backend/name
system:/elektra/mountpoints/<mp>/definition/dataSourceName
system:/elektra/mountpoints/<mp>/definition/userName
system:/elektra/mountpoints/<mp>/definition/password
system:/elektra/mountpoints/<mp>/definition/timeout
system:/elektra/mountpoints/<mp>/definition/table/name
system:/elektra/mountpoints/<mp>/definition/table/keyColName
system:/elektra/mountpoints/<mp>/definition/table/valColName
system:/elektra/mountpoints/<mp>/definition/metaTable/name
system:/elektra/mountpoints/<mp>/definition/metaTable/keyColName
system:/elektra/mountpoints/<mp>/definition/metaTable/metaKeyColName
system:/elektra/mountpoints/<mp>/definition/metaTable/metavalColName

The key-values for the keys under definition are defined as follows:

» dataSourceName: The name of the ODBC data source (as defined in the odbc.ini file)
« userName: Name of the user that should be used to connect to the data source
— can be empty if no username is required or if the value should be read from the odbc.ini file
» password: Password for the user who wants to connect
— can be empty if no password is required or if the value should be read from the odbc.ini file
« timeout: The number of seconds to wait after a connection attempt is considered as failed (0 = wait indefinitely)

— if empty, a default value is used
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« table/name: Name of the table where the data is stored

« table/keyColName: The name of the column where the keynames are stored

« table/valColName: The name of the column where the key-values (strings) are stored
* metaTable/name: The name of the table where the metadata is stored

» metaTable/keyColName: The name of the column in the MetaTable where the name of the key the metakey
belongs to is stored

* metaTable/metaKeyColName: The name of the column where the name of the metakeys is stored

» metaTable/metaValColName: The name of the column where the value (string) of the metakeys is stored

There is a new command for the kdb-tool: kdb mountOdbc. Please be aware that the ODBC backend, in contrast
to the classic file-based backend, currently does not support adding other plugins to the mountpoint.

The kdb mountOdbc command accepts arguments for the previously described values of the mountpoint defini-
tion. For further details, please refer to the man page for that command.

For unmounting, there is no new command necessary. Just use the well-known kdb umount <mountpoint>,
exactly like for the file-based backend.

For more information about the ODBC backend, there is a tutorial available at /doc/tutorials/odbc-backend.md.

11.4 Testing and Benchmarking

There are no dedicated unit tests that actually store, read or delete data from an ODBC data source. The
reason is, that with the current concept, a valid ODBC data source definition (for unixODBC in /etc/unixe
ODBC/odbc.ini) must be present. We don't want to write to such an important system file that can influence
other applications. It would also be cumbersome if we require the user to set up a specific ODBC configuration
before running the tests .

However, for basic functionality testing and performance evaluation, you can create a valid ODBC mountpoint your-

self using kdb mountOdbc and then run the benchmark which isimplementedin  /benchmarks/mountpoint.c
for the created mountpoint. This approach makes it possible to test and benchmark any valid mountpoint in the
KDB. So different backends and plugins with different configurations can be tested and benchmarked. Just cre-

ate a mountpoint with the backends, plugins and configuration that you want and run the benchmark with e.g.
bin/benchmark_mountpoint <MP path>/benchmark for this mountpoint.

A short example that shows creating a new ODBC mountpoint and running benchmarks for KeySets and metadata:

bin/kdb mountOdbc Selektra "" "" elektraKeys keyName keyValue metaKeys keyName metaKeyName metaKeyValue ""
user:/odbcSglite

bin/benchmark_mountpoint -c 1000 user:/odbcSglite

bin/benchmark_mountpoint -Mc 1000 user:/odbcSglite

More information about benchmarking is available at /lbenchmarks/README.md.
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Chapter 12

Plugin: base64

« infos = Information about base64 plugin is in keys below

+ infos/author = Peter Nirschl peter.nirschl@gmail.com
+ infos/licence = BSD

* infos/provides = binary

* infos/needs =

* infos/recommends =

« infos/placements = postgetstorage presetstorage

« infos/status = maintained unittest nodep libc final configurable

+ infos/metadata =

« infos/description = Base64 Encoding

12.1 Base64

12.1.1 Introduction

The Base64 Encoding (specified in RFC4648) is used to encode arbitrary binary data to ASCII strings.
This is useful for configuration files that must contain ASCII strings only.

The base64 plugin encodes binary values before kdb set writes the configuration to the file. The values are
decoded back to their original value after kdb get has read from the configuration file.

12.1.2 Usage

To mount a simple backend that uses the Base64 encoding, you can use:
sudo kdb mount test.ecf /tests/base64/test baseb64d

. To unmount the plugin use the following command:
sudo kdb umount /tests/base64/test

. All encoded binary values will look something like this:
@BASE64SGVsbG8gV29ybGQhCg==

. And for a null-key it will be:
@BASEG64
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12.1.3 Modes

The plugin supports two different modes:

1. Escaping Mode
2. Meta Mode

. By default the plugin uses escaping mode which has the advantage that a storage plugin does not have to change
its behavior at all to work in conjunction with Base64.

12.1.3.1 Escaping Mode

In order to identify the base64 encoded content, the values are marked with the prefix @BASE64. To distinguish
between the @ as character and @ as Base64 marker, all strings starting with @ will be modified so that they begin
with Q@.

12.1.3.1.1 Example The following example shows how you can use this plugin together with the TOML plugin to

store binary data.

# Mount the TOML and Base64 plugin

sudo kdb mount test_config.toml user:/tests/base64 toml baset64

# Copy binary data

kdb cp system:/elektra/modules/base6d4/exports/get user:/tests/base64/binary
# Print binary data

kdb get user:/tests/base64/binary

# STDOUT-REGEX: "~ (\\x[0-9a-f]{1,2})+$

# The value inside the configuration file is encoded by the Base64 plugin
kdb file user:/tests/base64 | xargs cat

# STDOUT-REGEX: binary.*=.*"@BASE64[a-zA-Z0-9+/]1+={0,2}"

# Undo modifications

kdb rm -r user:/tests/base64

sudo kdb umount user:/tests/base64

12.1.3.2 Meta Mode

Some file formats such as YAML already support Base64 encoded data. In YAML binary data starts with

thetag ! !binary followed by a Base64 encoded scalar:
!''binary SGVsbG8sIF1BTUwh # “Hello, YAML!”

. For YAML it would not make sense to use the format of the escaping mode:
# Another YAML implementation will not be able to decode this data

# because of the prefix ‘@BASE64‘!

!''binary "@BASE64SGVsbG8sIF1BTUwh"

. Base64 supports another mode called “meta mode”. In this mode the Base64 plugin encodes the value, but does
not add a prefix. To use the escaping mode a plugin must add the configuration key /binary/meta. Afterwards
the Base64 plugin encodes and decodes all data that contains the metakey t ype with the value binary.

The diagram below shows how the Base64 conversion process works in conjunction with the YAML CPP plugin.

12.1.3.2.1 Example The following example shows you how you can use the TOML plugin together with Base64’s
meta mode.

# Mount ni and Base64 plugin (provides ‘binary‘) with the configuration key ‘binary/meta’
sudo kdb mount test_config.ni user:/tests/base64 ni base64 binary/meta=

# Save base64 encoded data ‘"value"' (‘'0x76616c7565")

kdb set user:/tests/base64/encoded dmFsdWUA

kdb file user:/tests/base64/encoded | xargs cat
#> encoded = dmFsdWUA

# Tell Base64 plugin to decode and encode key value

kdb meta-set user:/tests/base64/encoded type binary

# Receive key data (the ‘\x0' at the end marks the end of the string)
kdb get user:/tests/base64/encoded

#> \x76\x61\x6c\x75\x65\x0

# Undo modifications

kdb rm -r user:/tests/base64

sudo kdb umount user:/tests/base64

grep encoded

For another usage example, please take a look at the ReadMe of the YAML CPP plugin.
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Plugin: blacklist

+ infos = Information about the blacklist plugin is in keys below
+ infos/author = Robert Sowula robert@sowula.at

+ infos/licence = BSD

* infos/needs =

* infos/provides = check

* infos/recommends =

+ infos/placements = postgetstorage presetstorage

+ infos/status = maintained unittest nodep

« infos/metadata = check/blacklist/#

« infos/description = blacklisting key values

13.1 Introduction

This plugin is a blacklist plugin that blocks the assignment of specific values to a key.

13.2 Usage

The plugin looks for the metadata array check/blacklist/# and reject all matching key values.

For example:
check/blacklist = #2
check/blacklist/#0 = water
check/blacklist/#1 = fire
check/blacklist/#2 = air

All values in the array will be rejected. The array indices don't have to be continuous, using e.g. only #1, #2 and
#4 is also allowed. Just make sure check/blacklist is set to the largest index in the array.
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13.3 Installation

See installation. The package is called 1ibelektra5-extra.

13.4 Examples

sudo kdb mount blacklist.ecf /tests/blacklist blacklist

# valid initial value + setup valid blacklist list

kdb set user:/tests/blacklist ""

kdb set user:/tests/blacklist/value water

kdb meta-set spec:/tests/blacklist/value check/blacklist ’#2’
kdb meta-set spec:/tests/blacklist/value check/blacklist/#0 fire
kdb meta-set spec:/tests/blacklist/value check/blacklist/#1 air
kdb meta-set spec:/tests/blacklist/value check/blacklist/#2 cold/water
# should succeed

kdb set user:/tests/blacklist/value earth

# should fail

kdb set user:/tests/blacklist/value fire

# RET:5

# ERROR:C03200

# should fail

kdb set user:/tests/blacklist/value air

# RET:5

# ERROR:C03200

# should fail

kdb set user:/tests/blacklist/value cold/water

# RET:5

# ERROR:C03200

It is also possible to blacklist empty values:

kdb set user:/tests/blacklist/empty water

kdb meta-set spec:/tests/blacklist/empty check/blacklist ’#0’
kdb meta-set spec:/tests/blacklist/empty check/blacklist/#0 ”
# should succeed

kdb set user:/tests/blacklist/empty earth

# should fail

kdb set user:/tests/blacklist/empty ”

# RET:5

# ERROR:C03200

# Undo changes

kdb rm -r spec:/tests/blacklist

kdb rm -r user:/tests/blacklist || kdb rm -r system:/tests/blacklist
# sudo kdb umount spec:/tests/blacklist

sudo kdb umount /tests/blacklist
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Plugin: blockresolver

+ infos = Information about the blockresolver plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org

+ infos/licence = BSD

* infos/needs =

* infos/provides = resolver

* infos/recommends =

+ infos/placements = rollback getresolver setresolver commit

+ infos/status = unittest nodep libc configurable preview experimental difficult unfinished concept
+ infos/metadata =

« infos/description = resolver for parts in a file configuration file

14.1 Introduction

The blockresolver can be used to only resolve a tagged block inside a configuration file.

14.2 Installation

See installation. The package is called 1ibelektra5-experimental.

14.2.1 Implementation Details

blockresolver extracts the requested block from the configurations file and writes it into a temporary file.
Afterwards Elektra will only work on the temporary file until kdbSet is called. On kdbSet the contents of the temporary
file will be merged with parts outside of the requested block from the original file.
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14.3 Usage

‘kdb mount -R blockresolver /path/to/my/file /mountpoint -c identifier="identifier-tag"®

where identifier specifies the tag blockresolver will search for in the configuration file.

A block consists of 2 parts:

* beginning: the identifier suffixed with start

» end: the identifier suffixed with st op

14.4 Limitations

Currently the identifier must be unique.

14.5 Example

# Backup-and-Restore: system:/tests/blockresolver
# create testfile
kdb set system:/tests/blockfile $ (mktemp)

echo ’text’ > $(kdb get system:/tests/blockfile)
echo "more text’ » $(kdb get system:/tests/blockfile)
echo ’some more text’ » $(kdb get system:/tests/blockfile)
echo ’»> block config start’ » $(kdb get system:/tests/blockfile)
echo ’'keyl=vall’ » $(kdb get system:/tests/blockfile)
echo ’"»> block config stop’ » $(kdb get system:/tests/blockfile)
echo ’text again’ » $(kdb get system:/tests/blockfile)
echo ’and more text’ » $(kdb get system:/tests/blockfile)
echo ’text’ » $(kdb get system:/tests/blockfile)
)

sudo kdb mount -R blockresolver $(kdb get system:/tests/blockfile
identifier="»> block config" mini

# check testfile

cat $(kdb get system:/tests/blockfile)

#> text

#> more text

#> some more text

#> »> block config start

#> keyl=vall

#> »> block config stop

#> text again

#> and more text

#> text

# only the block between the tags is read!

kdb export system:/tests/blockresolver mini

# STDOUT-REGEX: keyl.*=.xvall

# add a new key to the resolved block

kdb set system:/tests/blockresolver/keyl2 vall2

cat $(kdb get system:/tests/blockfile)

#> text

#> more text

#> some more text

#> »> block config start

#> keyl=vall

#> keyl2=vall2

#> »> block config stop

#> text again

#> and more text

#> text

# cleanup

kdb rm -r system:/tests/blockresolver

rm $(kdb get system:/tests/blockfile)

kdb rm system:/tests/blockfile

sudo kdb umount system:/tests/blockresolver

system:/tests/blockresolver -c
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Plugin: ¢

« infos = Information about the ¢ plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org

« infos/maintainer = Florian Lindner florian.lindner@student.tuwien.ac.at
« infos/licence = BSD

« infos/needs = ccode

« infos/provides = storage/c

* infos/recommends =

« infos/placements = getstorage setstorage

« infos/status = maintained reviewed unittest nodep libc writeonly preview

+ infos/metadata =

« infos/description = C code KeySet exports for Elekira

15.1 Usage

Export a subset of the KDB as C code which creates a KeySet (ksNew (<number of keys>, keye
New(...), ...)). This can be useful for generating test data or help to generate code for already defined

configuration data.
kdb export user:/testdata c

The output can be used in C code for generating KeySets and the keys inside them. So one use case is to extract
a part of the KDB and copy the generated code to create the exported part of the KDB programmatically, e.g. for
another Elektra installation.

It can also be useful if you develop your own application and first create the necessary keys manually. Then you can
export them from the KDB and just paste the generated code in the right place of the codebase of your application.

Please note that if you use this plugin for creating a mountpoint (e.g. by calling kdb mount
<filename> <key> c), only the content written by the last kdbSet (...) which includes
the mountpoint will be inside the file. If you call kdbSet (...) for such a mountpoint, the previous
content of the file is erased.

This is because the ¢ plugin is implemented as a write-only plugin. It's recommended to only use it for
exporting parts of the KDB by calling kdb export <parent key>.
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15.2 Example

In this example, we add some keys and metakeys to the KDB and export them with the ¢ plugin. The output can

directly be used inside C source code which uses Elektra.

kdb set user:/tests/cplugin/keyl valuel

#> Create a new key user:/tests/cplugin/keyl with string "valuel"
kdb set user:/tests/cplugin/key2 value2

#> Create a new key user:/tests/cplugin/key2 with string "value2"
kdb meta-set user:/tests/cplugin/key2 metakey2.l metaval2.l

kdb set user:/tests/cplugin/key2 metakey2.2 metaval2.2

kdb set user:/tests/cplugin/key3 value3

#> Create a new key user:/tests/cplugin/key3 with string "value3"
kdb export user:/tests/cplugin c

#> ksNew (3,

#> keyNew ("user:/tests/cplugin/keyl", KEY_VALUE, "valuel", KEY_END),

#> keyNew ("user:/tests/cplugin/key2", KEY_VALUE, "value2", KEY_META, "metakey2.1l", "metaval2.1l",
KEY_META, "metakey2.2", "metaval2.2", KEY_END),

#> keyNew ("user:/tests/cplugin/key3", KEY_VALUE, "value3", KEY_END)

#> KS_END) ;
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Plugin: cache

+ infos = Information about the cache plugin is in keys below
+ infos/author = Mihael Pranji¢ mpranj@limun.org

+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

« infos/placements = pregetcache postgetcache

* infos/status = unittest experimental

+ infos/metadata =

* infos/description = caches keysets from previous kdbGet () calls

16.1 Introduction

This caching plugin stores keysets from previous kdbGet () calls to improve performance when reading configu-
ration files.

16.2 Usage

The cache plugin is compiled and enabled on compatible systems by default. No actions are needed to enable it.

16.3 Dependencies

POSIX compliant system (including XSI extensions). The plugin is only compiled if the plugins resolver and
mmapstorage are also available.
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16.4 Location of Cache

The cache files are located in the user's home directory below ~/ .cache/elektra/ and shall not be altered,
otherwise the behavior is undefined. If XDG_CACHE_HOME is set, the cache files are located below $XDG_ -
CACHE_HOME/elektra.

16.5 Configuration of Cache

Use the tool kdb cache to enable, disable or clear the cache.

16.6 Limitations

Incompatible with storage plugins, which do not always produce the same keyset on any invocation concerning the
same configuration file. A notable example here is the ini plugin (see issue #2592).
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Plugin: cache
17.1 Additional shell tests for cache

This file contains important shell tests for mmapstorage which do not fit well into the plugin README.

17.2 Test kdb cp with cache and default resolver (refression test)

rm -rf $(dirname $(kdb file user:/))/multitest ||
mkdir -p $(dirname $(kdb file user:/))/multitest

S (exit 0)
[l $(exit 0)

echo "coll;col2" > $(dirname $(kdb file user:/))/multitest/first.csv
echo "1lcl;12c2" » $(dirname $(kdb file user:/))/multitest/first.csv
echo "12cl;12c2" » $(dirname $(kdb file user:/))/multitest/first.csv
echo "" > $(dirname $(kdb file user:/))/multitest/empty.csv

kdb mount multitest/first.csv user:/tests/multifile/first.csv csvstorage
kdb mount multitest/empty.csv user:/tests/multifile/empty.csv csvstorage
kdb 1ls user:/tests/multifile/first.csv

#>
#>
#>
#>
#>
#>

user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.

csv/#0
csv/#0/#0
csv/#1
csv/#1/#0
csv/#2
csv/#2/#0

kdb 1ls user:/tests/multifile/empty.csv

#> user:/tests/multifile/empty.csv/#0

#> user:/tests/multifile/empty.csv/#0/#0

kdb cp -rf user:/tests/multifile/first.csv user:/tests/multifile/empty.csv
kdb 1ls user:/tests/multifile/first.csv

#>
#>
#>
#>
#>
#>

user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.
user:/tests/multifile/first.

csv/#0
csv/#0/#0
csv/#1
csv/#1/#0
csv/#2
csv/#2/#0

kdb 1ls user:/tests/multifile/empty.csv

#>
#>
#>
#>
#>
#>

user:/tests/multifile/empty.
user:/tests/multifile/empty.
user:/tests/multifile/empty.
user:/tests/multifile/empty.
user:/tests/multifile/empty.
user:/tests/multifile/empty.

csv/#0
csv/#0/#0
csv/#1
csv/#1/#0
csv/#2
csv/#2/#0

rm -rf $(dirname $(kdb file user:/))/multitest
kdb umount user:/tests/multifile/first.csv
kdb umount user:/tests/multifile/empty.csv

17.3 Test kdb cp with cache and multifile resolver (refression test)

rm -rf $(dirname $(kdb file user:/))/multitest ||
mkdir -p $(dirname $(kdb file user:/))/multitest

S (exit 0)
[l $(exit 0)

echo "coll;col2" > $(dirname $(kdb file user:/))/multitest/first.csv
echo "11cl;12c2" » $(dirname $(kdb file user:/))/multitest/first.csv
echo "12cl;12c2" » $(dirname $(kdb file user:/))/multitest/first.csv
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echo
echo
echo
echo
sudo

"coll;col2;col3"
"1lcl;12c2;12c3"
"12cl;12c2;13c3"
" > $(dirname $

> $(dirname $(kdb file user:/))/multitest/other.csv
» $(dirname $(kdb file user:/))/multitest/other.csv
» $(dirname $(kdb file user:/))/multitest/other.csv

(kdb file user:/))/multitest/empty.csv

kdb mount -R multifile -c storage="csvstorage",pattern="x.csv",resolver="resolver" multitest
user:/tests/multifile

kdb 1ls user:/tests/multifile/first.csv

#>
#>
#>
#>
#>
#>

user:

user

user:
user:
user:
user:

/tests/multifile/first.
:/tests/multifile/first.
/tests/multifile/first.
/tests/multifile/first.
/tests/multifile/first.
/tests/multifile/first.

csv/#0
csv/#0/#0
csv/#1
csv/#1/#0
csv/#2
csv/#2/#0

kdb 1ls user:/tests/multifile/empty.csv
#> user:/tests/multifile/empty.csv/#0
#> user:/tests/multifile/empty.csv/#0/#0

kdb cp -rf user:/tests/multifile/first.csv user:/tests/multifile/empty.csv

kdb 1ls user:/tests/multifile/first.csv

#>
#>
#>
#>
#>
#>

user:
user:
user:
user:

user

user:

/tests/multifile/first.
/tests/multifile/first.
/tests/multifile/first.
/tests/multifile/first.
:/tests/multifile/first.
/tests/multifile/first.

csv/#0
csv/#0/#0
csv/#1
csv/#1/#0
csv/#2
csv/#2/#0

kdb 1ls user:/tests/multifile/empty.csv

#>
#>
#>
#>
#>
#>

rm

user:

user

user:
user:
user:
user:

/tests/multifile/empty.
:/tests/multifile/empty.
/tests/multifile/empty.
/tests/multifile/empty.
/tests/multifile/empty.
/tests/multifile/empty.
-rf $(dirname $(kdb file user:/))/multitest

csv/#0
csv/#0/#0
csv/#1
csv/#1/#0
csv/#2
csv/#2/#0

kdb umount user:/tests/multifile
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Plugin: ccode

« infos = Information about ccode plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
* infos/licence = BSD

« infos/provides = code

+ infos/needs =

« infos/recommends =

« infos/placements = postgetstorage presetstorage

« infos/status = unittest nodep libc configurable discouraged

« infos/description = Decoding/Encoding engine which escapes unwanted characters.

18.1 CCode

18.1.1 Introduction

The ccode plugin replaces (escapes) any special characters with two characters:

* an escape character (default: \) and

+ another character representing the escaped character (e.g n for newline)

before writing a KeySet. The plugin undoes this modification after reading a Key Set.

CCode provides a reasonable default configuration, using the usual escape sequences for C strings (e.g. \n
for newline, \t for tab). You can also configure the escape character (/escape) and the mapping for special
characters (chars).

18.1.2 Installation

See installation. The package is called 1ibelektrab5-extra.
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18.1.3 Restrictions

This method of encoding characters is not as powerful as the hexcode plugin in terms of reduction. The hexcode
plugin allows reduction of the character set to '0'-'9', 'a’-'f' and one escape character. So it can represent any key
value with only 17 characters. On the other hand, ccode cannot reduce the set more than by half.

So when all control characters and non-ASCII characters need to vanish, it cannot be done with the ccode plugin.
But it is perfectly suitable to reduce by some characters. The advantages are that the size only doubles in the worst
case and that it is much easier to read.

18.14 C

In the C language, the following escape characters are present.

o

: backspace, hex: 08
« t: horizontal tab, hex: 09

. new line feed, hex: 0A

o]

« v: vertical tab, hex: 0B

« f: form feed, hex: 0C

» r:carriage return, hex: 0D
« \\: back slash, hex: 5C

*”: single quote, hex: 27 -": double quote, hex: 22 -0":null, hex: 00

This is also the default mapping.

18.1.4.1 Contract

Add ccode to infos/needs for any plugin that you want to be filtered by ccode.
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« infos = Information about the conditionals plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
* infos/licence = BSD

+ infos/provides =

« infos/needs =

* infos/recommends =

+ infos/placements = postgetstorage presetstorage

« infos/status = unittest nodep libc global preview

« infos/metadata = check/condition assign/condition condition/validsuffix check/condition/any/# check/condition/all/#
check/condition/none/# assign/condition/#

+ infos/description = ensures key values through conditions

19.1 Introduction

This plugin uses if-then-else like conditions. It also works as global plugin.

19.2 Installation

See installation. The package is called 1ibelektra5-extra.

19.3 Check Syntax

Stored in the metakey check/condition to validate data is:

(IF-condition) ? (THEN-condition) : (ELSE-condition) where the ELSE-condition is op-
tional

Condition: Key Operation ‘('String’ | '1234.56' | Key | ")’

Operations: !=, ==, <, <=, =>, >, :=, where:

» :=is used to set a key value

« others are for comparison as in C
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19.3.1 Testing if Key Exists

(! a/key) evaluates to true if the key a/key doesn't exist, to false if it exists.

19.3.2 Assign Syntax

(IF-condition) ? (’ThenValue’) : ('ElseValue’)

Depending on if the condition is met, either "'ThenValue' or 'ElseValue' will be assigned as key value if the metakey
assign/condition is used.

19.3.3 Experimental: Nested Conditions

Multiple conditions can be nested and combined using parentheses and && (logical AND) or || (logical OR). Ad-
ditional parentheses must be used to form valid conditions again. ( (condition 1) && (condition 2)
)

19.3.4 Valid Suffix

The condition/validsuffix can be used to define a list of valid suffixes to numeric values. If two operants
have the same valid suffix or one of them no suffix they will be treated by their numeric value ignoring their suffix.

‘condition/validsuffix = 'm’, 'cm’, 'km'would treat2.3mjust as the numeric value2.3" when compar-
ing to another value having the same or no suffix.

19.3.5 Keynames

Keynames are all either relative to to-be-tested key (starting with . / or . . /), relative to the parentkey (starting with
@/) or absolute (e.g. system: /key).

19.3.6 Multiple Statements

It's also possible to test multiple conditions using check/condition/{any,all,none} as a meta array.
Where any means that at least one statement has to evaluate to true, all that all statements have to evaluate
to true, and none that no statement is allowed to evaluate to false (default). For multiple assign statements use
assign/condition as a meta array. The first assign/condition/# statement that evaluates to true will
be assigned and the rest ignored.
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19.4 Example

(this/key != ’value’) ? (then/key == some/other/key) : (or/key <= ’'125'

Meaning: IF this/key NOT EQUAL TO “value’THENthen/keyMUST EQUALsome/other/keyELSEor/keyMUST
BE LESS THAN125

Another full example:

#Backup-and-Restore:user:/tests/conditionals

sudo kdb mount conditionals.dump user:/tests/conditionals conditionals dump
kdb set user:/tests/conditionals/fkey 3.0

kdb set user:/tests/conditionals/hkey hello

# will succeed

kdb meta-set user:/tests/conditionals/key check/condition "(../hkey == ’hello’) ? (../fkey == "3.0")"
# will fail

kdb meta-set user:/tests/conditionals/key check/condition "(../hkey == "hello’) ? (../fkey == '5.0")"
# RET:5

# ERROR:C03200

Assignment example:
kdb set user:/tests/conditionals/hkey Hello

kdb meta-set user:/tests/conditionals/hkey assign/condition "(./ == ’"Hello’) 2 ('World’)"
# alternative syntax: " (../hkey == ’'Hello’) ? ('/World’

kdb get user:/tests/conditionals/hkey

#> World

# cleanup
kdb rm -r user:/tests/conditionals
sudo kdb umount user:/tests/conditionals

Global plugin example:

# Backup old list of global plugins

kdb set user:/tests/msr $ (mktemp)

kdb export system:/elektra/globalplugins > $(kdb get user:/tests/msr)
sudo kdb mount main.ini /tests/conditionals ni

sudo kdb mount sub.ini /tests/conditionals/sub ni

# mount conditionals as global plugin

sudo kdb global-mount conditionals || $(exit O0)

# create testfiles

echo ’keyl=vall’ > ‘kdb file system:/tests/conditionals’
echo ' [keyl]’ » ‘kdb file system:/tests/conditionals®
echo "check/condition=(./ == ’vall’) ? (../sub/key == "true’)" » ‘kdb file system:/tests/conditionals"’

echo "key=false" > ‘kdb file system:/tests/conditionals/sub’

# should fail and yield an error

kdb export system:/tests/conditionals ni

# ERROR:C03200

# Sorry, module conditionals issued the error C03200:

# Validation failed: Validation of Key keyl: (./ == ’'vall’) ? (../sub/key == 'true’) failed. ((../sub/key ==
"true’) failed)

kdb set system:/tests/conditionals/sub/key true

# should succeed

kdb export system:/tests/conditionals ni

# cleanup

kdb rm -r /tests/conditionals

sudo kdb umount /tests/conditionals/sub

sudo kdb umount /tests/conditionals

sudo kdb global-umount conditionals

kdb rm -r system:/elektra/globalplugins

kdb import system:/elektra/globalplugins < $(kdb get user:/tests/msr)

rm $(kdb get user:/tests/msr)

kdb rm user:/tests/msr
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Plugin: constants

« infos = All information you want to know

« infos/author = Markus Raab elektra@libelektra.org

« infos/licence = BSD

+ infos/provides = storage/info

* infos/needs =

« infos/recommends =

+ infos/placements = setstorage getstorage

+ infos/status = maintained nodep libc readonly limited

+ infos/description = includes constants information into kdb

20.1

Introduction

Includes constants information into the key database. The constants are defined during CMake build.

The plugin is readonly.

20.2 Usage

To mount it, use
kdb mount -R noresolver none user:/tests/constants constants

To list all constants, use:

kdb 1ls user:/tests/constants

#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>

user:
user:
user:
user:
user:
user
user:
user:
user:
user:
user:
user:

/tests/constants
/tests/constants/cmake
/tests/constants/cmake/BINDINGS
/tests/constants/cmake/BUILD_FULL
/tests/constants/cmake/BUILD_SHARED

:/tests/constants/cmake/BUILD_STATIC

/tests/constants/cmake/BUILTIN_DATA_FOLDER
/tests/constants/cmake/BUILTIN_EXEC_FOLDER
/tests/constants/cmake/BUILTIN_PLUGIN_FOLDER
/tests/constants/cmake/CMAKE_INSTALL_PREFIX
/tests/constants/cmake/ENABLE_ASAN
/tests/constants/cmake/ENABLE_DEBUG
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#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>
#>

user

user

user:
:/tests/constants/cmake/TARGET_TOOL_DATA_FOLDER
user:
:/tests/constants/cmake/TOOLS
user:
:/tests/constants/compiler/c_flags
user:
:/tests/constants/compiler/cxx_flags
user:
:/tests/constants/compiler/pic_flags
user:
:/tests/constants/macros
user:
:/tests/constants/macros/KDB_FILE_MODE

user

user

user

user

user

user

user

user:
:/tests/constants/macros/KDB_PATH_ESCAPE
user:
:/tests/constants/package
user:
:/tests/constants/package/includedir
user:
:/tests/constants/package/libs
user:
:/tests/constants/package/prefix
user:
:/tests/constants/package/tool_execdir
user:
:/tests/constants/version/KDB_VERSION_MAJOR
user:
:/tests/constants/version/KDB_VERSION_PATCH
user:
user:
user:
user:

user

user

user

user

user

user

user

user

:/tests/constants/cmake/ENABLE_LOGGER
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
user:
:/tests/constants/cmake/TARGET_TEMPLATE_FOLDER

/tests/constants/cmake/GTEST_ROOT
/tests/constants/cmake/KDB_DB_DIR
/tests/constants/cmake/KDB_DB_FILE
/tests/constants/cmake/KDB_DB_HOME
/tests/constants/cmake/KDB_DB_INIT
/tests/constants/cmake/KDB_DB_SPEC
/tests/constants/cmake/KDB_DB_SYSTEM
/tests/constants/cmake/KDB_DB_USER
/tests/constants/cmake/KDB_DEFAULT_RESOLVER
/tests/constants/cmake/KDB_DEFAULT_STORAGE
/tests/constants/cmake/LIB_SUFFIX
/tests/constants/cmake/PLUGINS
/tests/constants/cmake/TARGET_CMAKE_FOLDER
/tests/constants/cmake/TARGET_DOCUMENTATION_HTML_FOLDER
/tests/constants/cmake/TARGET_DOCUMENTATION_LATEX_ FOLDER
/tests/constants/cmake/TARGET_DOCUMENTATION_MAN_FOLDER
/tests/constants/cmake/TARGET_DOCUMENTATION_TEXT_FOLDER
/tests/constants/cmake/TARGET_INCLUDE_FOLDER
/tests/constants/cmake/TARGET_PKGCONFIG_FOLDER
/tests/constants/cmake/TARGET_PLUGIN_FOLDER

/tests/constants/cmake/TARGET_TEST_DATA_FOLDER
/tests/constants/cmake/TARGET_TOOL_EXEC_FOLDER
/tests/constants/compiler
/tests/constants/compiler/coverage
/tests/constants/compiler/id
/tests/constants/compiler/static_flags
/tests/constants/macros/KDB_DIR_MODE
/tests/constants/macros/KDB_MAX_PATH_LENGTH
/tests/constants/macros/KDB_PATH_SEPARATOR
/tests/constants/package/cflags
/tests/constants/package/libdir
/tests/constants/package/plugindir
/tests/constants/package/templatedir
/tests/constants/version
/tests/constants/version/KDB_VERSION_MINOR
/tests/constants/version/SO_VERSION
/tests/constants/version/SO_VERSION_GETENV

/tests/constants/version/SO_VERSION_TOOLS
/tests/constants/version/version/KDB_VERSION

You can unmount the plugin with:

kdb umount user:/tests/constants
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Plugin: counter

+ infos = Information about the counter plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
+ infos/licence = BSD

* infos/provides = tracing

* infos/needs =

* infos/recommends =

* infos/placements = pregetstorage

« infos/status = maintained nodep configurable final global nodoc
+ infos/metadata =

« infos/description = counts and prints usage statistics

21.1 Introduction

Counts and prints usage statistics. Only useful for debugging the plugin framework.

21.2 Installation

See installation. The package is called 1ibelektrab5-extra.

21.3 Module Loading

Will not log when loaded as module (config /module present), unless /1logmodule is set:

kdb plugin-check -c "logmodule=" counter
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Plugin: cpptemplate

« infos = Information about the cpptemplate plugin is in keys below
« infos/author = Author Name elektra@libelektra.org

+ infos/licence = BSD

* infos/needs =

« infos/provides = storage/info

* infos/recommends =

+ infos/placements = getstorage setstorage

« infos/status = maintained unittest nodep experimental concept

+ infos/metadata =

« infos/description = A template for C++ based plugins

22.1 CPP Template

22.1.1 Introduction

Please use the script copy-template to create a new C++ plugin based on this template:
scripts/dev/copy-template -p pluginname

. For more information please take a look here

22.1.2 Installation

See installation. The package is called 1ibelektraS5—-experimental.

22.1.3 Example

sudo kdb mount -R noresolver none user:/tests/cpptemplate cpptemplate some=thing config=value
# This example plugin adds configuration values at the mount point

kdb 1ls user:/tests/cpptemplate

#> user:/tests/cpptemplate/%

#> user:/tests/cpptemplate/config

#> user:/tests/cpptemplate/some

kdb get user:/tests/cpptemplate/config

#> value

sudo kdb umount user:/tests/cpptemplate
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Plugin: crypto

+ infos = Information about crypto plugin is in keys below

« infos/author = Peter Nirschl peter.nirschl@gmail.com

+ infos/licence = BSD

* infos/provides = crypto

* infos/needs =

* infos/recommends =

+ infos/placements = postgetstorage presetstorage

+ infos/status = unittest configurable memleak unfinished discouraged
+ infos/metadata = crypto/encrypt

« infos/description = Cryptographic operations

23.1 Introduction

This plugin is a filter plugin allowing Elektra to encrypt values before they are persisted and to decrypt values after
they have been read from a backend.

The idea is to provide protection of sensible values before they are persisted. This means the value of a key needs
to be encrypted before it is written to a file or a database. It also needs to be decrypted whenever an admissible

access (read) is being performed.

The users of Elektra should not be bothered too much with the internals of the cryptographic operations. Also the
cryptographic keys must never be exposed to the outside of the crypto module.

The crypto plugin uses libgcrypt as provider of cryptographic operations.

23.2 Installation

See installation. The package is called 1ibelektra5-crypto.
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23.3 Dependencies

* libgcrypt20-devor libgcrypt-devel

23.3.1 GnuPG (GPG)

GPG is a run-time dependency of the crypto plugin. Either the gpg or the gpg2 binary must be installed when
using the plugin. Note that gpg2 will be preferred if both versions are available. The GPG binary can be configured
in the plugin configuration as /gpg/bin (see GPG Configuration below). If no such configuration is provided, the
plugin will look at the PATH environment variable to find the GPG binaries.

23.4 How to compile

Add "crypto" to the PLUGINS variable in CMakeCache.txt and re-run cmake.

An example CMakeCache . txt may contain the following variable:
PLUGINS=crypto

23.4.1 macOS

The crypto plugin works under macOS Sierra (Version 10.12.3 (16D32)).

To set up the build environment on macOS Sierra we recommend using Homebrew. Follow these steps to get

everything up and running:
brew install libgcrypt pkg-config cmake

Also a GPG installation is required. The GPG Tools work fine for us.

23.5 Restrictions

At the moment the plugin will only run on Unix/Linux-like systems, that provide implementations for fork () and
execv ().

23.6 Examples

To mount a backend with the crypto plugin that uses the GPG key 9CCC3B514E196C6308CCD230666260C14-
A525406, use:

sudo kdb mount test.ecf user:/tests/t crypto "crypto/key=9CCC3B514E196C6308CCD230666260C14A525406"

Now you can specify a key user: /t /a and protect its content by using:
kdb set user:/tests/t/a

kdb meta-set user:/tests/t/a crypto/encrypt 1

kdb set user:/tests/t/a "secret"

The value of user: /t /a will be stored encrypted. But you can still access the original value using kdb get:
kdb get user:/tests/t/a

To unmount it you can run:
sudo kdb umount user:/tests/t
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23.7 Configuration

23.7.1 GPG Configuration

The path to the gpg binary can be specified in
/gpg/bin

The GPG recipient keys can be specified as encrypt /key directly. If you want to use more than one key, just

enumerate like:
encrypt/key/#0
encrypt/key/#1

If more than one key is defined, every owner of the corresponding private key can decrypt the values of the backend.
This might be useful if applications run with their own user but the administrator has to update the configuration. The
administrator then only needs the public key of the application user in her keyring, set the values and the application
will be able to decrypt the values.

If you are not sure which keys are available to you, the kdb program will give you suggestions in the error descrip-

tion. For example you can type:
sudo kdb mount test.ecf user:/tests/t crypto
# RET: 7

In the error description you should see something like:

The command ./bin/kdb mount terminated unsuccessfully with the info:

The provided plugin configuration is not valid!

Errors/Warnings during the check were:

Sorry, module crypto issued the error C01310:

Failed to create handle. Reason: Missing GPG key (specified as encrypt/key) in plugin configuration.
Available key IDs are:
B815F1334CF4F830187A784256CFA3A5C54DF8E4, 847378ABCFOAS552B48082A80C52E8E92F785163F

Please report the issue at https://issues.libelektra.org/

This means that the following keys are available:

+ B815F1334CF4F830187A784256 CFA3A5C54DF8E4
+ 847378ABCF0A552B48082A80C52E8E92F785163F

So the full mount command could look like this:
sudo kdb mount test.ecf user:/tests/t crypto "crypto/key=847378ABCFO0A552B48082A80C52E8E92F785163F"

To unmount it you can run:

sudo kdb umount user:/tests/t

23.7.2 Cryptographic Operations

Please note that these options are meant for experts only. If you do not provide these configuration options, secure
defaults are being used.

The length of the master password that protects all the other keys can be set in:
/crypto/masterpasswordlength

The number of iterations that are to be performed in the PBKDF2 call can be set in:

/crypto/iterations
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23.7.3 Library Shutdown

The following key must be set to "1 " within the plugin configuration, if the plugin should shut down the crypto
library:

/shutdown

Per default shutdown is disabled to prevent applications like the gt-gui from crashing. Shutdown is enabled in the
unit tests to prevent memory leaks.

23.8 Technical Details

23.8.1 Ciphers and Mode of Operation

The crypto plugin uses the Advanced Encryption Standard (AES) in Cipher Block Chaining Mode (CBC) with a key
size of 256 bit.
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Plugin: csvstorage

« infos = Information about the csvstorage plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
« infos/licence = BSD

« infos/provides = storage/csv

* infos/needs =

* infos/recommends =

« infos/placements = getstorage setstorage

« infos/status = unittest nodep libc configurable limited

« infos/description = parses CSV files

24.1 Introduction

This plugin allows you to read and write CSV files using Elektra. It aims to be compatible with RFC 4180. Rows and
columns are written using Elektra's arrays (#0, #1,..). By configuring the plugin you can give columns a name.

24.2 Configuration
delimiter Tells the plugin what delimiter is used in the file. The default delimiter is , and will be used if
delimiter is not set.

header Tells the plugin to use the first line as a header if it is set to colname. The columns will get the corre-
sponding names. Skip the first line if it is set to skip or treat the first line as a record if it is set to record. If
header is not set, or set to record, the columns get named #0,#1,... (array key naming)

columnns If this key is set the plugin will yield an error for every file that doesn't have exactly the amount of columns
as specified in columns.

columns/names Sets the column names. Only usable in combination with the columns key. The number of
subkeys must match the number of columns. Conflicts with usage of header.

columns/index Specifies which column should be used to index records instead of the record number.

export=, export/<column name>= Exportcolumn column name:
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* The key export must be present, additionally to export /<column name>

+ Also multiple column names can be given for different columns to export.

— Then delimiter will be used as delimiter (, as default).

— The order depends on the alphabetic order of the column names. Use ‘awk -F’,' 'BEGIN{OFS=",

$2, $1, $3}" or similar to reorder.
— Unknown column names are ignored.

24.3 Examples

First line should determine the headers:

kdb mount test.csv /csv csvstorage \

} {print

"delimiter=;,header=colname, columns=2, columns/names, columns/names/#0=colOName, columns/names/#l=collName"

24.3.1 Usage

The example below shows how you can use this plugin to read and write CSV files.

# Mount plugin to ‘user:/tests/csv®

# We use the column names from the first line of the
# config file as key names

sudo kdb mount config.csv user:/tests/csv csvstorage

"header=colname, columns/names/#0=colOName, columns/names/#1l=collName"

# Add some data

printf ’band,album\n’ » “kdb
printf ’Converge,All We Love We Leave Behind\n’ » ‘kdb
printf ’‘mewithoutYou,Pale Horses\n’ » ‘kdb
printf ’Kate Tempest,Everybody Down\n’ » ‘kdb

kdb 1ls user:/tests/csv

#> user:/tests/csv/#0

#> user:/tests/csv/#0/album

#> user:/tests/csv/#0/band

#> user:/tests/csv/#1

#> user:/tests/csv/#1/album

#> user:/tests/csv/#1/band

#> user:/tests/csv/#2

#> user:/tests/csv/#2/album

#> user:/tests/csv/#2/band

#> user:/tests/csv/#3

#> user:/tests/csv/#3/album

#> user:/tests/csv/#3/band

# The first array element contains the column names
kdb get user:/tests/csv/#0/band

#> band

kdb get user:/tests/csv/#0/album

#> album

# Retrieve data from the last entry
kdb get user:/tests/csv/#3/album

#> Everybody Down

kdb get user:/tests/csv/#3/band

#> Kate Tempest

# Change an existing item

kdb set user:/tests/csv/#1/album ’You Fail Me’
# Retrieve the new item

kdb get user:/tests/csv/#1/album

#> You Fail Me

# The plugin stores the index of the last column
# in all of the parent keys.

kdb get user:/tests/csv/#0

#> #1

kdb get user:/tests/csv/#1

#> #1

kdb get user:/tests/csv/#2

#> #1

kdb get user:/tests/csv/#3

#> #1

# The configuration file reflects the changes
kdb file user:/tests/csv | xargs cat
#> album,band

#> You Fail Me, Converge

#> Pale Horses,mewithoutYou

#> Everybody Down,Kate Tempest

# Undo changes to the key database
kdb rm -r user:/tests/csv

sudo kdb umount user:/tests/csv

file
file
file
file

user
user
user
user

:/tests/csv?
:/tests/csv?
:/tests/csv?
:/tests/csv?
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24.4 Column as index

kdb mount config.csv /tests/csv csvstorage "delimiter=;,header=colname, columns/index=IMDB"

printf ’IMDB;Title;Year\n’ » ‘kdb file /tests/csv®
printf tt0108052;Schindler’s List;1993\n’ » ‘kdb file /tests/csv®
printf ’tt0110413;Léon: The Professional;1994\n’ » ‘kdb file /tests/csv'

kdb 1ls /tests/csv

#> user:/tests/csv/tt0108052

#> user:/tests/csv/tt0108052/IMDB
#> user:/tests/csv/tt0108052/Title
#> user:/tests/csv/tt0108052/Year
#> user:/tests/csv/tt0110413

#> user:/tests/csv/tt0110413/IMDB
#> user:/tests/csv/tt0110413/Title
#> user:/tests/csv/tt0110413/Year
kdb get /tests/csv/tt0108052/Title
#> Schindler”s List

kdb rm -r /tests/csv

sudo kdb umount /tests/csv

24.5 Export filter

kdb mount config.csv /tests/csv csvstorage "delimiter=;,header=colname, columns/index=IMDB"

printf ’IMDB;Title;Year\n’ » ‘kdb file /tests/csv®
printf ’tt0108052;Schindler’s List;1993\n’ » ‘kdb file /tests/csv®
printf ’tt0110413;Léon: The Professional;1994\n’ » ‘kdb file /tests/csv®

kdb export /tests/csv csvstorage -c
"delimiter=;,header=colname, columns/index=IMDB, export=, export/IMDB=, export/Title="

#> IMDB; Title

#> tt0108052;Schindler s List

#> tt0110413;Léon: The Professional

kdb export /tests/csv csvstorage -c
"delimiter=;,header=colname, columns/index=IMDB, export=, export/IMDB=, export/Year="

#> IMDB; Year

#> tt0108052;1993

#> tt0110413;1994

kdb rm -r /tests/csv

sudo kdb umount /tests/csv

24.5.1 Array metakey

kdb mount config.csv user:/tests/csvstorage csvstorage
kdb set user:/tests/csvstorage/test test

printf ‘one,two,three\nfour, five,six\n’ > ‘kdb file user:/tests/csvstorage’
kdb 1ls user:/tests/csvstorage

#> user:/tests/csvstorage/#0

#> user:/tests/csvstorage/#0/#0

#> user:/tests/csvstorage/#0/#1

#> user:/tests/csvstorage/#0/#2

#> user:/tests/csvstorage/#1

#> user:/tests/csvstorage/#1/#0

#> user:/tests/csvstorage/#1/#1

#> user:/tests/csvstorage/#1/#2

kdb meta—-get user:/tests/csvstorage/#0 array

#> #2

kdb rm -r user:/tests/csvstorage

kdb umount user:/tests/csvstorage

24.5.2 Limitations

» Does not work on file streams (e.g. kdb import without file)

* When using csvstorage for exporting, all parent keys must be present (see https://issues.e
libelektra.org/2304)
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Plugin: curlget

+ infos = Information about the curlget plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

+ infos/placements = getresolver setresolver commit rollback

* infos/status = configurable readonly preview unfinished

+ infos/metadata =

+ infos/description = mount remote config files via curl

25.1 Description

The curlget plugin is a resolver using libcurl to upload and download files from/to remote hosts. When mounted
with a URL as configuration file there will be no changes to the file system. When mounted with a (local) path to a
configuration a copy of the remote configuration is kept and used as fallback in kdbGet () if fetching the remote
file from the server fails.

25.2 Installation

See installation. The package is called 1ibelektra5-curl.
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25.3 Configuration

25.3.1 definitions

URL:

an URL has to be prefixed with the protocol. valid protocols:  http://, https://, ftp://, ftps://,
scp://, sftp://,smb:// (currently not supported)

Filename:
can bei either an URL or a local configuration file.

if the filename is an URL the plugin operates on temporary files only and keeps no local copy of the configuration.
unless specified otherwise the URL is used for both upload and download.

25.3.2 plugin configuration

e url:
URL used for both upload and download of the configuration. might be overwritten by url/get and
url/put.

e url/get:

the URL of the remote configuration file.

* url/put:
the URL used to upload the configuration on kdbSet

* upload/method:
only used for HTTP requests. use POST for POST-requests, or PUT for PUT-requests.

* upload/postfield:

for H-TTP POST-requests: the name of the field containing the file

* upload/filename:

name of the uploaded file. if present it will be appended to url/put on uploads except for HTTP POST
uploads where it overrides the £11ename field of the header. if not specified the value defaults to url /put
is assumed to be a valid upload URL already containing the filename, except for HTTP POST-requests
where the basename (3) of the local mounted configuration file is used if present, or of url/get

* user:

username for authentication

* password:

password for authentication

e ssl/verify:

if set 1 enforce the use of SSL. HOSTNAME and PEER verifications are enabled but might be overwritten by
ssl/verify/host and ssl/verify/peer

if not set or set to 0 the plugin will try to use SSL but not fail if not possible.

« ssl/verify/host:

if set to 1 use hostname verification, if set to 0, skip it.
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* ssl/verify/peer:

if set to 1 verify the ssl certificate, if set to O, skip the verification.

* prefer:

if set to local don't update the configuration if the remote version has changed within succeeding
kdbGet () calls.

e ssh/auth:

ssh authentication method for sftp and scp. possible values: agent for using ssh—agent, passwoxrd for
password authentication, pubkey for public key authentication and pubkeypw for public key + password
authentication.

* ssh/key:

path of the private key file for ssh public key authentication. if not set, default to SHOME /. ssh/id_dsa or
SHOME/ .ssh/id_rsa

* ssh/key/passwd:
password for the private key file

25.4 Example

rm /tmp/curltest.ini || $(exit 0)

sudo kdb mount -R curlget -c
url/get="http://127.0.0.1:8000/curltest.ini",url/put="http://127.0.0.1:8000",user="thomas", password="pass",upload/meth
/tmp/curltest.ini system:/curl ini

kdb 1ls system:/curl

#> system:/curl/sectionl

#> system:/curl/sectionl/keyl

stat /tmp/curltest.ini

# RET:0

kdb set system:/curl/sectionl/key2 val2

sudo kdb umount system:/curl

stat /tmp/curltest.ini

# RET:0

cat /tmp/curltest.ini

#> [sectionl]

#> keyl=vall

#> key2=val2

rm /tmp/curltest.ini || $(exit 0)

sudo kdb mount -R curlget -c
url/put="http://127.0.0.1:8000", user="thomas", password="pass",upload/method="POST",upload/postfield="file"
"http://127.0.0.1:8000/curltest.ini" system:/curl ini

kdb 1ls system:/curl

#> system:/curl/sectionl

#> system:/curl/sectionl/keyl

#> system:/curl/sectionl/key2

stat /tmp/curltest.ini

# RET:1

mv /tmp/httproot/curltest.ini /tmp/httproot/curltest.ini_moved

kdb 1ls system:/curl

# RET:5

mv /tmp/httproot/curltest.ini_moved /tmp/httproot/curltest.ini

kdb rm system:/curl/sectionl/key2

sudo kdb umount system:/curl

cat /tmp/httproot/curltest.ini

#> [sectionl]

#> keyl=vall

25.4.1 Mount with HTTP GET + POST and keep local copy

kdb mount -R curlget -c
url/get="http://127.0.0.1:8000/curltest.ini",url/put="http://127.0.0.1:8000", user="thomas", password="pass",upload/meth
/tmp/curltest.ini system:/curl ini

25.4.2 Mount with HTTP GET + POST and keep no local copys

kdb mount -R curlget -c
url/put="http://127.0.0.1:8000", user="thomas", password="pass",upload/method="POST",upload/postfield="file"
"http://127.0.0.1:8000/curltest.ini" system:/curl ini
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25.4.3 Mount with FTP GET + PUT and keep local copy

kdb mount -R curlget -c
url/get="ftp://127.0.0.1:21/test.ini",url/put="ftp://127.0.0.1:21/test.ini", user="thomas", password="pass",upload/methoc
/tmp/curltest.ini system:/curl ini
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Plugin: date

+ infos = Information about the date plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

+ infos/placements = presetstorage postgetstorage

+ infos/status = recommended productive maintained reviewed conformant compatible coverage specific
unittest tested libc nodep final

« infos/metadata = check/date check/date/format

+ infos/description = validates date and time strings

26.1 Installation

See installation. The package is called 1ibelektra5-extra.

26.2 Validation options

The following representation standards of dates and times are currently supported and can be use by setting
check/date to:

* POSIX

see STRPTIME (3) for more information. A valid format has to be specified in check/date/format

* IS08601

see 1S08601. Possible format strings specified in check/date/format, default: datetime
completet+truncated:

— Dates/Time:
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= Date:

* calendardate calendar dates: day of month - month - year.

- weekdate calendar week and day numbers, e.g. YYYY-Www-D

- ordinaldate year + day of the year

- date calendardate, weekdate, and ordinaldate combined
= Time:

- timeofday 24-hour timekeeyping system

- utc coordinates universal time. either by appending a time-zone designator or the time differ-
enceto UTCto timeofday

» Combined: datet ime combination of Dates and Time according to th ISO8601 specification.

— Representation: if no representation is specified, complete+reduced+truncated is used as
default.

» complete complete representation, dates are separated by hyphens, times by colon, e.g. YYYY-
MM-DD or hh:mm:ss

» reduced reduced precision, e.g. YYYY-MM, or hh

*» truncated truncated representation, hyphens used to indicate omitted components, e.g. —-MM-
DD or —ss

» complete+reduced+truncated allow all 3 representations

» complete+reduced allow only complete + reduced representation

» complete+truncated allow only complete + truncated representation
» reduced+truncated allow only reduced + t runcated representation.

— Format: if no format is specified both basic and extended are treated as valid.

» basic no separating character between individual components of a date, time or datetime
expression.

» extended separating characters between components. date components separated by hyphen,
time components by colon.

* RFC2822

a set of possible format strings derived from rfc2822 3.3, no format string needed.

26.3 Dependencies

POSIX.1-2001

26.4 Examples

TBD

26.5 Limitations

Testing timezone designators currently only works with glibc. Unit tests using timezone designators are locale
dependent.
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Plugin: dbus

+ infos = Information about the dbus plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org

+ infos/maintainer = Maximilian Irlinger max@maxirlinger.at
+ infos/licence = BSD

« infos/provides = notification

* infos/needs =

* infos/recommends =

« infos/placements = postgetstorage postcommit

* infos/status = maintained unittest libc global

« infos/description = Sends notifications for every change via D-Bus

27.1 Introduction

This plugin is a notification plugin, which sends a signal to D-Bus when the key database (KDB) has been modified.

27.2 Installation

See installation. The package is called 1ibelektra5-dbus.

27.3 Dependencies

e libdbus-1-dev
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27.4 Dbus

A preferred way to interconnect desktop applications and even embedded system applications on mobile devices
running Linux is D-Bus. The idea of D-Bus accords to that of Elektra: to provide standards to let software work
together more tightly. D-Bus provides a simple and lightweight IPC (Inter-Process Communication) system to be
used within desktop systems. Next to RPC (Remote Procedure Call), which is not used in this plugin, it supports
signals which can notify an arbitrary number of other applications about changes. Given software like a D-Bus
library, notification itself is a rather easy task, but it involves additional library dependences. So it is the perfect task
to be implemented as a plugin. The information about the channels to be used can be stored in the global key
database.

D-Bus supports a system-wide bus and a session bus. The system configuration can be accessed by each user
and the user configuration is limited to a single user. Both buses can immediately be used for the system and user
configuration notification updates to get pleasing results. But, there is a problem with the session bus: It is possible
within D-Bus that a user starts several sessions. The user configuration should be global to the user and is not
aware of these sessions. So if several sessions are started, some of the user's processes will miss notification
updates.

The namespaces are mapped to the buses the following way:

+ system: system-wide bus

* user: session bus
Following signal names are used to notify about changes in the Elekira’s KeySet:

» KeyAdded: a key has been added
» KeyChanged: a key has been changed

» KeyDeleted: a key has been deleted
Alternatively, (with the option announce=once) only a single message is send:

+ Commit: a key has been added, changed or deleted

27.5 Usage

The recommended way is to globally mount the plugin:
kdb global-mount dbus

Alternatively one can mount the plugin additionally to a storage plugin, e.g.:
kdb mount file.dump / dump dbus

For openicc one would use (mounts with announce=once):
kdb mount-openicc
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27.5.1 Shell

Then we can receive the notification events using:
dbus-monitor type=’signal’,interface=’org.libelektra’,path=’/org/libelektra/configuration’

Or via the supplied test program:

kdb testmod_dbus receive_session

We can trigger a message with:
kdb set user:/dbus/x b

Note that changes in user fire on the dbus session, and changes in namespace system in the dbus system

bus. To receive system changes we will use:
kdb testmod_dbus receive_system
dbus-monitor --system type=’signal’,interface=’org.libelektra’,path=’/org/libelektra/configuration’

And then fire it with:

kdb set system:/dbus/y a

dbus_bus_add_match (connection,
"type='signal’, interface=’'org.libelektra’,path='/org/libelektra/configuration’", &error);

See the full example here.

27.5.3 Qt

Here a small example for QDBusConnection:

Place this in your Qt class header:
public slots:
void configChanged( QString msg );

Put this in your Qt class, e.g. the constructor:
( QDBusConnection::sessionBus () .connect ( QString(), "/org/libelektra/configuration", "org.libelektra",
Qstring(),
this, SLOT( configChanged( QString ) )) )
fprintf (stderr, " Done connect\n" );

Here comes the org.libelekira signals:

void SynnefoApp::configChanged( QString msg )

{

fprintf ( stdout, "config changed: %s\n", msg.toLocal8Bit () .data() );
Vi

27.5.4 Python

In Python the DBus notifications can be used as follows
import dbus
import gobject
gobject.threads_init () # important: initialize threads if gobject main loop is used
from dbus.mainloop.glib import DBusGMainLoop
class DBusTest () :
def __init_ (self):
DBusGMainLoop (set_as_default=True)
bus = dbus.SystemBus () # may use session bus for user db
bus.add_signal_receiver (self.elektra_dbus_key_changed_cb,
signal_name="KeyChanged",
dbus_interface="org.libelektra",
path="/org/libelektra/configuration")
def elektra_dbus_key_changed_cb (self, key):
print (' key changed %s’ % key)
test = DBusTest ()
loop = gobject.MainLoop ()
try:
loop.run()
except KeyboardInterrupt:
loop.quit ()
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27.6 Background

Today, programs are often interconnected in a dense way. Such applications should always be informed when
something in their environment changes. For user interactive software, notification about configuration changes is
expected. The only alternative is polling, which wastes resources. It additionally is no option for interactive software,
where the latency needs to be low. Instead, the software which changes the configuration has to notify all other
interested applications that can reread their configuration without significant delay. In Elektra, a notification plugin
ensures that a notification is actually sent on each change.

Applications can wait for such a notification with hand-written code. Bindings, however, allow for better integration. It
is a common approach for toolkits to provide a main loop. Applications using such toolkits can integrate notification
services into this main loop.

The actions that occur in such events are application or toolkit specific because of the non-invasive nature of Elektra.
Software reacts in many different ways to update events. Hence, the frequency of update events should be kept at
a minimum. Changes are kept atomic with a single attempt to write out configuration. Notification callbacks shall
not change configuration because this can lead to a longer chain of unwanted modifications. That might not be
true, however, if a programmer of the whole system knows that a chain of reactions will terminate. When doing
such event-driven programming, care is needed to avoid infinite loops. Elekira guarantees consistency of the key
database even in such cases.

27.7 Transport Plugin

Mount this plugin globally with default settings to use it as sending transport plugin for Elektra's notification feature:

kdb global-mount dbus announce=once

27.8 Notification Format

This plugin uses D-Bus signal messages as notifications. Notifications have the path /org/libelektra/configuration
and the D-Bus interface org. libelektra. The following signal names are used:

« Commit: preferred, keys below the changed key have changed
» KeyAdded: a key has been added

+ KeyChanged: a key has been changed

The first argument contains the name of the changed key. The system bus is used if the affected keys is below the
system namespace. If the key is below the user namespace the session bus is used.

Example output from dbus-monitor:
signal time=1520805003.227723 sender=:1.8 -> destination=(null destination) serial=15
path=/org/libelektra/configuration; interface=org.libelektra; member=Commit
string "system:/tests/foo"

27.8.1 Problems

Key names that are not valid utf-8 cause a warning within the D-Bus library:

This is normally a bug in some application using the D-Bus library.

Couldn’t add message argumentprocess 6139: arguments to dbus_message_iter_append_basic() were incorrect,
assertion "_dbus_check_is_valid_utf8 (xstring_p)" failed in file ../../dbus/dbus-message.c line 2676.
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Plugin: dbusrecv

+ infos = Information about the dbus plugin is in keys below

* infos/author = Thomas Wahringer waht@libelektra.org
+ infos/licence = BSD

« infos/provides = notification

* infos/needs =

* infos/recommends =

* infos/placements = postgetstorage

+ infos/status = maintained unittest libc global experimental

« infos/description = Receives notifications via D-Bus

28.1 Introduction

This plugin is a notification plugin, which receives a signal from D-Bus when the key database (KDB) has been
modified. It is compatible with the sending D-Bus plugin.

28.2 Installation

See installation. The package is called 1ibelektra5-dbus.

28.3 Dependencies

e libdbus-1-dev
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28.4 Usage

The recommended way is to globally mount the plugin together with the dbus plugin:
kdb global-mount dbus dbusrecv

This plugin is designed to be used as a transport plugin for Elektra's notification feature. If notification is not enabled
(i.e. in the tool kdb or in any other application that does not use elektraNotifiationContract ()) this
plugin performs no actions.

This plugin cannot be directly used to receive notifications. Applications that use the notification feature implicitly
use it when this plugin is mounted globally.

28.5 Transport Plugin
Mount this plugin globally with default settings to use it as receiving transport plugin for Elektra's notification feature:
kdb global-mount dbusrecv

For the message format please see the dbus plugin documentation.
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Plugin: desktop

« infos = Information about the desktop plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org

* infos/licence = BSD

* infos/needs =

« infos/provides = storage/info

* infos/recommends =

« infos/placements = getstorage setstorage

* infos/status = recommended maintained specific unittest nodep libc readonly limited unfinished concept
+ infos/metadata =

« infos/description = reads desktop information

29.1 Introduction

The plugin is informational and mainly be used to provide context for other configuration. See elekitrify-getenv.

29.2 Installation

See installation. The package is called 1ibelektra5-extra.

29.3 Usage

To mount the plugin please use:
sudo kdb mount --resolver noresolver none system:/info/desktop desktop

or it is already included if you already mounted the info plugins with:

kdb mount-info

Then you can get desktop information via:
kdb get system:/info/desktop

You either get a lower-case string (supported desktops see below) or no key if no desktop was detected.

Generated by Doxygen


mailto:elektra@libelektra.org

82 Plugin: desktop

29.4 Supported Desktops

Currently supported desktops are:

GNOME
- KDE
- TDE
* Unity

+ XDG conformant desktops (XDG_CURRENT_DESKTOP)

Currently the detection relies on environment variables, which will not work in setuid or otherwise secured binaries.
Please open a bug report if the detection does not work for you:  https://issues.libelektra.org

29.5 Unmount the plugin

To unmount the plugin you can run
sudo kdb umount system:/info/desktop
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Plugin: directoryvalue

infos = Information about the directoryvalue plugin is in keys below
infos/author = René Schwaiger sanssecours@me.com
infos/licence = BSD

infos/needs =

infos/provides =

infos/recommends =

infos/placements = postgetstorage presetstorage

infos/status = unittest nodep preview

infos/metadata =

infos/description = This plugin converts directory keys to leaf keys in the set direction

30.1 Directory Value

30.1

.1 Introduction

The Directory Value plugin converts

1.

2.

directory (non-leaf) keys to leaf keys in the “set” direction, and

converts them back to directory keys in the “get” direction.

A directory key is a key that has children. For example in the key set:

user:/grandparent = Grandparent
user:/grandparent/leaf = Leaf
user:/grandparent/parent = Parent
user:/grandparent/parent/child = Child
user:/mother = Mother
user:/mother/daughter = Daughter
user:/mother/son = Son

the keys

user:/grandparent

user:/grandparent/parent

user:/mother
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represent directory keys, while the keys
user:/grandparent/leaf
user:/grandparent/parent/child
user:/mother/daughter
user:/mother/son

are leaf keys. You can easily check this by drawing the key set in the form of a rooted tree:

user

/ \
granparent mother
/ [ / \
leaf parent daughter son
|
child

. The Directory Value plugin converts all directory keys to leaf keys in the “set” direction by adding new keys with

the postfix dirdata. Theses keys then store the old value of their parent keys
user:/grandparent =
user:/grandparent/___dirdata = Grandparent
user:/grandparent/leaf = Leaf
user:/grandparent/parent =
user:/grandparent/parent/ dirdata = Parent
user:/grandparent/parent/child = Child
user:/mother =
user:/mother/__ dirdata = Mother
user:/mother/daughter = Daughter
user:/mother/son = Son

. You might ask why we need the Directory Value plugin at all. The reason why we created this plugin is that some
storage plugins like “yajl" or “'yamlcpp® are only able to save values inside leaf keys. By loading the Directory Value
plugin these storage plugins are also able to represent directory values properly.

30.1.1.1 Array Values

The Directory value plugin also converts array values. Let us take a look at an example key set:
user:/array = Array Value

user:/array/#0 Firt Value

user:/array/#1 Second Value

user:/array/#2 Third Value

. The plugin does not convert this key set into:
user:/array =
user:/array/___dirdata
user:/array/#0 First Value
user:/array/#1 Second Value
user:/array/#2 = Third Value

Array Value

, since then user: /array would not be an array any more. Instead the plugin inserts a new element at index
0 with the value prefix dirdata::

user:/array =

user:/array/#0 = dirdata: Array Value
user:/array/#1 = First Value
user:/array/#2 = Second Value

user:/array/#3 Third Value

. This way a storage plugin such as YAJL or YAML CPP are still able to store user: /array as an array.

30.1.1.1.1 Remarks

» The plugin only converts array parents that store string values

» The array metakey of the array parent (increased by one) will still be stored in the original parent key after
conversion. This is important, since otherwise the storage plugin would lose information about which key
represents an array.
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30.1.2 Usage

To mount the plugin use the command:
# Mount plugin at ‘user:/tests/directoryvalue’
sudo kdb mount config.file user:/tests/directoryvalue directoryvalue

. To unmount the plugin use the command
sudo kdb umount user:/tests/directoryvalue

30.1.3 Example

# Mount plugin

sudo kdb mount config.file user:/tests/directoryvalue directoryvalue

# Add a directory value

kdb set user:/tests/directoryvalue/harold ’'Father of SpongeBob SquarePants’
# Add a leaf value

kdb set user:/tests/directoryvalue/harold/spongebob I am ready!’

# Add an array

kdb set user:/tests/directoryvalue/patrick Star

kdb set user:/tests/directoryvalue/patrick/#0 ’Being grown-up is boring. Besides, I don’t get Jazz.’
# Elektra requires that the array parent contains the metakey ‘array‘.
# If this key is not present, then ‘user:/tests/directoryvalue/patrick’
# 1s **not an arrayxx.

kdb meta-set user:/tests/directoryvalue/patrick array ”

# Since the plugin converts values back in the get direction

# a user of the database will not notice any changes.

kdb 1ls user:/tests/directoryvalue

#> user:/tests/directoryvalue/harold

#> user:/tests/directoryvalue/harold/spongebob

#> user:/tests/directoryvalue/patrick

#> user:/tests/directoryvalue/patrick/#0

kdb get user:/tests/directoryvalue/harold

#> Father of SpongeBob SquarePants

kdb get user:/tests/directoryvalue/harold/spongebob

#> I am ready!

kdb get user:/tests/directoryvalue/patrick

#> Star

kdb get user:/tests/directoryvalue/patrick/#0

#> Being grown-up is boring. Besides, I don’t get Jazz.

# Retrieve index of last element in array.

# This also works if the storage plugin does not store this index.

kdb meta-get user:/tests/directoryvalue/patrick array

#> #0

# Undo changes to the key database

kdb rm -r user:/tests/directoryvalue

sudo kdb umount user:/tests/directoryvalue

30.2 Limitations

» Escaping is currently not possible. If you use the Directory Value plugin you can not

— use the name dirdata as the last part of a normal key,

— use dirdata: atthe beginning of a normal value in the first array element
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Chapter 31
Plugin: doc

+ infos = Information about the doc plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
+ infos/licence = BSD

+ infos/provides =

* infos/needs =

* infos/recommends =

+ infos/placements = prerollback rollback postrollback getresolver pregetstorage getstorage procgetstorage
postgetstorage setresolver presetstorage setstorage precommit commit postcommit

+ infos/status = nodep libc experimental discouraged -1000000
+ infos/metadata =

+ infos/description = documentation plugin without functionality

31.1 Introduction

This plugin has no functionality. It contains documentation explaining the basic makeup of a function.
The latest version of this documentation can be found on our documentation
site.

31.2 Installation

See installation. The package is called 1ibelektra5-experimental.
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Chapter 32
Plugin: dpkg

+ infos = Information about the dpkg plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
+ infos/licence = BSD

* infos/needs =

+ infos/provides = storage/dpkg

« infos/placements = getstorage setstorage

* infos/status = nodep limited nodoc unfinished

+ infos/description = can be used to mount dpkg files

32.1 Installation

See installation. The package is called 1ibelektra5-extra.

32.2 Example

kdb mount /var/lib/dpkg/available system:/dpkg/available dpkg
kdb mount /var/lib/dpkg/status system:/dpkg/available dpkg
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Chapter 33
Plugin: dump

« infos = Information about the dump plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org, KlemensBéswirth k.boeswirth+git@gmail.e
com

+ infos/licence = BSD

* infos/needs =

+ infos/provides = storage/dump

* infos/recommends =

+ infos/placements = getstorage setstorage

* infos/status = productive maintained conformant unittest tested nodep -1000
+ infos/metadata =

« infos/description = Dumps into a format tailored for complete KeySet semantics

33.1 Introduction

This plugin is a storage plugin that supports full Elektra semantics. Combined with a resolver plugin it already
assembles a fully featured backend. No other plugins are needed.

33.2 Format

The file starts with the magic word kdbOpen followed by a version number (currently 2) and a newline. The plugin
can read files of version 1 and 2, but it only writes version 2.

After this first line, the format consists of a series of commands. The supported commands are $key, Smeta and
Scopymeta. We use the $ prefix to make the commands standout more. However, $ does not always mean
command. Keynames and values could also start with $, but since the plugin always knows whether a command or
something else comes next, we do not need any kind of escaping.

The $key command creates a new key. It takes 5 arguments. The first 3 are on the same line separated by a
space. The other two are on separate lines:

Skey <type> <nsize> <vsize>
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<name>
<value>

<type> is either string or binary and indicates what kind of value the key contains. <nsize> and
<vsize> are the name size and value size respectively. For the name and for string values, the size does not in-
clude the null-terminator present in C strings. For binary keys all bytes (including any null-terminators) are counted.
<name> and <value> are the keyname and key value. Because we know their length, they can contain arbitrary
characters. Even newlines are allowed. The newlines between <name> and <value>, and after <value> are
just to make the file more readable. They must be present, but they do not determine where <name> or <value>
end.

The $meta command adds a new metakey to the last key. It is very similar to the Skey command, but it only takes
4 arguments. There is no type argument, because metakeys always have string values.

Smeta <nsize> <vsize>
<name>
<value>

The arguments work just like they do for Skey.

Finally, there is $Scopymeta. It is needed, because a keyCopyMeta call results in two keys with the same
metakey (equal pointers). To achieve this, we indicate which metakey should be copied from which key. The
$Scopymeta command also takes 4 arguments:

$copymeta <knsize> <mnsize>
<keyname>
<metaname>

<keyname> is the name of the key from which the metadata is copied and <knsize> is its size (without the
null-terminator). Similarly, <metaname> is the name of the metakey that is copied and <mnsize> is its size
(without the null-terminator).

There is also $end. It is used to signal the end of the data to the plugin. The $Send command is completely
optional. Without it, the plugin will just read the file until the end. However, in streaming use Send is needed,
because there is no end of the "file".

33.2.1 Format Examples

The following is an example dump file that was mounted at system: /elektra/mountpoints:
kdbOpen 2

Skey binary 0 0

Smeta 6 0

binary

Smeta 7 27

comment

Below are the mount points.

Skey string 4 18

dbus

serialized Backend

Skey string 11 0

dbus/config

Smeta 7 71

comment

This is a configuration for a backend,
see subkeys for more information
Skey string 12 0

fstab/config

$copymeta 11 7

dbus/config

comment

$end

A few things you might have noticed:

» The first key has an empty name, because it is the root key of this mountpoint.

» The value size of 0 for the first key makes it a NULL key, but only because itis binary. The third key ($Skey
string 11 0) also has value size 0, but is a st ring key. This means its value is an empty string " ".

» The empty lines after Skey binary 0 -1anddbus/config arebecause the respective names/values
are empty.

» The comment above $key string 25 0 shows that newlines in key values are completely fine, because
we know what size the value has to be.
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33.3 Limitations
(status -1000)

« Itis quite slow

33.4 Examples

Export a KeySet using dump:

kdb export system:/example dump > example.ecf

Import a KeySet using dump:

cat example.ecf | kdb import system:/example dump

Using grep/diff or other Unix tools on the dump file. Make sure that you treat it as text file, e.g.:

grep —-text ’‘mount points’ example.ecf
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Chapter 34
Plugin: email

+ infos = Information about the email plugin is in keys below

* infos/author = Andreas Kraschitzer €01226853@student.tuwien.ac.at
+ infos/licence = BSD

* infos/needs =

* infos/provides = check

* infos/recommends =

* infos/placements = presetstorage

« infos/status = maintained unittest nodep experimental

+ infos/metadata = check/email

+ infos/description = Validation for email addresses

34.1 Email Address Validation

34.1.1 Introduction

This plugin validates email addresses using regular expressions. The plugin does not support the full RFC5321
spec. For more information see Limitations below.

34.1.2 Installation

See installation. The package is called 1ibelektra5-experimental.
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34.1.3 Usage

# Mount ‘email‘ plugin to cascading namespace ‘/tests/email’
kdb mount config.dump /tests/email dump email

# Incorrect address is valid with incomplete configuration
kdb meta-set spec:/tests/email/noaddr check/email

kdb set user:/tests/email/noaddr invalid..address@com

# RET: O

# Check the validity of the email stored in ‘/tests/email/adr®
kdb meta-set spec:/tests/email/adr check/email ""

# Set a correct email address

kdb set user:/tests/email/adr test+email@dev.libelektra.com
kdb get user:/tests/email/adr

#> testt+email@dev.libelektra.com

# Try to set incorrect addresses

kdb set user:/tests/email/adr invalid..address@com

# STDERR: .xValidation Semantic.=x

# ERROR: C03200

# RET: 5

kdb set user:/tests/email/adr not.@email.com

# STDERR: .xValidation Semantic.=x

# ERROR: C03200

# RET: 5

kdb set user:/tests/email/adr @

# STDERR: .xValidation Semantic.=

# ERROR: C03200

# RET: 5

# Undo modifications to the database

kdb rm -rf /tests/email

kdb umount /tests/email

34.1.4 Limitations

The plugin only checks email addresses for validity. It is not able to resolve if the host and or check if the address
can receive emails. The validation does not completely support the RFC5321. The following valid email addresses
are not supported:

* (ele)ktra@elektra.io

* elektra@elektra.io(io)

* "hi@you"@elektra.io

* "hi you"@elektra.io

« " "@elektra.io

o "A\"\".!.#%S$Qelektra.io
e cow@ [dead: :beef]

* 1@[23456789]

There is no validation of top level domains and no length check. The following invalid email addresses will be
allowed:

* valid+tpart@nonexistenttopleveldomain

*+ 1234567890123456789012345678901234567890123456789012345678901234+xC@example.«
com
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Plugin: error

+ infos = Information about error plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org

+ infos/licence = BSD

* infos/provides = error

* infos/needs =

* infos/recommends =

* infos/placements = presetstorage

« infos/status = productive maintained conformant shelltest tested nodep libc configurable discouraged
« infos/metadata = trigger/warnings trigger/error trigger/error/nofail

» infos/description = Provokes errors for testing the plugin framework

35.1 Introduction
Plugins (should) rarely return an error or warnings, e.g. writing the configuration basically only fails on file system
problems. Such behavior is difficult to produce for tests.

This plugin tackles this issue by yielding error/warnings on request.

35.2 Installation

See installation. The package is called 1ibelektra5-extra.
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35.3 Usage

35.3.1 By metadata

Mount this plugin additionally with a working resolver and a storage e.g.:

sudo kdb mount error.dump /error error dump

When following metakey is present during storing (kdbSet () ) the keyset:

trigger/warnings

a warning will be added. The plugin will still return success, but when the following metakey is present:

trigger/error
the plugin will return with an error.
The value of the metadata needs to contain the number of the requested error or warning.

So an error and warnings can be injected directly with the kdb tool. E.g. the warning number C01330:
kdb meta-set system:/error/key trigger/warnings C01330

or the error number C01200 (will not modify the KDB because kdbSet () will fail for the error plugin then):
kdb meta-set user:/error/key trigger/error C01200
# RET:5

When you are finished you can unmount it with:

sudo kdb umount /error

35.3.2 By config

To yield an error in kdbOpen() the metadata approach does not work. So the plugin also can yield warning/errors
using configuration.

To do that, configure the plugin using:
on_open/warnings
on_open/error

E.g. you can use:

sudo kdb mount error.dump /error error on_open/error=C03100 dump

Then you get an error on any access, e.g.:

kdb 1ls system:/error

Will yield error C01200:

Description: Tried to get a key from a missing backend
Mountpoint: system:/error

because the opening of the plugin failed (resulting to a missing backend).

When you are finished you can unmount it with:

sudo kdb umount /error
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Plugin: fcrypt

+ infos = Information about fcrypt plugin is in keys below

« infos/author = Peter Nirschl peter.nirschl@gmail.com
+ infos/licence = BSD

+ infos/provides = sync filefilter crypto

* infos/needs =

* infos/recommends =

+ infos/placements = pregetstorage postgetstorage precommit

* infos/ordering = sync

« infos/status = unittest nodep configurable

+ infos/metadata =

« infos/description = File Encryption

36.1 fcrypt Plugin

36.1.1 Introduction

This plugin enables file-based encryption and decryption using GPG. Also an option for signing and verifying files
using GPG is provided.

This plugin encrypts backend files before the commit is executed (thus precommit). The plugin decrypts the
backend files before the getstorage opens it (thus pregetstorage). After the getstorage plugin has read the
backend file, the plugin decrypts the backend file again (thus postgetstorage).

36.1.2 Installation

See installation. The package is called 1ibelektra5-experimental.

Generated by Doxygen


mailto:peter.nirschl@gmail.com

100 Plugin: fcrypt

36.1.3 Security Considerations

There are two things to consider when using the fcrypt plugin:

1. Decrypted data is visible on the file system for a short period of time.

2. Decrypted data might end up on a hard disk or some other persistent storage.

The plugin directs GPG to write its (decrypted) output to a temporary directory. From there on the data can be
processed by other plugins. After the get phase is over, fcrypt overwrites the temporary file and unlinks it after-
wards. However, if the application crashes during get the decrypted data may remain in the temporary directory.

If the temporary directory is mounted on a hard disk, GPG writes the decrypted data on that disk. Thus we rec-

ommend to either mount /tmp to a RAM disk or specify another path as temporary directory within the plugin
configuration (see Configuration below).

36.1.4 Known Issues

If you encounter the following error at kdb mount:

The command kdb mount terminated unsuccessfully with the info:

Too many plugins!

The plugin sync can’t be positioned at position precommit anymore.
Try to reduce the number of plugins!

Failed because precommit with 7 is larger than 6

Please report the issue at https://issues.libelektra.org/

you might want to consider disabling the sync plugin by entering:
kdb set /sw/elektra/kdb/#0/current/plugins ""
kdb set system:/sw/elektra/kdb/#0/current/plugins ""

Please note that this is a workaround until a more sustainable solution is found.

36.1.5 Dependencies

36.1.5.1 Crypto Plugin

This plugin uses parts of the crypto plugin.

36.1.5.2 GnuPG (GPG)

Please refer to crypto.

36.1.6 Restrictions

Please refer to crypto.
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36.1.7 Examples

You can mount the plugin with encryption enabled like this:
kdb mount test.ecf /t fcrypt "encrypt/key=DDEBEF9EE2DC931701338212DAF635B17F230E8D"

If you only want to sign the configuration file, you can mount the plugin like this:
kdb mount test.ecf /t fcrypt "sign/key=DDEBEF9EE2DC931701338212DAF635B17F230E8D"

Both options encrypt /key and sign/key can be combined:
kdb mount test.ecf /t fcrypt \
"encrypt/key=DDEBEF9EE2DC931701338212DAF635B17F230E8D, sign/key=DDEBEF9EE2DC931701338212DAF635B17F230E8D"

If you create a key under /t
kdb set /t/a "hello world"

you will notice that you can not read the plain text of test . ecf because it has been encrypted by GPG.

But you can still access /t /a with kdb get:
kdb get /t/a

If you are looking for a more interactive example, have a look at the following ASCllIcast at:

https://asciinema.org/a/153014

36.1.8 Configuration
36.1.8.1 Signatures

The GPG signature keys can be specified as sign/key directly. If you want to use more than one key for signing,

just enumerate like:
sign/key/#0
sign/key/#1

If more than one key is defined, every private key is used to sign the file of the backend.
If a signature is attached to a file, fcrypt automatically verifies its content whenever the file is being read.

Note that the signed file is stored in the internal format of GPG. So you only see binary data when opening the

signed configuration file directly. However, you can simply display the plain text content of the file by using GPG:
gpg2 —-d signed.ecf

36.1.8.2 GPG Configuration

The GPG Configuration is described in crypto.

36.1.8.3 Textmode

fcrypt operates in textmode per default. In textmode fcrypt uses the ——armor option of GPG, thus the
output of fcrypt is ASCIl armored. If no encryption key is provided (i.e. only signature is requested) fcrypt
uses the ——clearsign option of GPG.

Textmode can be disabled by setting fcrypt /textmode to 0 in the plugin configuration.

36.1.8.4 Temporary Directory

fcrypt uses the configuration option fcrypt/tmpdir to generate paths for temporary files during encryp-
tion and decryption. If no such configuration option is provided, fcrypt will try to use the environment variable
TMPDIR. If TMPDIR is not set in the environment, /tmp is used as default directory.

The path of the temporary directory is forwarded to GPG via the —o option, so GPG will output to this path. The
directory must be readable and writable by the user.

We recommend to specify a path that is mounted to a RAM disk. It is advisable to set restrictive access rules to this
path, so that other users on the system can not access it.
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Chapter 37
Plugin: file

+ infos = Information about the file plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org

+ infos/licence = BSD

* infos/needs =

« infos/provides = storage/file

* infos/recommends =

+ infos/placements = getstorage setstorage

* infos/status = specific unittest tested nodep libc configurable preview experimental
+ infos/metadata =

« infos/description = reads complete file into a key

37.1 Introduction

The file plugin reads the content of a file and stores it into the parent key.

37.2 Installation

See installation. The package is called 1ibelektra5-experimental.
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37.3 Configuration

* binary
treats the file as a binary file instead of a text file
» info
adds additional information about the file as metadata to the parent key.

- info/size filesize

— info/ctime time of last status change
— info/atime time of last access

— info/mtime time of last modification
— info/uid user ID of owner

— info/gid group ID of owner

— info/mode protection

— info/inode inode number

37.4 Usage

kdb mount file /testfile file

37.5 Dependencies

None.

37.6 Examples

# Mount the file ‘file/multiline‘ at ‘system:/tests/file‘
sudo kdb mount "$PWD/src/plugins/file/file/singleline" system:/tests/file file info=
# Check the content of the file

kdb get system:/tests/file

#> this is a single line testfile

# List available attributes of the mounted file

kdb meta-ls system:/tests/file

#> info/atime

#> info/ctime

#> info/gid

#> info/inode

#> info/mode

#> info/mtime

#> info/size

#> info/uid

# Check out the file’s permissions

kdb meta-get system:/tests/file info/mode

# STDOUT-REGEX: 1006[46]4

# Unmount the file

sudo kdb umount system:/tests/file

37.7 Limitations

None.
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Plugin: filecheck

« infos = Information about the filecheck plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
+ infos/licence = BSD

« infos/provides =

+ infos/needs =

* infos/recommends =

« infos/placements = pregetstorage precommit

« infos/status = maintained unittest tested libc configurable nodoc

+ infos/metadata =

+ infos/description = validates files (e.g. encoding)

38.1 Introduction

The filecheck plugin validates files. It tests: encoding, lineendings, BOM, printable characters and null bytes.

38.2 Installation

See installation. The package is called 1ibelektra5-extra.

38.3 Configuration

check/lineending valid/lineending When the check/lineending key is present, the plugin
checks the file for consistent line endings. If you want to validate for a specific line ending you can supply it with the
valid/lineending key. Valid values are: CR, LF, CRLF, LFCR.

check/encoding valid/encoding When the checkEncoding key is present, the plugin validates the
file encoding supplied by the key encoding, or, if not present, defaults to UTF -8

reject/null Whenthe reject/null key is present, the plugin rejects the file if a NULL-Byte is found.
reject /bom When the re ject /bom key is present, the plugin rejects the file if any BOM markers are found.

reject/unprintable When the reject/unprintable key is preset, the plugin rejects the file if an un-
printable character is present (except \r and \n).
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Plugin: fstab

« infos = Information about FSTAB plugin is in keys below

* infos/author = Markus Raab elektra@libelektra.org
+ infos/licence = BSD

« infos/provides = storage/fstab

* infos/needs =

+ infos/recommends = struct type path

« infos/placements = getstorage setstorage

« infos/status = unittest nodep difficult limited unfinished old

« infos/description = Parses files in a syntax like /etc/fstab file

39.1 Introduction

This plugin is an implementation of a parser and generator of the /etc/fstab file.

39.2 Installation

See installation. The package is called 1ibelektra5-extra.

39.3 Old fstab Entries

(Deprecated, remove this section after it is reimplemented in the new way)

For each device in fstab elektra will store the following keys:
pseudoname/device

pseudoname/mpoint

pseudoname/type

pseudoname/options

pseudoname/dumpfreq

pseudoname/passno
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Each represents a column in fstab.

The pseudoname can be any name for setting keys, the will be generated when getting keys, so don't expect the
same name.

the directory / will be called root fs

all swap devices will be called swapXX with a number from 00 on for XX

otherwise the mount point without the '/ character will be used.

At the other point there is the issue with the pseudonames, you can't rely on the pseudoname you have set.

The biggest issue is that you can't change or delete existing entries. All entries you set will be appended to the
other filesystems.

So if you get the filesystems and change the type of the file system of the rootfs and set it again the resulting fstab

will be like:
/dev/sda6 / ext3>———-— >-—-—defaults, errors=remount-ro 0 1
/dev/sda6 / jEs>———- >----defaults, errors=remount-ro 0 1

which will be not like you desired!

setmntent is used, so it is only conforming to BSD 4.3 and linux and you can't use any comments.

39.4 New fstab Entries

Specification:

[/_1

type = array

explanation = the name of the key is the mount point (so the former
mpoint is not needed); the value is the number of entries in the
array

[/_/#]

explanation = an entry in the array

[/_/#/device]

[/_/#/typel

[/_/#/options]

[/_/#/dumpfreq]

[/_/#/passno]

Example: A fstab that looks like:

/dev/sr0 /media/cdrom udf, 1s09660 user,noauto 0 0

would have a key name that is an array (so the value is the number of children, in this case 1):
system:/filesystems/\/media\/cdrom

with the array entry:
system:/filesystems/\/media\/cdrom0/#0/

So when following line is added

/dev/sr0 /media/cdrom ramfs user,noauto 0 0
Implementation hint: use keyAddBaseName () to get escaping of /, then add array items below it

If a mount point exists more than once (that could be proc, swap or overlay mount points) the array below gets
incremented (otherwise #0 is used for every unique entry).

The order of the array must, of course, be preserved. Other lines may be reordered for now, a proper "order" could
be done later.

Spaces in the names are replaced by \040 in the fstab.

39.5 Example

Mount the plugin:

sudo kdb mount /etc/fstab system:/filesystems fstab struct type path
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Plugin: gitresolver

« infos = Information about the gitresolver plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
« infos/licence = BSD

* infos/needs =

* infos/provides = resolver

* infos/recommends =

« infos/placements = rollback getresolver setresolver commit

+ infos/status = recommended productive reviewed conformant compatible coverage specific shelltest tested
libc configurable final preview nodoc

* infos/metadata =

« infos/description = resolver for Git repositories

40.1 Description

gitresolver is a resolver that fetches from a local Git repository during the get-phase and commits them back at the
end of the set-phase. It operates on a temporary copy of the latest version of your file fetched from the repository. If
the temporary copy modified, a new commit with the modified version will be created. Local files won't be touched.

40.2 Installation

See installation. The package is called 1ibelektra5-gitresolver.

40.3 Options

branch defines the branch to work on. Default: master t racking can be either object or head (default). if
set to object a conflict will only occur if the file in the Git repository has been updated while you were working
on it. head will cause a conflict if the HEAD commit has been updated. pull when present: tells the plugin to
fast-forward pull the repository, fails if FF isn't possible. checkout when present: tells the plugin to checkout the
file.
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40.4 Limitations

Currently it only works inside existing Git repositories.

40.5 Examples

sudo kdb mount -R gitresolver /path/to/my/gitrepo/file.ini system:/gittest ini shell \
execute/set='cd /path/to/my/gitrepo/ && git commit --amend’
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Plugin: glob

+ infos = Information about glob plugin is in keys below

« infos/author = Felix Berlakovich elektra@berlakovich.net
+ infos/licence = BSD

* infos/provides = apply

* infos/needs =

* infos/recommends =

* infos/ordering = check keytometa

* infos/stacking = no

« infos/placements = presetstorage postgetstorage

« infos/status = unittest nodep libc configurable difficult

« infos/description = copies metadata to keys with the help of globbing

41.1 Introduction

The glob plugin provides coping metadata given by the plugin's configuration to keys identified using glob expres-
sions. Globbing resembles regular expressions. They do not have the same expressive power, but are easier to
use. The semantics are more suitable to match path names:

» x matches any key name of just one hierarchy. This means it complies with any character except slash or
null.

» 72 satisfies single characters with the same exclusions.

+ Additionally, there are ranges and character classes. They can also be inverted.

So this plugin adds metadata to keys identified by globbing expressions. The plugin copies the metadata of the
corresponding globbing keys in its configuration. Globbing can be applied in get and set direction or both.
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41.2 Globbing Keys

The plugin is configured with globbing keys in its configuration. Each key below the configuration is interpreted as
a globbing key. The value of the key contains the globbing expression. When a key matching the glob expression
contained in one of the globbing keys is found, the metakeys of the corresponding globbing key are copied. Once a
match is found, no further keys will be considered for globbing. The reason for this are catch all globbing keys that
can be used to match all keys that have not been matched by a preceding globbing key.

41.2.1 Globbing Direction

Globbing keys located directly below the configuration (e.g config/glob/#1) are applied in both directions (get
and set). Keys below "get" (e.g. config/glob/get/#1) are applied only in the get direction and keys below
set (e.g. config/glob/set/#1) are applied only in the set direction.

So the glob plugin iterates over a list of glob expressions for every key. Metadata is applied only for the first
expression that matches. So later expressions can be used as default values.

41.2.2 Globbing Flags

Globbing keys may contain a subkey named "flags". This optional key contains the flags to be passed to the
globbing function (currently fnmatch) as a comma separated list. Unknown flag names will be ignored. The allowed
flag names are

» "noescape" which enables the FNM_NOESCAPE flag
+ "pathname" which enables the FNM_PATHNAME flag

« "period" which enables the FNM_PERIOD flag

If the flag key does not exist, FNM_PATHNAME is used as a default (see fnmatch(3) for more details). An empty
string disables all flags (i.e. also the default flag).

41.3 Contracts

Glob statements are very useful together with contracts. Storage plugins can request the glob plugin to fill up
metadata before they receive the keys in elektraPluginSet (). In config/needs, the plugin declares
which keys should obtain which metadata. If the glob expression starts with a slash, the contract checker will
automatically prepend the mount point.

For example, the hosts plugin contract contained:
ksNew (30,
/.
keyNew ("system:/elektra/modules/hosts/config/needs/glob/#1",
KEY_VALUE, "/x",

KEY_META, "check/ipaddr", "", /* Preferred way to check =/
/* Can be checked additionally */
KEY_META, "check/validation", "~[0-9.:]+S",

KEY_META, "check/validation/message",

"Character present not suitable for ip address",
KEY_END),

keyNew ("system:/elektra/modules/hosts/config/needs/glob/#2",

KEY_VALUE, "/«*/*",

/* Strict character validation «/
KEY_META, "check/validation", "~[0-9a-zA-Z.:]+S$"
KEY_META, "check/validation/message™",

"Character present not suitable for host address",
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KEY_END) ,
/]
)i

We see that the host s plugin added two glob statements with the clause config/needs. The first one matches
with hostnames, the second with aliases.

The glob plugin only fills the metadata in kdbSet (). This makes a difference compared with adding the metadata
already in kdbGet (). Using the glob plugin, the user will not see the metadata, but later plugins in kdbSet ()
will.

To sum up, the glob plugin replenishes the keys with metadata. The plugin applies metadata in a flexible way.
This metadata can be used for later checks. Limited configuration storage plugins, like the host s plugin, use this
feature. They need it because they are not able to store metadata themselves. It is obviously not possible to apply
values to non-existing keys.
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Plugin: gopts

+ infos = Information about the gopts plugin is in keys below

« infos/author = Klemens Béswirth k .boeswirth+git@gmail.com

+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

« infos/placements = hook procgetstorage

« infos/status = recommended productive maintained unittest nodep libc configurable

* infos/metadata = args args/index command opt opt/long opt/arg opt/flagvalue opt/help opt/hidden opt/#
opt/#/long opt/#/arg opt/#/flagvalue opt/#/hidden env env/#

+ infos/description = Parses command-line options using elektra-opts

42.1 Introduction

This plugin allows applications to access command-line options and environment variables via the KDB.
It is implemented as a simple frontend for the parser implemented in the internal e lekt raGetOpts.

For more information on how to write the necessary specification and on using command-line options in general,
take a look at the dedicated tutorial

Depending on the calling context and configuration, this plugin might use operating system specific functions to
determine command-line arguments and environment variables. Which operating system's functions the plugin
uses is determined at compile-time.

Note: One of the system-specific implementations of this plugin relies on procfs. Therefore, if you
compile the plugin on a system with procfs, the plugin may not work on other machine with the same
OS or even on the same machine, if procfs is not mounted.
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42.2 Installation

See installation. The package is called 1ibelektra5-experimental.

42.3 Basic Usage

The preferred way of using this plugin is via a kdbOpen contract:

KeySet * contract = ksNew (0, KS_END);

elektraGOptsContract (contract, argc, argv, environ, parentKey, NULL);
KDB x kdb = kdbOpen (contract, parentKey);

// gopts automatically mounted

KeySet x ks = ksNew (0, KS_END);

kdbGet (kdb, ks, parentKey);

42.4 Configuration Keys

The plugin accepts a number of configuration keys.

+ /offset: You can set this key to an integer n. The plugin will then ignore the first n command-line argu-
ments and only pass the rest on to the parser.

* /help/usage: The value of this key is used to replace the standard usage line in the auto-generated help
message.

+ /help/prefix: The value of this key is inserted between the usage line and the options list in the auto-
generated help message.

42.5 Global KeySet

The plugin also takes part of its configuration from the global KeySet. All keys the plugin uses are below systeme
:/elektra/gopts. This prefix is abbreviated to / / below.

This plugin may use the following keys from the global KeySet:

« //parent: If present, the plugin will use this key instead of the one provided by kdbGet as the parent
key pass on to the parser. Specifically, the plugin uses this keys value as the key name for a new key that is
passed to the parser.

» //argc: If present and //parent is present as well, the plugin expects //argv to be present as well.
This key must be binary and its value must be an int.

» //argv: If present and //parent is present as well, the plugin expects //argc to be present as well.
The values of //argc and //argv will be used instead of using the OS specific implementation. This key
must be binary and its value must be a const char * const .

« //envp: If present and //parent is present as well, the value of this key will be used as the list of
environment variables. This key must be binary and its value must be a const char * const =*.

« //args: If present and //parent is present as well, but //argc and //argv are absent, this will be
used as the list of command-line arguments. This key must be binary and its value must be a zero-byte
separated (and terminated) list of strings.

« //env: If present and / /parent is present as well, but / /envp is absent, this will be used as the list of
environment variable. This key must be binary and its value must be a zero-byte separated (and terminated)
list of strings.
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Plugin: gpgme

+ infos = Information about gpgme plugin is in keys below

« infos/author = Peter Nirschl peter.nirschl@gmail.com

+ infos/licence = BSD

* infos/provides = crypto

* infos/needs =

* infos/recommends =

+ infos/placements = postgetstorage presetstorage

« infos/status = unittest configurable memleak experimental unfinished
+ infos/metadata = crypto/encrypt gpg/binary

« infos/description = Cryptographic operations wit GnhuPG Made Easy (GPGME)

43.1 Introduction

The gpgme plugin is a filter plugin that enables users to encrypt values before they are persisted and to decrypt
values after they have been read from a backend. The encryption and decryption is designed to work transparently.

The cryptographic operations are performed by GnuPG via the 1 ibgpgme library.

43.2 Installation

See installation. The package is called 1ibelektraS-experimental.

43.3 Dependencies

* libgpgmell version 1.10 or later
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43.4 Build Information

The plugin has been tested on Ubuntu 18.04 with 1ibgpgme version 1.10.

43.5 Examples

You can mount the plugin like this:
kdb mount test.ecf /t gpgme "encrypt/key=DDEBEF9EE2DC931701338212DAF635B17F230E8D"

Now you can specify a key user: /t/a and protect its content by using:
kdb set user:/t/a

kdb meta-set user:/t/a crypt/encrypt 1

kdb set user:/t/a "secret™"

The value of user: /t/a (for this example: "secret") will be stored encrypted. You can still access the original

value by using kdb get:
kdb get user:/t/a

43.6 Configuration
43.6.1 GnuPG Keys
The GPG recipient keys can be specified in two ways:

1. The GPG recipient key can be specified as encrypt /key directly.

2. If you want to specify multiple keys, you can enumerate them under encrypt/key.

The following example illustrates how multiple GPG recipient keys can be specified:
encrypt/key/#0
encrypt/key/#1

43.6.2 Textmode

gpgme operates in textmode per default. In textmode the output of GPG is ASCII armored.

Textmode can be disabled by setting /gpgme /textmode to 0 in the plugin configuration.

43.7 Technical Details

43.7.1 Message Format

The encrypted values are valid PGP messages, that can be decrypted and read solely by the GnuPG binary without
Elektra.
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Plugin: hexcode

« infos = Information about hexcode plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
« infos/licence = BSD

« infos/provides = code

* infos/needs =

« infos/recommends =

« infos/placements = postgetstorage presetstorage

« infos/status = maintained unittest nodep libc configurable

« infos/description = Decoding/Encoding engine which escapes unwanted characters.

44.1 Introduction

This code plugin translates each unwanted character into a two cypher hexadecimal character. The escape char-
acter itself always needs to be encoded, otherwise the plugin would try to interpret the following two characters in
the text as a hexadecimal sequence.

44.2 Installation

See installation. The package is called 1ibelektra5-extra.

44.3 Restrictions

» The escape character itself always needs to be encoded, otherwise the plugin would try to interpret the
following two characters in the text as a hexadecimal sequence.

+ The length of the resulting string increases. In the worst case the hexcode plugin makes the value three times
larger.
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44.4 Example

Consider the following value of an key:

value=abc xyz

Assuming the escape character is % the input would be encoded to:

value%3Dabc%20xyz

The disadvantage is that the length of the resulting string increases. In the worst case the hexcode plugin makes
the value three times larger.

44.5 Usage

Add hexcode to infos/needs for any plugin that you want to be filtered by hexcode.

Then, additionally define all characters you need to be escaped below config/needs/chars in your contract,
e.g:

config/needs/chars/20 = 61
to transform a space (dec 20) to the escaped letter a (dec 61).

The escape letter itself can be changed by setting:

config/needs/escape
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Plugin: hexnumber

+ infos = Information about the hexnumber plugin is in keys below

« infos/author = Klemens Béswirth k .boeswirth+git@gmail.com
+ infos/licence = BSD

* infos/needs =

+ infos/provides = conv check

* infos/recommends =

+ infos/placements = postgetstorage presetstorage

« infos/status = maintained unittest nodep configurable

+ infos/metadata = unit/base

* infos/ordering = type

« infos/description = converts hexadecimal values into decimal and back

45.1 Introduction

This plugin is used to read configuration files that use hexadecimal values. All "hex-values" (see below) will be
converted into decimal when Elekira reads values from the mounted file. When Elektra writes back to the file the
converted values will be converted back and stored as before (0X will be replaced with 0x).

45.2 Installation

See installation. The package is called 1ibelektra5-extra.
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45.2.1 What are "hex-values"?

There are multiple ways you can signal to the hexnumber plugin, that a value should be converted:

1. If a Key has the metadata unit /base set to hex it will always be interpreted as a hex-value. The plugin
will also produce an error, if the value contained in such a Key does not start with 0x (or 0X).

2. lIf unit /base is not present and
» the type metadata is set to one of the recognized integer-types (default: byte, short, unsignede
_short, long, unsigned_long, long_long, unsigned_long_long)
» AND the configuration value itself starts with 0x (or 0X) it will be interpreted as a hex-value.

3. If forced conversion mode (/ force plugin configuration, see below) is enabled all values starting with 0x
(or 0X) are considered hex-values.

45.3 Configuration

When mounting a backend with the hexnumber plugin, a few settings can be configured.

1. To enable forced conversion mode set /force to any value. In forced conversion mode the plugin tries to
convert ALL strings starting with Ox (or 0X) into decimal before passing the value on to the rest of Elektra.
This can be useful for importing a configuration file that uses hexadecimal values into Elektra without writing
a specification for the file.

NOTE: be careful when using this option, as any configuration value that contains invalid non-hexadecimal
characters (i.e. does not match 0 [xX] [0-9A—-Fa—f]+) will result in an error.

sudo kdb mount test.ecf /examples/hexnumber/forced hexnumber /force=1

1. The types recognized as integers can be configured. For this purpose specify all additional types you
want to be considered for possible hexadecimal conversion as an Elektra array. All keys with a type from
/accept/types/#, or one of the default types, will be converted to hexadecimal if the value starts with
0x (or 0X).

sudo kdb mount test.ecf /examples/hexnumber/customtypes hexnumber /accept/types/#0=customint
/accept/types/#l=othercustomint

45.4 Usage & Example

» To mount a simple backend that uses hexadecimal numbers, you can use:

sudo kdb mount test.ecf user:/tests/hexnumber hexnumber

+ A few examples on how to use the plugin:

# Example 1:

kdb set user:

kdb meta-set

kdb get user:

#> 31

# Example 2:
kdb set user
kdb meta-set

kdb get user:

#> 26
# Example 3:

kdb set user:

kdb meta-set

kdb get user:

#> value
# Example 4:

kdb set user:

kdb meta-set

kdb get user:

#> 15

read hex value

/tests/hexnumber/hex O0x1F
user:/tests/hexnumber/hex type long
/tests/hexnumber/hex

decimal value not converted

:/tests/hexnumber/dec 26

user:/tests/hexnumber/dec type long
/tests/hexnumber/dec

string untouched

/tests/hexnumber/string value
user:/tests/hexnumber/string type string
/tests/hexnumber/string

read hex value with unit/base
/tests/hexnumber/hex2 OxF
user:/tests/hexnumber/hex2 unit/base hex
/tests/hexnumber/hex2

# Undo changes
kdb rm -r user:/tests/hexnumber
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» To unmount the plugin use the following command:
kdb umount user:/tests/hexnumber
#>
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Chapter 46

Plugin: hosts

+ infos = Information about hosts plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org

+ infos/licence = BSD

+ infos/provides = storage/hosts

* infos/needs =

+ infos/recommends = glob error network

+ infos/placements = getstorage setstorage

« infos/status = maintained unittest nodep libc limited

* infos/metadata = order comment/# comment/#/start comment/#/space

« infos/description = This plugin reads and writes /etc/hosts files.

46.1 Introduction

The /etc/hosts file is a simple text file that associates |P addresses with hostnames, one line per IP address.
The format is described in hosts (5) .

The hosts plugins transforms the information of this file to the following structure. The keys directly below ipv4
or ipv6 are host names of IPv4 or IPv6 addresses, respectively. The keys directly below these keys are aliases.
The IP addresses themselves are stored as values.

46.2 Special values

46.2.1 Hostnames

Canonical hostnames are stored as key base names with their IP addresses as value.
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46.2.2 Aliases

Aliases are stored as keys directly below canonical hostnames with a read-only duplicate of the associated IP
address as value.

46.2.3 Comments

Comments are stored according to the comment metadata specification (see /doc/METADATA.ini for more
information).

46.2.4 Ordering

The ordering of the hosts is stored in metakeys of type order. The value is an ascending number. Ordering of
aliases is not preserved.

46.3 Examples

Mount the plugin:

sudo kdb mount --with-recommends /etc/hosts system:/hosts hosts

Print out all known hosts and their aliases:
kdb 1ls system:/hosts

Get IP address of ipv4 host "localhost":
kdb get system:/hosts/ipv4/localhost

Check if a comment is belonging to host "localhost":
kdb meta-ls system:/hosts/ipvé4/localhost

Try to change the host "localhost", should fail because it is not an IPv4 address:
sudo kdb set system:/hosts/ipv4/localhost ::1

# Backup-and-Restore:/tests/hosts

sudo kdb mount --with-recommends hosts /tests/hosts hosts
mkdir -p $(dirname ‘kdb file user:/tests/hosts?)

# Create hosts file for testing

echo 7127.0.0.1 localhost’ > ‘kdb file user:/tests/hosts®
echo ’::1 localhost’ » ‘kdb file user:/tests/hosts®
# Check the file

cat ‘kdb file user:/tests/hosts®

#> 127.0.0.1 localhost

#> ::1 localhost

# Check if the values are read correctly

kdb get /tests/hosts/ipv4/localhost

#> 127.0.0.1

kdb get /tests/hosts/ipvé6/localhost

#> ::1

# Should both fail with error C03200 and return 5

kdb set /tests/hosts/ipv4/localhost ::1

# RET:5

# ERROR:C03200

kdb set /tests/hosts/ipvé6/localhost 127.0.0.1

# RET:5

# ERROR:C03200

# cleanup

kdb rm -r /tests/hosts

sudo kdb umount /tests/hosts

46.4 Limitations

* host names are not validated, see https://issues.libelektra.org/2185

* duplicates, where a host names is the same as an alias name, are not rejected, see https://issues.<
libelektra.org/3461

« keys that do not confirm to the hierarchy are ignored
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Chapter 47
Plugin: iconv

+ infos = Information about iconv plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
« infos/licence = BSD

« infos/provides = conv

* infos/needs =

« infos/placements = postgetstorage presetstorage

« infos/status = maintained unittest libc

« infos/description = Converts values of keys between charsets

47.1 Introduction

This plugin is a filter plugin that converts between different character encodings.

47.2 Installation

See installation. The package is called 1ibelektra5-extra.

47.3 Purpose

Consider a user insistingon a 1at inl character encoding because of some old application. All other users already
use, for example, UTF-8. For these users, the configuration files are encoded in UTF—8. So we need a solution
for the user with 1atinl to access the key database with proper encoding.

On the other hand, contemplate an XML file which requires a specific encoding. But the other key databases work
well with the users encoding. So a quick fix for that backend is needed to feed that XML file with a different encoding.

The iconv plugin provides a solution for both scenarios. It converts between many available character encodings.
With the plugin’s configuration the user can change the from and to encoding. The default values of the plugin
configuration are: £ rom encoding will be determined at run-time. t o encoding is UTF-8.

Parameters:
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» tois per default UTF-8, to have unicode configuration files

« fromis per default the users locale

Note that for writing the configuration £rom and to is swapped. A key database that requires a specific encoding
can make use of it. To sum up, every user can select a different encoding, but the key databases are still properly
encoded for anyone.

47.4 Example

For example iconv/iconv.ini should be 1atinl, but all users have UTF-8 settings:

# Mount the file ‘iconv/iconv.ini‘ using the ‘mini‘ plugin together with ‘iconv®

sudo kdb mount "$PWD/src/plugins/iconv/iconv/iconv.ini" system:/tests/iconv mini iconv
from=UTF-8, to=1S0-8859-1

# Check the file type of the mounted file

file -b "‘kdb file system:/tests/iconv'"

#> IS0-8859 text

kdb get system:/tests/iconv/a # converts ISO-8859 to UTF-8

#> hellod

kdb set system:/tests/iconv/a 8aB # converts UTF-8 to ISO-8859

kdb get system:/tests/iconv/a

#> 0aB

# Cleanup

kdb set system:/tests/iconv/a helld

sudo kdb umount system:/tests/iconv
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Plugin: internalnotification

« infos = Plugin for internal notification

+ infos/author = Thomas Wahringer waht@libelektra.org

+ infos/maintainer = Maximilian Irlinger max@maxirlinger.at

+ infos/licence = BSD

* infos/needs =

* infos/provides =

* infos/recommends =

« infos/placements = postgetstorage postcommit

* infos/status = unittest libc nodep configurable global experimental unfinished nodoc concept
+ infos/metadata =

« infos/description = Plugin for internal notification

48.1 Usage
Allows applications to automatically update registered variables when the value of a specified key has changed.

Application developers should use the notification APT instead of the functions exported by this plugin.
The APl is easier to use and decouples applications from this plugin.

48.2 Exported Functions

This plugin exports various functions starting with registersbelow system: /elektra/modules/internalnotificati
These functions should not be used directly. Instead the notification APT should be used.

Generated by Doxygen


mailto:waht@libelektra.org
mailto:max@maxirlinger.at
https://doc.libelektra.org/api/latest/html/group__kdbnotification.html
https://doc.libelektra.org/api/latest/html/group__kdbnotification.html

130 Plugin: internalnotification

Generated by Doxygen



Chapter 49
Plugin: ipaddr

+ infos = Information about the ipaddr plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
+ infos/licence = BSD

* infos/needs =

* infos/provides = check

* infos/recommends =

* infos/placements = presetstorage

+ infos/status = maintained unittest nodep

* infos/metadata = check/ipaddr

« infos/description = Validation for IP addresses

49.1 |IP Address Validation

49.1.1 Introduction

This plugin validates IP addresses using regular expressions.

49.1.2 Installation

See installation. The package is called 1ibelektra5-experimental.
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49.1.3 Usage

# Mount ‘ipaddr‘' plugin to cascading namespace ‘/tests/ipaddr®
kdb mount config.dump /tests/ipaddr dump ipaddr

# Check the validity of the IP stored in ‘system:/tests/ipaddr/ipv4:‘
kdb meta-set spec:/tests/ipaddr/ipv4 check/ipaddr ipv4

# Try to set an incorrect IP address

kdb set system:/tests/ipaddr/ipv4 127.0.0.1337

# STDERR: .xValidation Semantic.=x

# ERROR: C03200

# RET: 5

# Set a correct IPv4 address

kdb set system:/tests/ipaddr/ipv4 127.0.0.1

kdb get system:/tests/ipaddr/ipvé

#> 127.0.0.1

# By default the plugin allows both IPv4 and IPv6 addresses
kdb meta-set spec:/tests/ipaddr/address check/ipaddr ""

# Set correct IP addresses

kdb set system:/tests/ipaddr/address 1.2.3.4

kdb set system:/tests/ipaddr/address ::1

# Try to set incorrect addresses

kdb set system:/tests/ipaddr/address bad::ip

# RET: 5
kdb set system:/tests/ipaddr/address 1.2.-3.4
# RET: 5

# Undo modifications to the database
kdb rm -r /tests/ipaddr
kdb umount /tests/ipaddr

49.1.4 Limitations

The plugin only checks IP addresses for validity. It is not able to resolve hostnames. If you are looking for a plugin
that supports hostnames, check out the network plugin.

Generated by Doxygen



Chapter 50

Plugin: iterate

+ infos = Information about the iterate plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org

+ infos/licence = BSD

+ infos/provides =

* infos/needs =

+ infos/placements = presetstorage postgetstorage

« infos/status = unittest nodep libc experimental unfinished nodoc concept

« infos/description = conditionally calls exported functions

50.1 Installation

See installation. The package is called 1ibelektra5-experimental.

50.2 Usage

Suppose you have a plugin bar that exports the function foo (Key k). Then you can mount:

kdb mount file.dump /example/iterate dump iterate when=bar foo Key

Which will execute foo (k) for every key that has the metadata when.
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Plugin: jni

« infos = Information about the jni plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org

+ infos/licence = BSD

« infos/provides =

+ infos/needs =

« infos/placements = getstorage setstorage

« infos/status = maintained unittest configurable global memleak experimental

« infos/description = generic Java plugin

51.1 Introduction

Allows you to write plugins in Java.
This plugin needs the JNA bindings to work. Furthermore, it requires Java 11 or later.

While the plugin internally uses JNI (thus the name), the Java binding for your Java plugin may use something
different, e.g. JNA. The requirements for the Java bindings are:

* needs to have the classes elektra/Key and elektra/KeySet with

— a constructor that takes a C-Pointer as long (J)
— amethod "release" that gives up ownership (set internal pointer to NULL)

The Java plugin itself needs to have the following methods:

« constructor without arguments (i.e. default constructor)

+ open with argument elektra/KeySet (the plugin's conf) and elektra/Key
« close with argument elektra/Key

+ get with arguments elektra/KeySet and elektra/Key

» set with arguments elektra/KeySet and elektra/Key

« error with arguments elektra/KeySet and elektra/Key
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51.2 Installation

See installation. The package is called 1ibelektra5-java. To actually mount plugins, you will additionally
need java-elektra. Furthermore, at least JNA version 5.5 is required.

51.3 Plugin Config

You need to pass :

+ classname the classname to use as plugin, e.g. elektra/plugin/Echo

+ classpath the classpath where to find JNA, the package elektra and other classes needed
Additionally, you can set:

« option allows you to pass an option to the jvm, default: -verbose:gc, class, jni
+ ignore allows you to ignore broken options, default: false

« print allows you to print java exceptions for debugging purposes

If Elekira and a recent jna.jar (adapt path below) is already installed, following should output some debug logs and

this README:

kdb plugin-info -c
classname=org/libelektra/plugin/Echo, classpath=.:/usr/share/java/jna.jar:/usr/share/java/libelektra.jar,print=
jni

Note: The Java implementation of the plugin can request any other additional plugin configuration, read
about it in the end of the output of plugin-info. Plugins dynamically append text after the end of this
page.

You can also mount plugins (see open issues):

kdb mount -c
classname=org/libelektra/plugin/PropertiesStorage, classpath=.:/usr/share/java/Jjna.jar:/usr/share/java/libelektra. jar, p:
file.properties /Jjni jni
classname=org/libelektra/plugin/PropertiesStorage,classpath=.:/usr/share/java/jna.jar:/usr/share/java/libelektra.jar,p

51.4 Compiling

If you do not want to use pre-compiled versions, you can compile the plugin yourself. Start by enabling the plugin

using (ALL; ~-EXPERIMENTAL is default):
cmake -DPLUGINS="ALL;-EXPERIMENTAL; jni" /path/to/libelektra

51.4.1 on Debian 10/ Ubuntu 20.04 LTS

Install package openjdk-11-jdk and make sure that no older Java versions are presentin /usr/1ib/jvm.

If you have manually installed Java, you might get errors related to Could NOT find JNI during cmake. In
this case, please consider setting your JAVA_HOME environment variable accordingly.
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51.4.2 on macOS

Older macOS include an old apple specific version of Java, based on 1.6. However, for the jni plugin JDK version
11 is required, so either the openjdk or the oracle jdk has to be installed.

For example, install oracle's jdk11 via their provided installer. After that, you have to set the JAVA_HOME environ-

ment variable to the folder where the jdk is installed, usually like
export JAVA_HOME="/Library/Java/JavaVirtualMachines/jdk-11.jdk/Contents/Home/"

As macOS handles linked libraries differently, there is no Idconfig command. Instead you can export an environment
variable to tell Elektra the location of Java's dynamic libraries.

export
DYLD_FALLBACK_LIBRARY_ PATH="/Library/Java/JavaVirtualMachines/jdk-11.jdk/Contents/Home/jre/lib:/Library/Java/JavaVirtu

Afterwards, the jni plugin should be included in the build and compile successfully.

51.4.3 Running the JNI test

Make sure to run the test after compiling the plugin. Change to your Elektra's build folder and execute the following

command for running the JNI plugin test and verify it works:
ctest -V -R testmod_jni

51.4.4 Troubleshooting

If it should still not find the correct jni version, or says the jni version is not 11, then it most likely still searches in the
wrong directory for the jni header file. It has been experienced that if the project has been built already without this
environment variable set, the Java location is cached. As a result, it will be resolved wrong in future builds, even
though the environment variable is set. To resolve this, it should be enough to delete the CMakeCache.txt file in the
build directory and reconfigure the build.

51.5 Development

To know how the methods of your class are called, use:

javap -s YourClass
Also explained here

JNI Functions Invocation

51.6 Open Issues

+ Only a single Java plugin can be loaded
+ Java plugins cannot be used from an Java application

« If this plugin is enabled, valgrind detects memory problems even if the plugin is not mounted.
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Chapter 52

Plugin: journald

+ infos = Information about journald plugin is in keys below

« infos/author = Felix Berlakovich elektra@berlakovich.net
+ infos/licence = BSD

« infos/provides = logging

* infos/needs =

+ infos/placements = pregetstorage postcommit postrollback

+ infos/status = maintained libc global nodoc

« infos/description = logging of committed and rolled back keys via systemd-journal

52.1 Introduction

The plugin logs successful and failed write attempts via the systemd journal daemon (systemd-journal). See the
systemd-journal man page for more information about systemd-journal. Errors are reported with priority

3 (error priority) and use the message ID f1b3928ea453048649c61d62619847ef6. Successful writes are

reported with priority 5 (notice priority) and use the message ID £c65eab25c18463£97e4f9b6leal3leae.

Configure the plugin with 1og/get=1 to enable logging when configuration is loaded. For example, kdb gmount
journald log/get=L1.

52.2 Installation

See installation. The package is called 1ibelektra5-journald.

52.3 Dependencies

* libsystemd-dev (also called 1ibsystemd—-journal-dev)
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Chapter 53

Plugin: kconfig

+ infos = Information about the kconfig plugin is in keys below

+ infos/author = Dardan Haxhimustafa mail@dardan.im

+ infos/licence = BSD

* infos/needs =

+ infos/provides = storage/kconfig

* infos/recommends =

+ infos/placements = getstorage setstorage

* infos/status = recommended maintained compatible specific unittest nodep experimental unfinished concept
+ infos/metadata =

« infos/description = Reads and writes the KConfig INI format

53.1 Introduction

This plugin can be used to parse and serialize a KConfig INIfile.

Information about the syntax:

* Files are expected to be encoded in UTF-8.

+ Empty lines are ignored.

* Lines that start with a # character are considered comments. Comments are ignored too.
+ Configurations consist of groups and keys. Only keys can have values.

» Key names can't start with a [ character

» Keys can contain spaces and any special characters except =.

« If a key has a value, then it will be followed with an = symbol and then the value will be read until the end of
the line. The white space characters around the = symbol are ignored.

« In values, the following escape sequences can be used:
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— \n and \ r are mapped to newline
— \t is mapped to tab
— \\ is mapped to \

 Values can contain any character from the UTF -8 set except for newline and \ followed by an invalid escape
sequence.

» Keys can be localized. The locale is surrounded with [ and ] and cannot start with $.

+ Same key names can be used multiple times if it has different locales. The following example is valid:
greeting[en] = Hello
greeting[de] = Hallo

» Keys can have metadata. Those are one byte long, start with $ and are surrounded with [ and ].

» The same key name can't be used multiple times with different metadata (different to locales). The following

example is invalid:
key.name[$a] = Something
key.name[$i] = Something else

» Group names begin have a [ symbol at the beginning of a line and every key that follows them is part of this
group (until the next group is declared)

An example of how a valid config file might look like:
[group] [subgroup]

key.name[en] [$1] [$e]=Key Value

key.name [de]=Key Wert

And how it will be represented in kdb:
keyNew (PREFIX "group/subgroup/key.name[en]", KEY_VALUE, "Key Value", KEY_META, "kconfig", "ie", KEY_END)
keyNew (PREFIX "group/subgroup/key.name[de]", KEY_VALUE, "Key Wert", KEY_END)

53.2 Usage

The following example shows you how you can read data using this plugin.
# Mount the plugin to the cascading namespace ‘/tests/kconfig®
sudo kdb mount configrc /tests/kconfig kconfig

# Manually add a key-value pair to the database

mkdir -p "$(dirname "$(kdb file user:/tests/kconfig)")"

echo ’'key=Value’ > "$(kdb file user:/tests/kconfig)"

# Retrieve the new value

kdb get /tests/kconfig/key

#> Value

# Set the value to Example

kdb set /tests/kconfig/key Example

# Verify that the value has changed in the file too

cat ‘kdb file user:/tests/kconfig®

#> key=Example

# Manually add a gorup to the database

echo ' [group] [subgroup]’ » "$(kdb file user:/tests/kconfig)"
# Manually add a key that contains metas to that group

echo ’'key.name[$a] [$1i]=New Value’ » "$(kdb file user:/tests/kconfig)"
# Retrieve the new value

kdb get /tests/kconfig/group/subgroup/key.name

#> New Value

# Retrieve the meta values

kdb meta-get /tests/kconfig/group/subgroup/key.name kconfig
#> ai

# Manually add a group and a localized key

echo ’[localized keys]’ » ‘kdb file user:/tests/kconfig®
echo ’greeting[en]=Hello’ » ‘kdb file user:/tests/kconfig’
echo ’greeting[de]=Hallo’ » ‘kdb file user:/tests/kconfig’

# Retrieve the english greeting

kdb get ’/tests/kconfig/localized keys/greeting[en]’

#> Hello

# Retrieve the german greeting

kdb get ’/tests/kconfig/localized keys/greeting[de]’

#> Hallo

# Undo modifications to the database

sudo kdb umount /tests/kconfig
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53.3 Limitations

+ Comments from the file are discarded on save (same as the default KConfig functionality)

« No validation for meta values or locale codes

Generated by Doxygen



144 Plugin: kconfig

Generated by Doxygen



Chapter 54

Plugin: keytometa

« infos = Information about keytometa plugin is in keys below

« infos/author = Felix Berlakovich elektra@berlakovich.net
+ infos/licence = BSD

« infos/provides = conv

+ infos/needs =

« infos/placements = presetstorage postgetstorage

« infos/status = unittest tested nodep libc configurable discouraged

+ infos/metadata =

« infos/description = conversion of keys to metakeys and vice versa

54.1 Introduction
Note: This plugin uses a deprecated way to store comments.

This plugin converts keys into metakeys of other keys. The keys to be converted are tagged with special metadata.
Converting keys into metakeys basically raises two questions:

+ which keys should be converted

» which key to append the resulting metakeys to

The keys to be converted are identified by metakeys below convert (e.g. convert/append). The keys
receiving the resulting metadata are identified by append strategies. The plugin currently supports the following
metakeys for controlling the conversion:

* convert/metaname specifies the name of the resulting metakey. For example tagging the key user<
:/config/keyl with convert/metaname = comment means that the key will be converted to a
metakey with the name comment.

« convert/append specifies the append strategy (see below)
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* convert/append/samelevel specifies that the key should only be written to the metadata of a key
with the same hierarchy level (see below).

The keys converted to metadata are restored as soon as the keyset is written back. However, the plugin is stateful.
This means that a keyset must be read and keys must be converted by the plugin in order to undo this conversion
in the set direction. Modifications to the metadata which resulted from converted keys are propagated back to the
corresponding key (see merging for more details).

The keys are ordered by the "order" metadata. If two keys are equal according to the order metadata, they are
ordered by name instead.

54.2 Installation

See installation. The package is called 1ibelektra5-extra.

54.3 Append Strategies

The append strategy specifies which key will receive the resulting metadata. Currently the plugin supports the
following strategies:

54.3.1 Parent Strategy

The metadata is added to the first existing parent of the converted key. This does not necessarily have to be the
parent of the keyset. If no such key is found, the first key in a sorted keyset will receive the metadata (this is usually

the parent key of the keyset). For example consider the following keyset:
user:/config/keyl

user:/config/keyl/childl

user:/config/key2

user:/config/key2/deeper/child?2

user:/config/child3

If child1, child2 and child3 were tagged with convert/append = parent, keyl would receive the metadata
from child1 and child3. Key2 would receive the metadata from child2.

54.3.2 Next Strategy

The metadata is added to the key following the converted key in a sorted keyset. If no such key is found (for
example because the key to be converted is the last one), the strategy is reverted to parent. For example consider

the following keyset:
user:/config/deeper/keyl
user:/config/key2
user:/config/key3
user:/config/key4

If key1 and key3 were tagged with convert/append = next, key2 would receive the metadata resulting from
key1 and key4 would receive the metadata resulting from key3.
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54.3.3 Previous Strategy

The metadata is added to the key preceding the converted key in a sorted keyset. If no such key is found (for
example because the key to be converted is the first one), the strategy is reverted to parent. For example consider

the following keyset:
user:/config/keyl
user:/config/deeper/key?2
user:/config/key3
user:/config/key4

If key2 and key4 were tagged with convert /append = previous, keyl would receive the metadata resulting
from key2 and key3 would receive the metadata resulting from key4.

54.4 Merging

The metadata resulting from a converted key is never appended to another key which is going to be converted.
This prevents that the data of converted keys is invisible after the conversion. Instead the metadata resulting from
different converted keys with the same append strategy is merged together (separated by a newline). Keys with
different append strategies are skipped, until either a key with the same strategy is found (which is simply merged
as described above) or the target key is found. The keys are always processed in the order of an ordered keyset.

For example consider the following keyset:
user:/config/key0

user:/config/keyl = valuel
user:/config/key2 = value2
user:/config/key3 = value3
user:/config/key4 = valued

user:/config/key5

If keyl and key2 were tagged with convert/append = next and key3 and key4 were tagged with
convert/append = previous the following would happen:

« the resulting metadata of key0 would contain value3\nvalue4 (the values of key3 and key4 are merged
together and key1 and key2 are skipped, as they have different append strategy)

« the resulting metadata of key5 would contain valuel\nvalue2 (the values of key1 and key2 are merged
together and key3 and key4 are skipped, as they have different append strategy)

54.4.1 Same-Level Appending

The option convert/append/samelevel can be used to force that the metadata is only appended to a key
on the same hierarchy level. If no such key is found, the strategy is reverted to parent. Note, that the value of the

samelevel key does not matter. Only its existence is relevant. For example consider the following keyset:
user:/config/key0

user:/config/keyl/childl

user:/config/key2

user:/config/key3/child2

user:/config/key4

user:/config/key5

user:/config/key6

If child1, child2 and key4 were each tagged with convert /append = next and child2 and key4 were tagged
with convert/append/samelevel, key2 would receive the metadata resulting from child1. keyO would re-
ceive the metadata resulting from child2 (strategy reverted to parent, as the samelevel request cannot be fulfilled).
key5 would receive the metadata resulting from key4.
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54.5 Real World Example

The keytometa plugin was initially developed to aid the integration of the Augeas plugin. The Augeas plugin rep-
resents comments in configuration files as keys. However, in Elekira comments are usually represented within
comment metakeys. Therefore it would be desirable to convert all comment keys to comment metakeys. This is

achieved by adding the following to the Augeas plugin contract.

/o

keyNew ("system:/elektra/modules/augeas/config/needs/glob/get/#1",
KEY_VALUE, "s#commentx",

KEY_META, "convert/metaname", "comment/#0",
KEY_META, "convert/append", "next",
KEY_END) ,
keyNew ("system:/elektra/modules/augeas/config/needs/glob/get/#1/flags",
KEY_VALUE, "", /* disable the path matching mode */
KEY_END)

/] ...

7

Tagging the keys to be converted to comment metakeys happens via the glob plugin. The metadata set on the key
glob/get/#1 is copied to each key that matches the pattern «#comment *, i.e. each comment key generated
by the Augeas plugin. convert /metaname = comment because we want the comment keys to be converted
to the comment metadata. convert/append = next is chosen because usually comments occur before the
key they describe.
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Plugin: length

+ infos = Information about the len plugin is in keys below

+ infos/author = Philipp Oppel philipp.oppel@tuwien.ac.at

+ infos/maintainer = Florian Lindner florian.lindner@student.tuwien.ac.at
+ infos/licence = BSD

* infos/needs =

* infos/provides = check

* infos/recommends =

+ infos/placements = presetstorage postgetstorage

* infos/status = unittest nodep

+ infos/metadata = check/length/max

« infos/description = validates if input is less or equal to length and throws error otherwise

55.1 Length Validation

55.1.1 Introduction

This plugins purpose is to check the maximum length of strings. For example if check/length/max is set to 3,
Strings with more than 3 characters will not validate (e.g. "abcd"), whereas "abc" would validate.

55.1.2 Installation

See installation. The package is called 1ibelektra5-experimental.
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55.1.3 Usage

# Mount ‘length' plugin to cascading namespace ‘/tests/length®
kdb mount config.dump /tests/length length

# Check the validity of the string stored in ‘/tests/length/text’
kdb meta-set spec:/tests/length/text check/length/max 3

# Try to set a longer string

kdb set user:/tests/length/text abcd

# STDERR: .xValidation Semantic.=x

# ERROR: C03200

# RET: 5

# Set a correct string

kdb set user:/tests/length/text abc

kdb get user:/tests/length/text

# Undo modifications to the database

kdb rm -rf /tests/length

kdb umount /tests/length

55.1.4 Limitations

The plugin only checks that strings are not longer than a given number. It is not possible to set a minimum length.

Generated by Doxygen



Chapter 56
Plugin: line

« infos = Information about line plugin is in keys below

« infos/author = lan Donnelly ian.s.donnelly@gmail.com
« infos/provides = storage/line

« infos/licence = BSD

« infos/needs = binary

« infos/placements = getstorage setstorage

« infos/status = maintained unittest nodep libc final limited

« infos/description = storage plugin which stores each line from a file

56.1 Introduction

This plugin is useful if you have a file in a format not supported by any other plugin and want to use the Elektra tools
to edit individual lines.

This plugin is designed to save each line from a file as a key. The keys form an array. The key names are determined
by the line number such as #3 or #_12 for lines 4 and 13. The plugin considers #0 to be the first line. The plugin
will automatically add _ to the beginning of key names in order to keep them in numerical order (like specified for
Elektra arrays).

The value of each key hold the content of the actual file line-by-line.

56.2 Examples

For example, consider the following content of the file ~/ . config/1ine where the numbers on the left represent
the line numbers:

1 settingl true

setting2 false

setting3 1000

#comment

//some other comment

O oUW N

settingd -1
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We mount that file by:

sudo kdb mount line user:/line line

This file would result in the following keyset which is being displayed as key :

kdb export -c "format=%s: %$s" user:/line simpleini

#> 0: settingl true

#> 1: setting2 false

#> 2: setting3 1000

#> 3: #comment

#> 4:

#> 5:

#> 6: //some other comment
#> 7

#> 8: settingd -1

56.2.1 Creating Files

# Backup-and-Restore:/tests/line

sudo kdb mount line /tests/line base64 line

kdb set user:/tests/line/add something

kdb set user:/tests/line/ignored huhu

kdb set user:/tests/line ignored # adding parent key does nothing
kdb set user:/tests/line/add here

cat ‘kdb file user:/tests/line’

#> something

#> huhu

#> here

kdb 1ls user:/tests/line

# STDOUT-REGEX: line.+line/#0.+line/#1.+line/#2
kdb set user:/tests/line/#1 huhu

# STDOUT-REGEX: Set string to "huhu"

kdb export user:/tests/line line

#> something

#> huhu

#> here

sudo kdb umount /tests/line

56.2.2 Other Tests

# Backup-and-Restore:/tests/line
sudo kdb mount line /tests/line base64 line
# create and initialize testfile

echo ’settingl true’ > ‘kdb file user:/tests/line‘
echo ’setting2 false’ » ‘kdb file user:/tests/line’
echo ’setting3 10007 » ‘kdb file user:/tests/line’
echo ’#comment’ » ‘kdb file user:/tests/line’
echo » ‘kdb file user:/tests/line’
echo » ‘kdb file user:/tests/line‘
echo ’//some other comment’ » ‘kdb file user:/tests/line‘
echo » ‘kdb file user:/tests/line’
echo ’setting4 -1’ » ‘kdb file user:/tests/line’
# output filecontent and display line numbers

awk ’{print NR-1 "-" $0}’ < ‘kdb file user:/tests/line’

#> O-settingl true

#> l-setting2 false

#> 2-setting3 1000

#> 3-#comment

#> 4-

#> 5-

#> 6-//some other comment
#> 7-

#> 8-setting4 -1

# cleanup

kdb rm -r user:/tests/line
sudo kdb umount /tests/line

value, e.g. with:
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Plugin: lineendings

+ infos = Information about the lineendings plugin is in keys below

* infos/author = Thomas Waser thomas.waser@libelektra.org, Michael Langhammer
ell25605@student.tuwien.ac.at, Florian  Lindner florian.lindner@student.e
tuwien.ac.at

+ infos/maintainer = Florian Lindner florian.lindner@student.tuwien.ac.at
+ infos/licence = BSD

+ infos/needs =

+ infos/provides =

« infos/placements = pregetstorage postgetstorage precommit

« infos/status = maintained unittest nodep configurable

+ infos/description = verifies line endings of files

57.1 Introduction

The plugin provides validation for the line endings of a file.

57.2 Installation

See installation. The package is called 1ibelektra5-extra.

57.3 Usage

The plugin checks the line endings of a file. It validates the line endings against consistency and if the key /valid
is present also against the specified line ending. Inconsistent line endings or line endings that don't match /valid
yield an error in case of kdbSet. In the case of kdbGet the plugin yields a warning instead.
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57.4 Configuration
The key /valid tells the plugin to reject all line endings other than specified and can have the following options:

* CRLF: Carriage return followed by a line feed
* LFCR: Line feed followed by a carriage return
+ CR: Carriage return only

* LF: Line feed only

If the key doesn't exist only inconsistent line endings are rejected.
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Plugin: logchange

« infos = Information about the logchange plugin is in keys below

* infos/author = Markus Raab elektra@libelektra.org

+ infos/maintainer = Maximilian Irlinger max@maxirlinger.at
« infos/licence = BSD

* infos/needs =

« infos/provides = tracing

« infos/placements = hook pregetstorage postgetstorage postcommit
« infos/status = maintained unittest nodep global nodoc

« infos/description = demonstrates notification of key changes

58.1 Purpose

The purpose of this plugin is to demonstrate how one can be notified of every removed, added or changed key
easily.

58.2 Installation

See installation. The package is called 1ibelektra5-extra.

58.3 Usage

Prints every added, changed or deleted key on the console. To use it, add it during mounting:
sudo kdb mount logchange.dump user:/tests/logchange dump logchange

# And to unmount it

sudo kdb umount user:/tests/logchange

Configure the plugin with 1og/get=1 to enable printing when configuration is loaded. For example, kdb
gmount logchange log/get=1.
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Chapter 59
Plugin: lua

« infos = Information about the lua plugin is in keys below

« infos/author = Manuel Mausz manuel-elektral@mausz.at
* infos/licence = BSD

« infos/provides =

+ infos/needs =

« infos/placements = getstorage setstorage

« infos/status = unittest configurable global memleak

« infos/description = proxy that calls other plugins (scripts) written in lua

59.1 Introduction

The plugin uses Lua to do magic things. It basically allows to call plugins written in Lua.

What a Lua script can do is not really limited by design, so any kind of plugin may be implemented. The lua plugin
is especially useful to write filter and logging scripts.

59.2 Installation

See installation. The package is called 1ibelektra5-1lua.

59.3 Usage

The lua plugin accepts only the script configuration parameter holding the path to a Lua script. The mount command

would look like
kdb mount file.ini /lua ini lua script=/path/to/filter_script.lua

if the ini plugin should be used for storage and the lua plugin only serves to invoke the filter script.

For a Lua script that serves as (JSON) storage plugin itself, one could also use
kdb mount file.json /lua lua script=/path/to/json_plugin.lua
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59.3.1 Lua Scripts

Lua scripts can implement the following functions

+ elekiraOpen(config, errorKey)

+ elekiraGet(returned, parentKey)
+ elekiraSet(returned, parentKey)
* elekiraError(returned, parentKey)

+ elekiraClose(errorKey)

where config & returned are KeySets and errorKey & parentKey are Keys. For the return codes of the functions, the

same rules as for normal plugins apply.

If a function is not available, it simply is not called. A script does not have to implement all functions therefore.

Access to kdb can be retrieved using the Lua import
require ("kdb")

59.4 Example

An example script that prints some information for each method call would be:

function elektraOpen (config, errorKey)
print ("Lua script method ’elektraOpen’ called")
return 0

end

function elektraGet (returned, parentKey)
print ("Lua script method ’elektraGet’ called")
return 1

end

function elektraSet (returned, parentKey)
print ("Lua script method ’elektraSet’ called")
return 1

end

function elektraError (returned, parentKey)
print ("Lua script method ’‘elektraError’ called")
return 1

end

function elektraClose (errorKey)
print ("Lua script method ‘elektraClose’ called")
return 0

end

Further examples can be found in the lua directory.

59.5 Disclaimer

Note, this is a technical preview. It might have severe bugs and the API might change in the future.

Be also aware that a Lua script will never be as performant as a native C/C++ plugin. Spinning up the interpreter

takes additional time and resources.

Generated by Doxygen



Chapter 60

Plugin: macaddr

+ infos = Information about the macaddr plugin is in keys below

+ infos/author = Thomas Bretterbauer €01306821@student.tuwien.ac.at
+ infos/licence = BSD

* infos/needs =

* infos/provides = check

* infos/recommends =

+ infos/placements = postgetstorage presetstorage

+ infos/status = maintained unittest nodep

+ infos/metadata = check/macaddr

+ infos/description = Validates MAC-addresses and returns them as integers

60.1 Introduction

This plugin validates MAC-addresses. The following MAC-address-formats are supported:

XX =XX=XX-XX=-XX-XX

XX XX : XX : XX XX : XX

XX XXKXX-XXXXXX

Integer values (0 - 281474976710655)

kdbGet returns an integer-representation of these values.

60.2 Installation

See installation. The package is called 1ibelektra5-extra.
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60.3 Usage

# Backup-and-Restore: user:/tests/mac

# Mount ‘macaddr‘ plugin

sudo kdb mount macconf.ecf user:/tests/mac macaddr
# Setting a MAC address using colons

kdb set user:/tests/mac/macl 00:A0:C9:14:C8:29

# RET: 0

# Setting a MAC address using hyphens

kdb set user:/tests/mac/mac2 00-A0-C9-14-C8-29

# RET: O

# Setting a MAC address using one hyphen

kdb set user:/tests/mac/mac3 00A0C9-14C829

# RET: O

# Setting a MAC address using an integer value

kdb set user:/tests/mac/mac4 17661175009296

# RET: O

# Marking written keys as MAC addresses

kdb meta-set user:/tests/mac/macl check/macaddr ""
kdb meta-set user:/tests/mac/mac2 check/macaddr ""
kdb meta-set user:/tests/mac/mac3 check/macaddr ""
kdb meta-set user:/tests/mac/mac4 check/macaddr ""
# Setting a MAC address using an invalid address
kdb set user:/tests/mac/macl 00:G1:C9:14:C8:29

# RET: 5

# Setting a MAC address using an invalid address
kdb set user:/tests/mac/macl 00:E1:C914:C8:29

# RET: 5

# Setting a MAC address using an invalid address
kdb set user:/tests/mac/mac4 281474976710656

# RET: 5

# Retrieving a MAC address with colons as integer
kdb get user:/tests/mac/macl

#> 690568349737

# Retrieving a MAC address with hyphens as integer
kdb get user:/tests/mac/mac2

#> 690568349737

# Retrieving a MAC address with one hyphen as integer

kdb get user:/tests/mac/mac3

#> 690568349737

# Retrieving an integer MAC address
kdb get user:/tests/mac/mac4

#> 17661175009296

kdb rm -r user:/tests/mac

sudo kdb umount user:/tests/mac

60.4 Dependencies

None.

60.5 Limitations

None.
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Plugin: mathcheck

+ infos = Information about the mathcheck plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
+ infos/licence = BSD

* infos/provides = check

* infos/needs =

* infos/placements = presetstorage

« infos/status = maintained unittest shelltest nodep discouraged

+ infos/metadata = check/math

« infos/description = validates a set of keys through a mathematical expression

61.1 Introduction

Compares a key value to a mathematical expression using polish prefix notation defined in the check/math
metakey. Operations are + - / . Operants are keys with names relative to the parent key. How the values are
compared is specified at the beginning of the metakey using the conditions <, <=, ==, !=, =>, >, :=
: = is used to set key values. All values are interpreted as double floating point values.

61.2 Installation
See installation. The package is called 1ibelektra5-extra.

61.2.1 Keynames

Keynames are all either relative to to-be-tested key (starting with . / or . . /), relative to the parentkey (starting with
@/) or absolute (e.g. system: /key).
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61.3 Examples

check/math = "== + ../testvall + ../testval2 ../testval3" compares the keyvalue to
the sum of testval1-3 and yields an error if the values are not equal. check/math = "<= - @/testvall
* @/testval2 @/testval3l" tests if the keyvalue is less than or equal to testvall - (testval2 =

testval3) and yields an error if not.

Full example:

# Backup-and-Restore:user:/tests/mathcheck

sudo kdb mount mathcheck.dump user:/tests/mathcheck mathcheck
kdb set user:/tests/mathcheck/a 3.1

kdb set user:/tests/mathcheck/b 4.5

kdb set user:/tests/mathcheck/k 7.6

kdb meta-set user:/tests/mathcheck/k check/math "== + ../a ../b"
# should fail

kdb set user:/tests/mathcheck/k 7.7

# RET:5

# ERROR:C03200

# Set string to "7.7"

# Sorry, module mathcheck issued the error C03200:
# invalid value: 7.7 != 7.6

To calculate values on-demand you can use:

kdb meta-set user:/tests/mathcheck/k check/math ":= + @/a @/b"
kdb set user:/tests/mathcheck/a 8.0

kdb set user:/tests/mathcheck/b 4.5

kdb get user:/tests/mathcheck/k

#> 12.5

kdb set user:/tests/mathcheck/a 5.5

kdb get user:/tests/mathcheck/k

#> 10

It also works with constants:

kdb meta-set user:/tests/mathcheck/k check/math ":= + ../a ’'5""
kdb set user:/tests/mathcheck/a 5.5
kdb get user:/tests/mathcheck/k

#> 10.5

kdb set user:/tests/mathcheck/a 8.0
kdb get user:/tests/mathcheck/k

#> 13

#cleanup

kdb rm -r user:/tests/mathcheck

sudo kdb umount user:/tests/mathcheck
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Plugin: mini

* infos = Information about the mini plugin is in keys below

+ infos/author = René Schwaiger sanssecours@me.com
+ infos/licence = BSD

« infos/needs = ccode

« infos/provides = storage/properties

* infos/recommends =

« infos/placements = getstorage setstorage

« infos/status = shelltest unittest nodep limited

+ infos/metadata =

+ infos/description = A minimal plugin for properties files

62.1 miNI

The “maybe this is not INI” plugin (mini) is a very simple storage plugin loosely based on the INT file for-
mat. Since this plugin does not support sections it might be more appropriate to say that it is based on the
.properties format, used in many Java applications.

62.1.1 Examples
62.1.1.1 Basic Usage

The following example shows basic usage of the mini plugin.
# Mount mini plugin to ‘user:/tests/mini‘

sudo kdb mount mini.ini user:/tests/mini mini

# Add two key value pairs to the database

kdb set user:/tests/mini/key value

#> Create a new key user:/tests/mini/key with string "value"
kdb set user:/tests/mini/mi/mi/mr beaker

#> Create a new key user:/tests/mini/mi/mi/mr with string "beaker"
# Export our current configuration

kdb export user:/tests/mini mini

#> key=value

#> mi/mi/mr=beaker

# Manually add some values
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echo "key = unicorn" » ‘kdb file user:/tests/mini?
echo "levell/level2 = alien" » ‘kdb file user:/tests/mini‘

# Now ‘user:/tests/mini‘ contains four key value pairs

kdb 1ls user:/tests/mini

#> user:/tests/mini/key

#> user:/tests/mini/levell/level2

#> user:/tests/mini/mi/mi/mr

#> user:/tests/mini/key

# Let us check if ‘user:/tests/mini/key‘ contains the correct value
kdb get "user:/tests/mini/key"

#> unicorn

# Undo modifications to the key database

kdb rm -r user:/tests/mini

sudo kdb umount user:/tests/mini

62.1.1.2 Escaping

As with most configuration file formats, some characters carry special meaning. In the case of the mini plugin that
character are

1. the = sign, which separates keys from values and

2. # and ;, the characters that denote a comment.

In case of key values you do not need to care about the special meaning of these characters most of the time, since
the plugin handles escaping and unescaping of them for you. Since mINI use the backslash character (\) to escape
values, the backspace character will be escaped too (\\). The following example shows the escaping behavior.

sudo kdb mount mini.ini user:/tests/mini mini

# Store a value containing special characters

kdb set user:/tests/mini/key ’;#=\’

#> Create a new key user:/tests/mini/key with string ";#=\"
# The actual file contains escaped version of the characters
kdb file user:/tests/mini | xargs cat

#> key=\; \#\=\\

# However, if you retrieve the value you do not have to care
# about the escaped characters

kdb get user:/tests/mini/key

#> ;#=\

# If we do not escape the ‘;' and ‘#' characters, then they
# donate a comment.

echo ’'background = \#0FOFOF ; Background color’ » ‘kdb file user:/tests/mini‘
echo ’foreground = \#FFFFFF # Foreground color’ » ‘kdb file user:/tests/mini‘
kdb get user:/tests/mini/background

#> #0FOFOF

kdb get user:/tests/mini/foreground

#> #FFFFFF

# Undo modifications to the key database

kdb rm -r user:/tests/mini

sudo kdb umount user:/tests/mini

In the case of key hames you must not use any of the characters mentioned above (; , # and =) at all. Otherwise
the behavior of the plugin will be undefined.

62.1.2 Limitations

This plugin only supports simple key-value based properties files without sections. mINI also does not support
metadata. If you want a more feature complete plugin, then please take a look at the toml plugin. The example
below shows some of the limitations of the plugin.

sudo kdb mount mini.ini user:/tests/mini mini

# The plugin does not support sections or multi-line values

echo ’ [section]’ » ‘kdb file user:/tests/mini‘

printf ’key="multi\nline"’ » ‘kdb file user:/tests/mini'

# mINI only reads the first line of the value with the name ‘key‘, since
# the plugin assigns no special meaning to double or single quotes.

kdb 1ls user:/tests/mini 2> stderr.txt

#> user:/tests/mini/key

# As we can see in the first two line of the standard error output below,
# mINI will inform us about lines it was unable to parse.

cat stderr.txt | grep —-oE ’'Line [[:digit:]]+.*’ | sed '"s/"[[:space:]1x//"'
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#> Line 1: ' [section]’ is not a valid key value pair

#> Line 3: ’line"’ is not a valid key value pair

# Unlike the ‘ini‘ and ‘ni‘ plugin, mINI does not support metadata.
kdb meta-set user:/tests/mini foo bar

# RET: 5
kdb meta-1ls user:/tests/mini
# RET: 1

# The value of ‘key' also contains the double quote symbol, since mINI does
# not assign special meaning to quote characters.

kdb get user:/tests/mini/key

#> "multi

# Undo modifications

rm stderr.txt

kdb rm -r user:/tests/mini

sudo kdb umount user:/tests/mini
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Chapter 63
Plugin: missing

+ infos = Information about the template plugin is in keys below

« infos/author = Vid Leskovar vid.leskovar5@gmail.com

+ infos/maintainer = Florian Lindner florian.lindner@student.tuwien.ac.at
+ infos/licence = BSD

* infos/needs =

* infos/provides = missing

* infos/recommends =

+ infos/placements = getstorage setstorage

* infos/status = nodep nodoc

+ infos/metadata =

« infos/description = A plugin which informs the user about a missing backend.

63.1 Usage

Internal plugin, do not use directly.
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Chapter 64
Plugin: mmapstorage

« infos = Information about the mmapstorage plugin is in keys below
« infos/author = Mihael Pranji¢ mpranj@limun.org

« infos/licence = BSD

* infos/needs =

« infos/provides = storage/mmapstorage

+ infos/recommends =

« infos/placements = getstorage setstorage

« infos/status = unittest experimental

+ infos/metadata =

« infos/description = high performance storage using memory mapped files

64.1 Introduction

This is a high performance storage plugin that supports full Elektra semantics.

64.2 Format

The storage format uses Elektra's in-memory data layout and employs the mmap () system call to read/write data.
The format is not portable across different architectures/platforms. The format can be seen as a memory dump of
a keyset. Therefore, the files must not be edited by hand. Files written by mmapstorage are not intended to be
human-readable.

64.3 Usage

Mount mmapstorage using kdb mount:

sudo kdb mount config.mmap user:/tests/mmapstorage mmapstorage

Unmount mmapstorage using kdb umount:
sudo kdb umount user:/tests/mmapstorage
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64.4 Compiling

The mmapstorage has two compilation variants:

1. mmapstorage

2. mmapstorage_crc

The mmapstorage will always be compiled on a supported system (see Dependencies). When zlib is avail-
able, we will additionally compile the mmapstorage_crc variant. The first variant does not do a CRC32 check-
sum of the critical data, while the second variant always checks the CRC32 checksum for additional security.

64.5 Installation

See installation. The mmapstorage variant is part of the 1ibelektrab package and the mmapstorage_«
crcispartofthe 1ibelektra5-extra package.

64.6 Dependencies

POSIX compliant system (including XSI extensions).

Additionally, zlib is needed for the mmapstorage_crc compilation variant: z1iblg-dev or z1ib-devel.

64.7 Examples

# Mount mmapstorage to ‘user:/tests/mmapstorage’

sudo kdb mount config.mmap user:/tests/mmapstorage mmapstorage

# Add some values via ‘kdb set®

kdb set user:/tests/mmapstorage ’Some root key’

kdb set user:/tests/mmapstorage/dir ’Directory within the hierarchy.’
kdb set user:/tests/mmapstorage/dir/leaf ’'A leaf node holding some valuable data.’
kdb meta-set wuser:/tests/mmapstorage/dir/leaf superMetaKey ’Metadata is supported too.’
# List the configuration tree below ‘user:/tests/mmapstorage’

kdb 1ls user:/tests/mmapstorage

#> user:/tests/mmapstorage

#> user:/tests/mmapstorage/dir

#> user:/tests/mmapstorage/dir/leaf

# Retrieve the new values

kdb get user:/tests/mmapstorage

#> Some root key

kdb get user:/tests/mmapstorage/dir

#> Directory within the hierarchy.

kdb get user:/tests/mmapstorage/dir/leaf

#> A leaf node holding some valuable data.

kdb meta-get user:/tests/mmapstorage/dir/leaf superMetaKey

#> Metadata is supported too.

# Undo modifications to the database

kdb rm -r user:/tests/mmapstorage

# Unmount mmapstorage

sudo kdb umount user:/tests/mmapstorage

64.8 Limitations

Mapped files shall not be altered, otherwise the behavior is undefined.

The mmap () system call only supports regular files and so does the mmapstorage plugin with one notable
exception: The plugin detects when it is called with the files /dev/stdin and /dev/stdout and makes an
internal copy. This makes the plugin compatible with kdb import and kdb export.
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65.1 Additional shell tests for mmapstorage

This file contains important shell tests for mmapstorage which do not fit well into the plugin README.

65.2 Test kdb export & import (stat: pipe size known)

# Make temp file

kdb set system:/tests/mmaptempfile $ (mktemp)

# Mount mmapstorage to ‘user:/tests/mmapstorage’

sudo kdb mount config.mmap user:/tests/mmapstorage mmapstorage
# Add some values via ‘kdb set®

kdb set user:/tests/mmapstorage/testl testl

kdb set user:/tests/mmapstorage/test2 test2

kdb set user:/tests/mmapstorage/testl/test3 test3

# List the configuration tree below ‘user:/tests/mmapstorage’
kdb 1ls user:/tests/mmapstorage

#> user:/tests/mmapstorage/testl

#> user:/tests/mmapstorage/testl/test3

#> user:/tests/mmapstorage/test2

# Retrieve the new values

kdb get user:/tests/mmapstorage/testl

#> testl

kdb get user:/tests/mmapstorage/test2

#> test2

kdb get user:/tests/mmapstorage/testl/test3

#> test3

kdb export user:/tests/mmapstorage mmapstorage > $(kdb get system:/tests/mmaptempfile)
kdb rm -r user:/tests/mmapstorage

kdb 1ls user:/tests/mmapstorage

#>

kdb import user:/tests/mmapstorage mmapstorage < $(kdb get system:/tests/mmaptempfile)
# List the configuration tree below ‘user:/tests/mmapstorage’
kdb 1ls user:/tests/mmapstorage

#> user:/tests/mmapstorage/testl

#> user:/tests/mmapstorage/testl/test3

#> user:/tests/mmapstorage/test2

# Retrieve the new values

kdb get user:/tests/mmapstorage/testl

#> testl

kdb get user:/tests/mmapstorage/test2

#> test2

kdb get user:/tests/mmapstorage/testl/test3

#> test3

# Undo modifications to the database

kdb rm -r user:/tests/mmapstorage

# Unmount mmapstorage

sudo kdb umount user:/tests/mmapstorage

# Remove temp file

rm $(kdb get system:/tests/mmaptempfile)

kdb rm -r system:/tests/mmaptempfile
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65.3 Test kdb export & import (stat: pipe size unknown)

# Make temp file

kdb set system:/tests/mmaptempfile $ (mktemp)

# Mount mmapstorage to ‘user:/tests/mmapstorage’

sudo kdb mount config.mmap user:/tests/mmapstorage mmapstorage
# Add some values via ‘kdb set®

kdb set user:/tests/mmapstorage/testl testl

kdb set user:/tests/mmapstorage/test2 test2

kdb set user:/tests/mmapstorage/testl/test3 test3

# List the configuration tree below ‘user:/tests/mmapstorage’
kdb 1ls user:/tests/mmapstorage

#> user:/tests/mmapstorage/testl

#> user:/tests/mmapstorage/testl/test3

#> user:/tests/mmapstorage/test2

# Retrieve the new values

kdb get user:/tests/mmapstorage/testl

#> testl

kdb get user:/tests/mmapstorage/test2

#> test2

kdb get user:/tests/mmapstorage/testl/test3

#> test3

kdb export user:/tests/mmapstorage mmapstorage > $(kdb get system:/tests/mmaptempfile)
kdb rm -r user:/tests/mmapstorage

kdb 1ls user:/tests/mmapstorage

#>

cat $(kdb get system:/tests/mmaptempfile) | kdb import user:/tests/mmapstorage mmapstorage
# List the configuration tree below ‘user:/tests/mmapstorage’
kdb 1ls user:/tests/mmapstorage

#> user:/tests/mmapstorage/testl

#> user:/tests/mmapstorage/testl/test3

#> user:/tests/mmapstorage/test2

# Retrieve the new values

kdb get user:/tests/mmapstorage/testl

#> testl

kdb get user:/tests/mmapstorage/test2

#> test2

kdb get user:/tests/mmapstorage/testl/test3

#> test3

# Undo modifications to the database

kdb rm -r user:/tests/mmapstorage

# Unmount mmapstorage

sudo kdb umount user:/tests/mmapstorage

# Remove temp file

rm $(kdb get system:/tests/mmaptempfile)

kdb rm -r system:/tests/mmaptempfile
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Plugin: modules

+ infos = Information about the modules plugin is in keys below

« infos/author = Klemens Béswirth k.boeswirth+git@gmail.com
+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

+ infos/placements = backend

* infos/status = unittest nodep nodoc

+ infos/metadata =

« infos/description = For internal use only

66.1 Introduction

For internal use by 1ibelektra-kdb only. Intentionally not documented here.
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Plugin: mozprefs

67.1 Introduction

This file explains how Firefox preferences can be manipulated at run-time using Elektra’s intercept open and a
custom autoconfig script.

67.2 Basics

kdb configure-firefox -s will configure everything needed to get started.

67.2.1 Files

e /usr/lib/firefox/ /usr/lib/firefox—esr

— defaults/pref/autoconfig. js Loads elektra.cfg

" pref("general.config.filename", "elektra.cfg"); pref("general.config.obscure_value", 0); *

— elektra.cfg Contains the autoconfig code

« ~/.mozilla/firefox/<profile>/prefs.js Contains the user preferences. The configure-
firefox script will append the config for our autoconfig script:

user_pref ("elektra.config.file", "/tmp/imnotreal.js");
user_pref ("elektra.config.reload_trigger_port", 65432);

Every time the string reload is send to localhost:elektra.config.reload_trigger_port the autocon-
fig script will import the preferences from elektra.config.file
elektry.config. file contains the name of the dummy file for intercept open. open calls to this file
will be intercepted and the content generated by intercept open
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67.2.2 Setting Preferences

67.2.2.1 Guided Setup

Running kdb configure-firefox -a provides a guided setup for adding http_proxy and homepage prefer-

ences.
% kdb configure-firefox -a
Add new preferences

Config Setup:

1) Proxy
2) Homepage
0) Exit

1
Setting up HTTP Proxy

1) lock

2) default
3) user

0) Exit

1

Proxy Type

0) No Proxy
1) Manual Setup
) PAC
) Auto-detect
) System Settings
1
Set string to 1
Host/IP: 127.0.0.1
Port: 8080
Setting lockPref HTTP Proxy to 127.0.0.1

67.2.2.2 Manual Setup

:8080

This example shows how to manually setup a preferences. It's equivalent to the example shown above in the

Guided setup

kdb meta-set user:/prefs/lock/network/proxy/type type integer

kdb set user:/prefs/lock/network/proxy/type 1

kdb meta-set user:/prefs/lock/network/proxy/http type string

kdb set user:/prefs/lock/network/proxy/http 127.0.0.1

kdb meta-set user:/prefs/lock/network/proxy/http_port type integer
kdb set user:/prefs/lock/network/proxy/http_port 8080

67.2.3 Test Setup

Running kdb configure-firefox -t will set up some test values.

kdb export /preload
#> [open]
#> \/tmp\/imnotreal.js =

#> \/tmp\/imnotreal.js/generate = user:/prefs

#> \/tmp\/imnotreal.js/generate/plugin =
kdb export user:/prefs

#> [lock/a/lock]

#> 1 = lockl

#> 2 = lock2

#> [pref/a/default]

#> 1 =1

#> 2 =2

#> [user:/a/user]

#> £ = false

#> t = true

kdb export user:/prefs mozprefs
#> lockPref ("a.lock.1l", "lockl");
#> lockPref ("a.lock.2", "lock2");

#> pref ("a.default.1", 1);

#> pref ("a.default.2", 2);

#> user_pref ("a.user.f", false);
#> user_pref ("a.user.t", true);

mozprefs

kdb elektrify-open firefox-esr "about:config"
kdb meta-set user:/prefs/lock/a/lock/3 type boolean

kdb set user:/prefs/lock/a/lock/3 true
kdb export user:/prefs

#> [lock/a/lock]

#> 1 = lockl
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#> 2 = lock2

#> 3 = true

#> [pref/a/default]
#> 1 =1

#> 2 =2

#> [user:/a/user]
#> £ = false

#> t = true

67.3 Limitations

Changing locked values doesn't work without restarting.
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Chapter 68

Plugin: mozprefs

68.1

infos = Information about the mozprefs plugin is in keys below
infos/author = Thomas Waser thomas.waser@libelektra.org
infos/licence = BSD

infos/needs =

infos/provides = storage

infos/recommends =

infos/placements = getstorage setstorage

infos/status = maintained reviewed conformant compatible coverage specific unittest tested nodep libc pre-
view experimental difficult limited unfinished concept

infos/metadata =

infos/description = storage plugin for mozilla preferences

Basics

This plugin works on Mozilla preference files and is used in Elektra’s Firefox autoconfig script.

68.2

Installation

See installation. The package is called 1ibelektra5-extra.

68.2.1 Preference Types

Default preferences: pref (... ., keys below mountpoint/pref/.
User preferences: user_pref (. ..., keys below mountpoint/user/.
Lock preferences: 1ockPref (... ., keys below mountpoint/lock/.

Sticky preferences: sticky_pref (... ., keysbelow mountpoint/sticky/.

Only Keys below one of these points are valid, everything else will be dropped
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68.2.2 Data Types

* integer
* string

* boolean

68.2.3 Hierarchy

In Mozilla preference files . is used to separate sections, while elektra uses /. For simplification, and because /

isn't allowed in preference keys, the plugin treats . and / equally.
kdb set system:/prefs/lock/a/lock/key lock
kdb set system:/prefs/lock/a/lock.key lock
kdb set system:/prefs/lock/a.lock.key lock

will all resultin lockPref ("a.lock.key", "lock");

68.3 Example

# Backup-and-Restore:user:/tests/mozprefs

sudo kdb mount prefs.js user:/tests/mozprefs mozprefs

kdb meta-set user:/tests/mozprefs/lock/a/lock/key type boolean
kdb set user:/tests/mozprefs/lock/a/lock/key true

kdb meta-set user:/tests/mozprefs/pref/a/default/key type string
kdb set user:/tests/mozprefs/pref/a/default/key "i’m a default key"
kdb meta-set user:/tests/mozprefs/user/a/user/key type integer
kdb set user:/tests/mozprefs/user/a/user/key 123

cat ‘kdb file user:/tests/mozprefs’

#> lockPref ("a.lock.key", true);

#> pref ("a.default.key", "i’m a default key");

#> user_pref ("a.user.key", 123);

# cleanup

kdb rm -r user:/tests/mozprefs

sudo kdb umount user:/tests/mozprefs
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+ infos = Information about network plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
+ infos/licence = BSD

« infos/provides = check

* infos/needs =

« infos/placements = presetstorage

« infos/status = maintained unittest nodep libc

« infos/metadata = check/ipaddr check/port check/port/listen

« infos/description = Checks keys if they contain a valid ip address

69.1 Introduction

This plugin is a check plugin that checks if a key contains a valid ip address. It uses the POSIX.1-2001 interface
getaddrinfo () in order to check if an ip address is valid.

Furthermore getaddrinfo () is used in check/port to resolve a port by its service name which is defined
under /etc/services. The portname is translated to the respective portnumber. The plugin can be used to
check for valid port numbers and if the set port is free to use.

69.2 Purpose

While, in theory, a regular expression can express if a string is a network address, in practice, such an attempt does
not work well. The reason is that an unmanageable number of valid shortenings for IPv6 addresses makes the
regular expression hard to write and understand.

So the idea of building such a complicated regular expression was discarded, but instead a dedicated checker was
introduced. The idea is to use the operating system facilities to resolve the network address. If this succeeds, it is
guaranteed that this network address will be valid when it is resolved by the same interface afterwards.

Many network address translators coexist. In POSIX.1-2001 a powerful address translator is provided with the
interface getaddrinfo (). It is a common network address translation for both IPv4 and IPv6. We used it to
implement this plugin.
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69.3 Usage

Every key tagged with the metakey check /ipaddr will be checked using getaddrinfo (). If additionally the
values ipv4 or ipv6 are supplied, the address family will be specified.

69.3.1 Example

# Mount Network plugin to ‘user:/tests/network’

sudo kdb mount config.file user:/tests/network network

# Set valid IPv4 address

kdb set user:/tests/network/host 127.0.0.1

# Check for valid IPv4 address

kdb meta-set user:/tests/network/host check/ipaddr ipv4

# Try to set invalid IPv4 address

kdb set user:/tests/network/host 133.133.133.1337

# RET: 5

# STDERR:.xValidation Semantic: name:.%133.133.133.1337.%*
kdb get user:/tests/network/host

#> 127.0.0.1

# Set valid IPv4 address

kdb set user:/tests/network/host 1.2.3.4

#> Set string to "1.2.3.4"

kdb get user:/tests/network/host

#> 1.2.3.4

# Check for any valid network address

kdb meta-set user:/tests/network/host check/ipaddr
# If identifier ‘localhost' is not a valid network address it is not part of /etc/hosts
kdb set user:/tests/network/host localhost || ! grep -g localhost /etc/hosts

kdb get user:/tests/network/host

# STDOUT-REGEX: localhost|1.2.3.4

# Undo modifications to the key database

kdb rm -r user:/tests/network

sudo kdb umount user:/tests/network

”

If check/port is specified on a given key, the plugin will validate if the port is a correct number between 1 and
65535.

If check/port/1listen is specified, the plugin will check if the application can be started and listen on the given
port.

If gethostbyname () returns a "try again" error, two retries will be attempted. If all retries were consumed, the
plugin will proceed in the same manner as with other errors.

69.4 Future Work

check/port/connect to check if the port can be pinged/reached (usually for clients). If not reachable, users
receive a warning. A correct timeout setting will be problematic though.
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+ infos = Information about ni plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
+ infos/licence = BSD

« infos/provides = storage/ini

+ infos/needs =

« infos/placements = getstorage setstorage

* infos/status = maintained unittest libc nodep

+ infos/metadata =

« infos/description = Reads and writes the nickel ini format

70.1 Introduction

This plugin uses the nickel library in order to read/write metakeys in the nickel ini format. Its purpose is to be used
in the spec-namespace or when any metadata should be stored.

For configuration itself you should prefer the toml plugin.

70.2 Usage

To mount the ni plugin you can simply use:
kdb mount file.ini spec:/ni ni
The strength of this plugin is that it supports arbitrary meta data and the file format is still human-readable. For

example the following lines:
[key
meta=foo

specify that key has a metadata key met a containing the metavalue foo:
kdb meta-get user:/ni/key meta
#> foo

For the metadata of the parent key use the following syntax:
8

meta=foo

Line continuation works by ending the line with \\ (a single backslash). If you want a line break at the end of the
line, use \\n\\.

To export a KeySet in the nickel format use:

kdb export spec:/ni ni > example.ni

For in-detail explanation of the syntax (nested keys are not supported by the plugin) see /src/plugins/ni/nickel-1.1.o
0/include/bohr/ni.h
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70.3 Examples

# Mount the ‘ni‘ plugin at ‘spec:/tests/ni‘
sudo kdb mount file.ini spec:/tests/ni ni

# Add some metadata

kdb meta-set spec:/tests/ni/key metakey metavalue
kdb meta-set spec:/tests/ni/key check/type char
# Retrieve metadata

kdb meta-1ls spec:/tests/ni/key

#> check/type

#> metakey

kdb meta-get spec:/tests/ni/key metakey

#> metavalue

# Add and retrieve key values

kdb get spec:/tests/ni/key

#>

kdb set spec:/tests/ni/key value

kdb set spec:/tests/ni/key/to nothing

kdb get spec:/tests/ni/key

#> value

kdb get spec:/tests/ni/key/to

#> nothing

# Undo modifications

kdb rm -r spec:/tests/ni

sudo kdb umount spec:/tests/ni

70.4 Limitations

+ Supports most KeySets, but kdb test currently reports some errors (likely because of the UTF-8 handling
happening within ni).

+ Keys have a random order when written out.
+ Comments are not preserved, they are simply removed.

 Parse errors simply result in ignoring (and removing) these parts.

70.5 Nickel

This plugin is based on the Nickel Library written by author:  charles@chaoslizard.org

Nickel (Ni) has its strength in building up a hierarchical recursive Node structure which is perfect for parsing and
generating ini files. With them arbitrary deep nested hierarchy are possible, but limited in a keyname of a fixed size.

The API of nickel is very suited for elektra, it can use FILE=* pointers (using that elektra could open and lock files),
the node-hierarchy can be transformed to keysets, but it lacks many features like comments and types.

The format is more general than the kde-ini format, it can handle their configuration well, when the section names
do not exceed the specified length. Nesting is only required in the first depth, any deeper is not understood by kde
config parser.

The memory footprint is for a 190.000 (reduced to 35.000 when rewrote first ) line ini file with 1.1MB size is 16.88
MB. The sort order is not stable, even not with the same file rewritten again.
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Plugin: noresolver

+ infos = Information about the noresolver plugin is in keys below
« infos/author = Markus Raab elektra@libelektra.org
+ infos/licence = BSD

+ infos/provides = resolver

* infos/needs =

+ infos/placements = rollback getresolver setresolver commit

« infos/status = maintained nodep libc configurable discouraged

+ infos/description = resolver dummy that always succeeds

71.1 Introduction
noresolver is designed for non-file-based storage plugins like uname. It is a trivial resolver that:

+ does not resolve file names but forwards them as given to the storage plugin

+ does not provide any consistency guarantees but storage plugins directly write to the config files

71.2 Explanation

Returns success on every call and can be used as resolver.

It also exports a function checks if a filename is valid. It returns 1 for a relative path and 0 for an absolute path
(always successfully).

The path passed to the storage plugin via the parent key is exactly the value that was set during mounting. This
plugin does not resolve any paths. If a relative path was set while mounting, storage plugins may treat it as relative
to the current working directory.
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Plugin: passwd

« infos = Information about the passwd plugin is in keys below

infos/author = Thomas Waser thomas.waser@libelektra.org

infos/licence = BSD

infos/needs =

infos/provides = storage/passwd

infos/recommends =

infos/placements = getstorage setstorage

infos/status = maintained reviewed conformant compatible coverage specific unittest tested nodep libc con-
figurable experimental limited

infos/metadata =

infos/description = storage plugin for passwd files

72.1 Introduction

This plugin parses passwd files, e.g. /etc/passwd.

72.2 Installation

See installation. The package is called 1ibelektra5-experimental.

72.3 Implementation Details

The non-POSIX function fgetpwent (GNU_SOURCE) will be used to read the file supplied by the resolver. As a
fallback we implemented our own version based on musls fgetpwent.

For writing put pwent (GNU_SOURCE) will be used. If it is not available the plugin will write straight to the config
file.
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72.4 Requirements

For the plugin to be build at least POSTIX_C_SOURCE >= 200809L compatibility is required.

72.5 Configuration

If the config key index is set to name passwd entries will be sorted by name, if not set or set to uid passwd

entries will be sorted by uid

72.6 Fields

* gecos contains the full name of the account

* gid contains the accounts primary group id

* home contains the path to the accounts home directory
» shell contains the accounts default shell

+ uid contains the accounts uid

* name contains the account name

72.7 Usage

To mount the passwd file you can run

sudo kdb mount /etc/passwd system:/tests/passwd passwd index=name

To see which entries for the root user exist you can run
kdb 1ls system:/tests/passwd/root

#> system:/tests/passwd/root

#> system:/tests/passwd/root/gecos

#> system:/tests/passwd/root/gid

#> system:/tests/passwd/root/home

#> system:/tests/passwd/root/passwd

#> system:/tests/passwd/root/shell

#> system:/tests/passwd/root/uid

If you want to receive one specific value you can run for example
kdb get system:/tests/passwd/root/gecos

You can also export it as whole in any format you like, for example JSON
kdb export system:/tests/passwd/root json

# 1

# "gecos": "root",

# "gid": "0",

# "home": "/root",

# "passwd": "x",

# "shell": "/bin/bash",
# "uid": "O"

)

To unmount it, you can run
sudo kdb umount system:/tests/passwd
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Plugin: path

« infos = Information about path plugin is in keys below

« infos/author = Markus Raab elektra@libelektra.org
+ infos/licence = BSD

* infos/placements = presetstorage

* infos/needs =

* infos/provides = check

* infos/status = maintained nodep libc

+ infos/metadata = check/path check/path/mode check/path/user

« infos/description = Checks if keys enriched with appropriate metadata contain valid paths as values as well
as correct permissions

73.1 Introduction

This plugin checks whether the value of a key is a valid file system path and optionally if correct permissions are set
for a certain user.

73.2 Installation

See installation. The package is called 1ibelektra5-extra.
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73.3 Purpose

The motivation to write this plugin is given by the two paths that exist in /etc/fstab: the device file and the mountpoint.
A missing file is not necessarily an error, because the device file may appear later when a device is plugged in and
the mountpoint may be there when another subsequent mount was executed. So only warnings are yielded in that
case. One situation, however, presents an error: Only an absolute path is allowed to occur for both device and
mountpoint. When checking for relative files, it is not enough to look at the first character if it is a /, because remote
file systems and some special names are valid, too.

If check/path/mode = <permission> is also present it will check for the correct permissions of the
file/directory. Optionally, you can also add check/path/user = <user>" which then checks the permis-
sions for the given user. When calling kdb set on the actual key, you have to run as root user or the file permis-
sions cannot be checked (you will receive an error message). It is also possible to leave the check/path/user
empty (just provide an empty string) which then takes the executing user as target to check. So for example sudo
kdb set ... will check if root can access the target file/directory whereas kdb set ... will take the
current executing process/user. If check /path/user is not given at all, the plugin will check accessibility for the
root user only (which again requires sudo)

check/path/mode = rwand check/path/user = tomcat for example will check if the user tomcat
has read and write access to the path which was set for the key. Please note that the file has to exist already and it
is not checked if the user has the right to create a file in the directory.

Permissions available:

* r: %*xRxxead
o w: kxWssxrite

o x: exxXxkecute

73.4 Usage

If the metakey check/path is present, it is checked if the value is a valid absolute file system path. If a metavalue
is present, an additional check will be done if it is a directory or device file.

73.5 Examples

An example on which the user should have no permission at all for the root directory.
sudo kdb mount test.dump user:/tests path dump

sudo kdb set user:/tests/path "$HOME"

sudo kdb meta-set user:/tests/path check/path ""

sudo kdb meta-set user:/tests/path check/path/user ""
sudo kdb meta-set user:/tests/path check/path/mode "rw
# Standard users should not be able to read/write the root folder

[ $(id —u) = 0 ] && printf >&2 ’User is root\n’ || kdb set user:/tests/path "/root"
# STDERR: User is root|.xC03200.x*

# Set something which the current user can access for sure

kdb set user:/tests/path "$HOME"

# STDOUT-REGEX: .*Set string to "/.*".=*

#cleanup

sudo kdb rm -r user:/tests

sudo kdb umount user:/tests

"

An example where part of the permissions are missing for a tmp file
sudo kdb mount test.dump user:/tests path dump

sudo kdb set user:/tests/path "SHOME"

sudo kdb meta-set user:/tests/path check/path ""

sudo kdb meta-set user:/tests/path check/path/user ""

sudo kdb meta-set user:/tests/path check/path/mode "rwx"
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# Standard users should not be able to read/write the root folder
kdb set user:/tests/path/tempfile $ (mktemp)

chmod +rw ‘kdb get user:/tests/path/tempfile’

kdb set user:/tests/path ‘kdb get user:/tests/path/tempfile’
# ERROR:C03200

# Set something which the current user can access for sure
chmod +x ‘kdb get user:/tests/path/tempfile’

kdb set user:/tests/path ‘kdb get user:/tests/path/tempfile?
# STDOUT-REGEX: Set string to "/.x".x

#cleanup

sudo rm -rf ‘kdb get user:/tests/path/tempfile’

sudo kdb rm -r user:/tests

sudo kdb umount user:/tests

73.6 Future work

Add a check which ensures that the given path is a file/directory/symbolic link/hard link/etc.
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Plugin: process

« infos = Information about the process plugin is in keys below

« infos/author = Klemens Béswirth k.boeswirth+git@gmail.com
+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

« infos/placements = postgetstorage presetstorage

+ infos/status = maintained unittest shelltest nodep configurable

+ infos/metadata =

« infos/description = one-line description of process

74.1 Introduction

This plugin spawns a new process with a user-defined executable and delegates all operations to the new process.

74.2 Usage

Set the config key executable and the arrays args/#, env/# to the path of an executable, the arguments that
shall be passed and the environment variables to be set.

kdb mount test.dump /tests/process process ’executable=/usr/bin/pluginproc’ ’args=#1'
’args/#0=--load-plugin’ ’args/#l=myplugin’

During elektraStdprocioOpen the plugin will collect the args/# and env/# values into two arrays argv
and envp. Additionally, the array copyenv/# is read as a list of environment variables. Each variable will be
looked up via getenv and then added to envp.

The plugin then forks a new process and the child calls execve with the path from app as well as argv
andenvp. The child process is expected to listen to stdin and write to stdout according to the protocol

described below.

If communication can be established, the child process will be kept running until elektraStdprocioClose.
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74.3 Protocol

The entire protocol is text-based (apart from binary key values) and request-response-based, and happens over
stdin/stdout. The parent process sends request to the child process. The child then processes the request
and sends a response back.

To encode keysets and keys we use the format of the dump plugin. It is important to note that the dump plugin
is instructed to write the full keynames (normally it removes the parent prefix). There is, however, an exception
during initialization, which is described in the appropriate section. The child process may also delegate directly to
the dump plugin, or reimplement the encoding.

The communications protocol used by the plugin has 3 phases:

« Initialization: Initial handshake after first starting the child-process.

» Operation: The main phase, which implements all the operations of an Elektra plugin (open, get, set, close,

).

« Termination: The plugin is being closed and the parent-process tells the child to shut down.

Note: In the sections below we use the following format to describe messages:
Parent > Child

HELLO WORLD

[users]

(user)

{ok|error}

This denotes a message sent from parent to child, containing

« the literal text HELLO WORLD

.

followed by a newline

followed by a keyset called users

followed by a newline

followed by dynamic text called user

followed by either the literal text ok or the literal text error

The names users and user don't actually appear in the message. They are only used as a reference
for the descriptions of the message.

The actual message sent could look like this:
HELLO WORLD

kdbOpen 2

Skey string 3 5

joe

12345

Send

appleseed

74.3.1 Initialization

The parent writes the protocol header to st din of the child.
Parent > Child
ELEKTRA_PROCESS INIT vl

The child must respond with an acknowledgement, followed by a cont ract keyset.
Child > Parent

ELEKTRA_PROCESS ACK vl

(name)

[contract]
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Here (name) is the module name the child uses. This will be used to replace process in the contract of the
plugin. The [contract] keyset must contain the infos keys, which will be used replace the ones at the top of
this README and the ones in process. c. It must also contain exports/_ keys for every operation that is im-
plemented by the child. All keys in [contract] should be below system: /elektra/modules/process.
The parent will rename these keys appropriately.

A child that implements all operations should include these keys (in addition to the relevant infos keys):
system:/elektra/modules/process/exports/open = 1

system:/elektra/modules/process/exports/close

system:/elektra/modules/process/exports/get =
system:/elektra/modules/process/exports/set =

After this initial handshake, the child should simply wait for further requests from the parent.

Note: Under normal circumstances this handshake will always be followed by an open request imme-
diately.

74.3.2 Operation

When the parent needs the child to process an operation (open, get, ...), it will send a request like this:
Parent > Child

{open|get|set|close}

[parent]

[data]

First we send the opname (one of open, get, set or close) of the operation that shall be performed by the
child. The keyset [parent] always consists of a single key, namely the parentKey (or errorKey) that was
passed to the plugin. Finally, [data] is the keyset that was passed to the plugin. The [data] keyset is not
present in open and close operations, since those don't receive a KeySet in the C API. However, in the open
operation [data] is replaced [config] which is the KeySet returned by elektraPluginGetConfigin
the C API. This is needed, because the child process cannot request the config keyset otherwise.

The child should then perform the requested operation and respond with
Child > Parent

{success|noupdate|error}

[parent]

[returned]

Here (result) is one of success, noupdate and error, which correspond to ELEKTRA_PLUGIN_«

STATUS_SUCCESS,ELEKTRA_PLUGIN_STATUS_NO_ UPDATE and ELEKTRA_PLUGIN_STATUS_ ERROR
respectively. The keysets [parent] and [returned] are the modified versions of the one sent by the parent.

74.3.3 Termination

When the parent no longer needs the child process, it will send a final termination request.
Parent > Child
ELEKTRA_PROCESS TERMINATE

The child process should now exit (and thereby close its ends of the stdin/stdout pipes).

Note: Under normal circumstances this only happens, when plugin is being closed, i.e. during a
elektraPluginClose call fora process instance.

74.3.4 Errors

If an unexpected error occurs on either side of the protocol, the connection should be terminated and the child
process shall exit.
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74.4 Examples

# mount the Whitelist Java Plugin via process
# NOTE: the copyenv and copyenv/#0 are normal not needed, but we need them to make this script work as an

automated test

sudo kdb mount config.file user:/tests/process dump process ’executable=/usr/bin/java’ ’args=#3’

’args/#0=-cp’ "args/#1=$BUILD_DIR/src/bindings/jna/plugins/whitelist/build/libs/whitelist-$ (kdb
--version | sed -nE ’s/KDB_VERSION: (.+)/\1/gp’)-all.jar"
’args/#2=org.libelektra.process.PluginProcess’ ’args/#3=org.libelektra.plugin.WhitelistPlugin’
' copyenv=#0’ "copyenv/#0=LD_LIBRARY_ PATH"

# Define whitelist

kdb meta-set user:/tests/process/key "check/whitelist/#0" ""

kdb meta-set user:/tests/process/key "check/whitelist/#1" allowed0
kdb meta-set user:/tests/process/key "check/whitelist/#2" allowedl
# Should be allowed

kdb set user:/tests/process/key allowed0

#> Set string to "allowedO"

kdb set user:/tests/process/key allowedl

#> Set string to "allowedl"

# Should cause error

kdb set user:/tests/process/key not_allowed

# RET:

5

# STDERR:.xValidation Semantic: .*’not_allowed’ does not adhere to whitelist.x
# cleanup

kdb rm -r user:/tests/process

sudo kdb umount user:/tests/process

Note: The mount line of the snippet above can be simplified by using the mount —java helper:
sudo kdb mount-java config.file user:/tests/process dump
java:org.libelektra.plugin.WhitelistPlugin

74.5 Limitations

The error and commit functions are currently not supported. Therefore, implementing a resolver is not
supported.

Exporting additional functions (e.g. checkconf) is currently not supported.

With the current backend system, process can only be used for plugins in the postgetstorage or
presetstorage positions.

The executable must be defined as an absolute path during mounting.
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+ infos = Information about the profile plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org
+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

+ infos/placements = postgetstorage presetstorage

* infos/status = libc nodep global preview unfinished

+ infos/metadata =

« infos/description = helps switching between configuration profiles

75.1 Usage

Following the elekira keyname convention application configurations are stored under /sw/org/myapp/# and
/sw/org/myapp/#0/currentis the profile to be used. The profile plugin provides an easy way to switch
configuration profiles.

The key /sw/org/myapp/#0/profile defines what profile should be used as current, e.g.
/sw/org/myapp/#0/profile = myprofile. |If a key /sw/org/myapp/#0/myprofile/key

is found and no key /sw/org/myapp/#0/current/key exists an override key will be created linking
/sw/org/myapp/#0/currrent/keyto/sw/org/myapp/#0/myapp/key If neither /sw/org/myapp/#0/current,
nor /sw/org/myapp/#0/myprofile/keyisfound, but /sw/org/myapp/#0/%/key, /sw/org/myapp/#0/current
will be linked to /sw/org/myapp/#0/%/key.

So a cascading lookup will automatically implement following preferences (next to the namespace preferences):

1. Usage of key in current
2. Usage of key in the profile set with profile

3. Usage of key in the % fallback profile
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75.2 Installation

See installation. The package is called 1ibelektra5-extra.

75.3 Example

Suppose we have the configuration file profile.iniin~/.config:
cat profile.ini

#> ]

#> profile = myprofile
#>

#> [current]

#> key2 = will win

#>

#> [myprofile]

#> keyl = testl

#> key2 = test2

#>

#> [%]

#> key2 = failed?

#> key3 = test3

Then we simply mount it without the profile plugin:
kdb mount profile.ini /sw/org/myapp/#0 ini

But we have to make sure that the profile plugin is mounted globally:
kdb global-mount profile

Then we can access /sw/org/myapp/#0 in a profile-aware way:
kdb 1ls /sw

#> spec:/sw/org/myapp/#0/current/keyl
#> spec:/sw/org/myapp/#0/current/key3
#> user:/sw/org/myapp/#0

#> user:/sw/org/myapp/#0/%

#> user:/sw/org/myapp/#0/%/key2

#> user:/sw/org/myapp/#0/%/key3

#> user:/sw/org/myapp/#0/current

#> user:/sw/org/myapp/#0/current/key2
#> user:/sw/org/myapp/#0/profile

#> user:/sw/org/myapp/#0/myprofile

#> user:/sw/org/myapp/#0/myprofile/keyl
#> user:/sw/org/myapp/#0/myprofile/key2

As we can see with the —v option, we will fetch keys from our myprofile even though we request current:

kdb get -v /sw/org/myapp/#0/current/keyl

#> got 25 keys

#> searching spec:/sw/org/myapp/#0/current/keyl, found: spec:/sw/org/myapp/#0/current/keyl, options:
KDB_O_CALLBACK

#> The resulting keyname is user:/sw/org/myapp/#0/myprofile/keyl

#> testl

To switch profile we simply have to set one key:
kdb set user:/sw/org/myapp/#0/profile newprofile

Usually, this will be done via commandline by setting proc:/sw/org/myapp/#0/profile.
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Plugin: python

+ infos = Information about the python plugin is in keys below

« infos/author = Lukas Hartl git@lukashartl.at, Leonard Guelmino e1503940@student.<
tuwien.ac.at

+ infos/licence = BSD

+ infos/provides = check

+ infos/status = maintained

« infos/placements = postgetstorage presetstorage

« infos/description = checks if name is resolvable

76.1 DNS Python plugin

This filter plugin checks if a Key is a valid domain name, i.e. if the name can be resolved into an IPv4 address. The
validation takes place whenever the kdb set method is called.

76.2 Usage

The python plugin requires the configuration parameter script holding the file path to the python script. The mount

command looks like
sudo kdb mount file.ini /python ni python script=/path/to/dns_plugin.py

For the plugin to actually check a certain key, the check /dns metakey must be set.
sudo kdb meta-set spec:/python/my_hostname check/dns ”

Now each time the key is set, the filter plugin validates the given value.
kdb set user:/python/my_hostname www.libelektra.org
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Plugin: python

« infos = Information about the python plugin is in keys below

« infos/author = Manuel Mausz manuel-elektral@mausz.at
* infos/licence = BSD

« infos/provides =

+ infos/needs =

« infos/placements = getstorage setstorage

« infos/status = maintained unittest configurable global memleak

« infos/description = proxy that calls other plugins (scripts) written in python

77.1 Introduction

The plugin uses Python to do magic things. It allows plugins to be written in Python.

What a Python script can do is not really limited by design, so any kind of plugin may be implemented. The python
plugin is especially useful to write filter and logging scripts.

77.2 Installation

See installation. The package is called 1ibelektra5-python.

77.3 Usage

The python plugin requires the configuration parameter script holding the file path to a python script. The mount

command would look like
sudo kdb mount file.ini /python python script=/path/to/filter_script.py

if the ini plugin should be used for storage and the python plugin only serves to invoke the filter script.

For a Python script that serves as INI storage plugin itself, one uses
sudo kdb mount file.json /python python script=python_configparser.py
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77.3.1 Plugin Configuration

The python plugin supports following optional configuration values/flags:

* script (string): The script to be executed.

* print (flag): Make the plugin print engine errors, triggered by the calls of this plugin, to stderr. Mainly
intended for diagnostic. Please note that the Python engine itself will print script errors to stderr regardless of

this flag.

* python/path (string): Extends sys.path by this entry. Better then PYTHONPATH it is always available,

regardless of the context where a binary is executed.

77.3.2 Python Scripts

Python scripts must implement a class called Elekt raPlugin with one parameter. The class itself can imple-

ment the following functions

* open(self, config, errorKey)

* get (self, returned, parentKey)

* set (self, returned, parentKey)

* error(self, returned, parentKey)

* close(self, errorKey)

where config & returned are KeySets and errorKey & parentKey are Keys. For the return codes of the functions, the

same rules as for normal plugins apply.
If a function is not available, it simply is not called. A script does not have to implement all functions therefore.

Access to kdb can be retrieved using the Python import
import kdb

77.4 Example

An example script that prints some information for each method call would be:
import kdb
class ElektraPlugin (object) :
def open(self, config, errorKey):
win
returns
* 0: no error
« —1: error during initialization
print ("Python script method ’open’ called")
0
def get (self, returned, parentKey):
returns
« 1: on success
% 0: nothing was to do
« —1: failure
print ("Python script method ’'get’ called")
1
def set (self, returned, parentKey):

nun

returns
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« 1: on success
* 0: nothing was to do
* —1: failure
wnn
print ("Python script method ’set’ called")
etu 1
def error (self, returned, parentKey):
wnn
returns
* 1: on success
% 0: on success with no action
* —1: failure
wnn
print ("Python script method ’error’ called")
=t u 1
def close(self, errorKey):
print ("Python script method ’close’ called")
etu 0

Further examples can be found in the python directory.

77.5 Disclaimer

Be aware that a Python script will never be as performant as a native C/C++ plugin. Spinning up the interpreter
takes additional time and resources.
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Plugin: quickdump

78.1 Benchmarks

78.1.1 <tt>benchmark_storage</tt>

The following table shows a summary of the results of a benchmark_storage run: NOTE: factor is always
dump / quickdump (bigger = quickdump is faster), this test was only run with version 1, see below for a
comparison of with version 2

operation dump (ps) | quickdump (ps) | factor
write keyset 81661 4741 | 17.224
read keyset 94782 44673 2.122
iterate keyset 125 135 0.926
delete keyset 1823 3518 0.518
re-read keyset 92939 43749 2.124
strcmp key name 609 1826 0.334
strcmp key value 684 761 0.899

78.1.2 <it>benchmark_plugingetset</tt>

A script was used to generate KeySets with 2, 200, 2,000, 200,000 and 2, 000, 000 Keys. For keynames we
used increasing numbers (prefixed with __to keep correct order), each key had a randomized value of 15 characters.
Additionally we added 4 metakeys to each key. The names and values of these were created similarly.

The parent key used was dir:/tests/bench.

We then used hyperfine to compare the performance of dump and quickdump.

hyperfine —--min-runs 25 ’"benchmark_plugingetset <path> <parent> dump’ ’'benchmark_plugingetset <path>
<parent> quickdump’

This means we used the same key sets for each of the runs, but the key values shouldn't really matter. It also means

that no shared metadata (keyCopyMeta) was involved.

We also used a modified version of benchmark_plugingetset that returned after the get call, to test the
get performance by itself. Because set doesn't scale linearly because of the checks for keyCopyMeta, the
largest KeySet was only used for the get only version. (The test was aborted after the initial run of dump took
longer than all the runs for quickdump together.)

The complete results can be found in this repository and the files used for these benchmarks are quite
big and can be found in another separate repository.
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78.1.2.1 Raw data sizes

For reference in the file size tests below, here is a list of the raw data sizes of the keysets. These sizes are calculated
as the sum of: 1) length of all keynames 2) length of all key values 3) length of all metakeys 4) length of all meta
values All lengths include a null terminator, sizes are calculated once with (WP) and once without the parent key
(WOP).

no. of keys | raw size WP (B) | raw size WOP (B)
2 252 220
200 25784 22584
2000 262786 229786
200000 26977790 23777790
20000000 273777792 241777792

78.1.2.2 Version 1

78.1.2.2.1 Filesizes factorisdump / quickdump like above (bigger = quickdump has smaller files)

no. of keys dump (B) | quickdump (B) | factor
2 430 412 1.04
200 41206 40988 1.01
2000 415807 413788 1.00
200000 42377809 42177788 1.00
2000000 427777810 425777788 1.00

78.1.2.2.2 get and set The values are mean * standard deviation. factor is dump / quickdump like
above

no. of keys dump (s) | quickdump (s) | factor
2 0.0016 + 0.0003 | 0.0006 + 0.0001 2.67
200 0.0091 + 0.0009 | 0.0018 + 0.0000 5.06
2000 0.0770 + 0.0030 | 0.0127 +0.0008 6.06
200000 10.7876 + 4.2564 | 1.2640 + 0.0061 8.53

78.1.2.2.3 getonly The values are mean * standard deviation. factor is dump / quickdump like above

no. of keys dump (s) | quickdump (s) | factor
2 0.0014 + 0.0000 | 0.0005 + 0.0000 238
200 0.0032 + 0.0005 | 0.0013 + 0.0002 2.46
2000 0.0179 £ 0.0002 | 0.0086 + 0.0008 2.08
200000 1.6830 £ 0.0222 | 0.8515 £ 0.0048 1.98
2000000 17.1814 + 0.2201 | 8.8808 + 0.0344 1.93

78.1.2.3 Version 2

Running the same benchmark_plugingetset tests with version 2 of the plugin yields:

78.1.2.3.1 Filesizes factorisvl / v2 like above (bigger is better)
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no. of keys | quickdump vi1 (B) | quickdump v2 (B) | factor
2 412 380 1.08
200 40988 23788 1.72
2000 413788 381788 1.08
200000 42177788 38977788 1.08
2000000 425777788 393777788 1.08

78.1.2.3.2 getand set The values are mean * standard deviation. factorisvl / wv2,i.e. bigger is better

78.1.2.3.3 get only

78.1.2.4 Version 3

Running the same benchmark_plugingetset tests with version 3 of the plugin yields:

no. of keys | quickdump v1 (s) | quickdump v2 (s) | factor
2 0.0006 + 0.0001 0.0013 + 0.0035 0.47
200 0.0018 + 0.0000 0.0018 + 0.0002 1.02
2000 0.0127 + 0.0008 0.0112 £ 0.0021 1.13
200000 1.2640 + 0.0061 1.2602 + 0.0372 1.00
2000000 - 13.2104 +0.1185 -

The values are mean + standard deviation. factorisvl / v2 like above

no. of keys | quickdump v1 (s) | quickdump v2 (s) | factor
2 0.0005 + 0.0000 0.0006 + 0.0001 0.88
200 0.0014 + 0.0002 0.0010 + 0.0001 1.33
2000 0.0086 + 0.0008 0.0072 + 0.0005 1.20
200000 0.8516 + 0.0048 0.6413 + 0.0082 1.33
2000000 8.8809 + 0.0345 6.3756 + 0.0443 1.39

78.1.2.41 Filesizes factorisvl / v2 like above (bigger is better)

no. of keys | quickdump v2 (B) | quickdump v3 (B) | factor
2 380 240 1.58
200 23788 23788 1.00
2000 381788 241788 1.58
200000 38977788 24977788 1.56
2000000 393777788 253777788 1.55

78.1.2.4.2 getand set The values are mean * standard deviation. factorisv2 / wv3,i.e. bigger is better

no. of keys | quickdump v2 (s) | quickdump v3 (s) | factor
2 0.0013 £ 0.0035 0.0012 + 0.0029 1.08
200 0.0018 + 0.0002 0.0017 + 0.0002 1.05
2000 0.0112 £ 0.0021 0.0106 + 0.0011 1.06
200000 1.2602 + 0.0372 1.1473 + 0.0287 1.10
2000000 13.2104 £ 0.1185 11.5082 + 0.2624 1.15
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78.1.2.4.3 get only

The values are mean + standard deviation. factorisv2 / v3 like above

no. of keys | quickdump v2(s) | quickdump v3 (s) | factor
2 0.0006 + 0.0001 0.0006 + 0.0001 0.99
200 0.0010 + 0.0001 0.0012 + 0.0001 0.84
2000 0.0072 + 0.0005 0.0070 + 0.0004 1.03
200000 0.6413 + 0.0082 0.6288 + 0.0218 1.02
2000000 6.3756 + 0.0443 6.2309 + 0.0462 1.02
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« infos = Information about the quickdump plugin is in keys below

« infos/author = Klemens Béswirth k .boeswirth+git@gmail.com

+ infos/licence = BSD

« infos/needs =

« infos/provides = storage/quickdump

* infos/recommends =

« infos/placements = getstorage setstorage

« infos/status = maintained compatible unittest tested nodep libc configurable preview
+ infos/metadata =

+ infos/description = much quicker version of dump (2x or more in most cases)

79.1 Introduction

quickdump is a storage plugin based on the dump format. It is a lot quicker (see benchmarks.md) than the old
dump plugin, because it does not use commands and stores string lengths as binary data. Through these changes
all string comparisons and integer-string conversions can be eliminated, which made up for a lot of the time spent
by the dump plugin.

The format is also useful for IPC and streaming, because of this it is used by the specload plugin.

79.2 Format

A quickdump file starts with the magic number 0x454444200000003. The first 4 bytes are the ASCII codes
for EKDB (for Elektra KDB), followed by a version number. This 64-bit is always stored as big-endian (i.e. the way it
is written above).

After the magic number the file is just a list of Keys. Each Key consists of a name, a value and any number of
metakey names and values. Each name and value is written as a 64-bit length n followed by exactly n bytes of
data. For strings we do not store a null terminator. Therefore the length also does not account for that. When
reading a string, the plugin allocates n+1 bytes and sets the last one to 0. Note that ALL lengths are stored in
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little-endian format, because most modern machines are little-endian. To save disk space, we use a variable length
encoding for integers. The exact format is described below.

We don't store the full name of the key. Instead we only store the name relative to the parent key.

The end of a key is marked by a null byte. This cannot be confused with null bytes embedded in binary key values,
because of the length prefixes before each key and metavalue.

To distinguish between binary and string keys the (length of the) key value is prefixed with either a b or an s. Each
metakey is prefixed with an m, unless we detect that the same metakey was already present on a previous key (e.g.
through keyCopyMeta). In this case the prefix c is used and instead of the metakey name and value, we write
the name of the previous key and the metakey name.

79.2.1 Variable Length Integer encoding

The basic idea of the format is to store integers in base 128. This means we only use 7 bits per byte and the 8th bit
(marker bit) indicates whether or not there are more bytes to read. However, to make things more efficient we move
all those marker bits to the first byte. Then we can read one byte and immediately know, how much bytes follow.
This is similar to what UTF-8 does.

The table below shows how the encoding works. The first byte is shown in full (x is either 0 or 1), then [n] indicates
that n bytes of data follow.

XXRXKXXKL up to 7 bits in 1 byte
xxxxxx1l0 [1] up to 14 bits in 2 bytes
xxxxx100 [2] up to 21 bits in 3 bytes
xxxx1000 [3] up to 28 bits in 4 bytes
xxx10000 [4] up to 35 bits in 5 bytes
xx100000 [5] up to 42 bits in 6 bytes
x1000000 [6] up to 49 bits in 7 bytes
10000000 [7] up to 56 bits in 8 bytes
00000000 [8] up to 64 bits in 9 bytes

Thanksto https://github.com/stoklund/varint for listing various integer encodings.

79.3 Usage

Like any other storage plugin, you simply use quickdump during mounting, import or export.
sudo kdb mount quickdump.eqd user:/tests/quickdump quickdump

79.4 Dependencies

None.
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79.5 Examples

# Mount a backend using quickdump

sudo kdb mount quickdump.eqgd user:/tests/quickdump quickdump

# RET: O

# Set some keys and metakeys

kdb set user:/tests/quickdump/key value

#> Create a new key user:/tests/quickdump/key with string "value"

kdb meta-set user:/tests/quickdump/key meta "metavalue"

kdb set user:/tests/quickdump/otherkey "other value"

#> Create a new key user:/tests/quickdump/otherkey with string "other value"
Show resulting file (not part of test, because xxd is not available everywhere)
xxd $(kdb file user:/tests/quickdump/key)

00000000: 454b 4442 0000 0003 076b 6579 730b 7661 EKDB..... keys.va
00000010: 6¢c75 656d 096d 6574 6113 6d65 7461 7661 luem.meta.metava
00000020: 6¢c75 6500 116f 7468 6572 6b65 7973 176f lue..otherkeys.o
00000030: 7468 6572 2076 6l6c 7565 00 ther value.

Change mounted file (in a very stupid way to enable shell-recorder testing):
cp $(kdb file user:/tests/quickdump/key) a.tmp

# 1. change key from ’‘value’ to ’other value’

(head -c 13 a.tmp; printf "%bother value" ’'\0027’; tail -c 40 a.tmp) > b.tmp
rm a.tmp

# 2. add copy metadata instruction to otherkey

(head -c 64 b.tmp; printf "c%bkey%bmeta\0" 7\0007’ 7\0011’) > c.tmp

HE W e W o S

rm b.tmp
# test file name, so KDB isn’t destroyed if mounting failed
[ "x$(kdb file user:/tests/quickdump/key)" != "x$(kdb file user:/)" ] && mv c.tmp $(kdb file

user:/tests/quickdump/key)
kdb get user:/tests/quickdump/key
#> other value
kdb meta-get user:/tests/quickdump/key meta
#> metavalue
kdb get user:/tests/quickdump/otherkey
#> other value
kdb meta-get user:/tests/quickdump/otherkey meta
#> metavalue
# Cleanup
kdb rm -r user:/tests/quickdump
sudo kdb umount user:/tests/quickdump

79.6 Limitations

None.

Generated by Doxygen



212 Plugin: quickdump

Generated by Doxygen



Chapter 80
Plugin: range

+ infos = Information about the range plugin is in keys below

« infos/author = Thomas Waser thomas.waser@libelektra.org

+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

+ infos/placements = presetstorage postgetstorage

+ infos/status = maintained conformant compatible coverage specific unittest tested libc preview unfinished
+ infos/metadata = check/range check/type type

» infos/description = tests if a value is within a given range

80.1 Introduction

The range plugin checks if a Key's value is within a given range.

80.2 Installation

See installation. The package is called 1ibelektraS5-experimental.
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80.3 Usage

» The plugin checks every Key in the KeySet having a metakey check/range.

For these keys, it checks whether the key value is within the specified range.
* check/range can contain either:

1. a single range with the syntax [-]1min-[-]max
2. or a list of ranges or values separated by ,

+ Metakey check/type can be used to specify the data type. If not specified, metakey t ype will be used as
fallback. If both are unspecified or unsupported, the type is assumed to be 1long long.

Possible values:

* short, long, long long
for signed integer values

* unsigned short,unsigned long,unsigned long long

for unsigned integer values

» float,double, long double
for floating point values

« HEX

for hexadecimal values

e char

for characters

80.4 Dependencies

None.

80.5 Examples

# Backup-and-Restore:/tests/range

sudo kdb mount range.ecf /tests/range range dump

# should succeed

kdb set user:/tests/range/value 5

kdb meta-set spec:/tests/range/value check/range "1-10"

# RET: 0

# should fail

kdb set user:/tests/range/value 11

# RET:5

# should also fail

kdb set user:/tests/range/value "\-1"

# RET:5

# we can also allow only individual values: (using the --force flag, as the current value of 5 would not be
allowed under the new policy)

kdb meta-set -f spec:/tests/range/value check/range "1,2,4,8"

kdb set user:/tests/range/value 7

# RET:5

kdb set user:/tests/range/value 2

# RET:0

kdb rm -r user:/tests/range

sudo kdb umount /tests/range

80.6 Limitations

None.
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Multiple plugins can be mounted into the key database (KDB). On every access to the key data base they are
executed and thus can change the functionality and behavior.

Unlike Elektra's core the plugins have all kinds of dependencies. It is the responsibility of the plugin to find and
check its dependencies using CMake. If a dependency cannot be found, the plugin will automatically disable itself.

81.1 Description

Elektra has a wide range of different plugins. The plugin folders should contain a README.md with further informa-
tion. (Or follow links below.) The plugins are:

81.1.1 C-Interface

All plugins implement the same interface:

* kdbOpen () callselektraPluginOpen () of every plugin to let them do their initialisation.
* kdbGet () requests elektraPluginGet () of every plugin in the queried backends to return a key set.

* kdbSet () usually calls elektraPluginSet () of every plugin in the queried backends to store the
configuration.

* kdbSet () also calls elektraPluginError () for every plugin when an error happens. Because of
elektraPluginError (), plugins are guaranteed to have their chance for necessary cleanups.

* kdbClose () makes sure that plugins can finally free their own resources in elektraPluginClose ().
Furthermore, plugins might export symbols:

« checkconf can be called during mounting to ensure a plugin has valid configuration.

» genconf can be called to produce all valid configurations of a plugin.
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81.1.2 KDB-Interface

+ To list all plugins use kdb-plugin-list(1).
+ To check a plugin use kdb-plugin-check(1).
» For information on a plugin use kdb-plugin-info(1).

» For mount plugin(s) use kdb-mount(1).

81.2 Installation

See INSTALL. Many plugins are already part of the core package 1ibelektra5. The package that includes a
plugin which does not belong to the 1ibelektrab package can be found in it's README.md.

81.3 See Also

For an easy introduction, see this tutorial how to write a storage plugin. For more background information of the
plugins framework, continue here. Otherwise, you can visitthe the API documentation.

81.4 Plugins

81.4.1 Backends

Backends provide access to different data sources (e.g. files, databases, network resources)

 backend is the default plugin implementing backend functionality for configuration files

» backend_odbc provides access to ODBC data sources for storing configuration data (keys, values, metadata)

81.4.2 Resolver

Before configuration is actually written, the file name needs to be determined (resolvers will be automatically added
by kdb mount):

+ resolver uses advanced POSIX APlIs to handle conflicts gracefully
* noresolver does not resolve as no file name is needed (for non-file storage plugins)

» wresolver minimalistic resolver for non-POSIX systems
Furthermore, there are following experimental resolvers:

* blockresolver resolves tagged blocks inside config files
« curlget fetches configuration file from a remote host

« gitresolver checks out and commits files to a local Git repository
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81.4.3 Storage

Are responsible for reading writing the configuration to configuration files.

Read and write everything a KeySet might contain:

» dump makes a dump of a KeySet in an Elektra-specific format
+ quickdump uses binary portable format based on dump, but more efficient

* mmapstorage uses binary, not portable memory mapped file for a high performance storage
Read (and write) standard config files:

» toml reads and writes data using a parser generated by Flex and Bison
* hosts reads/writes hosts files

« kconfig reads/writes KConfig ini files

+ line reads/writes any file line by line

* yajl reads/writes JSON.

* augeas reads/writes many different configuration files using the Augeas library

+ xfconf reads/writes to arbitrary xfconf channels

Using semi-structured data for config files, mainly suitable for spec-namespace (put a focus on having nice syntax
for metadata):

 ni parses INI files based on (including metadata)
Only suited for import/export:

* mini dependency free, line based key-value storage plugin.

« simpleini line-based key-value pairs with configurable format (without sections). Only works on glibc systems.
 xerces uses XML (without a specific schema).

» xmltool uses XML in the deprecated Elektra XML schema for importing configuration from Elektra 0.7.

+ c writes Elektra C-structures (ksNew (.. keyNew(...)

+ ansible writes the given KeySet as Ansible Playbook that uses the ansible-1ibelektra module
Plugins that just show some functionality, (currently) not intended for productive use:

» csvstorage for csv files

+ dpkg reads /var/lib/dpkg/{available,status}

« file reads and writes a file from/to a single key

« fstab for fstab files.

» mozprefs for Mozilla preference files

» passwd for passwd files

« specload calls an external application to request its specification, depends on quickdump

» yamlcpp reads and writes data in the YAML format using yaml-cpp
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81.4.4 System Information

Information compiled in Elektra:

« version is a built-in plugin directly within the core so that it cannot give wrong version information
* constants various constants fixed when Elektra was compiled

« desktop contains information which desktop is currently running

Providing information found on the system not available in persistent files:

» uname information from the uname syscall.

81.4.5 Filter

Filter plugins process keys and their values in both directions. In one direction they undo what they do in the other
direction. Most filter plugins available now encode and decode values. Storage plugins that use characters to
separate key names, values or metadata will not work without them.

Rewrite unwanted characters within strings (code-plugins):

+ ccode using the technique from arrays in the programming language C

» hexcode using hex codes

Rewrite unwanted characters within binary data (binary-plugins):

» base64 using the Base64 encoding scheme (RFC4648)

Other filters:

« crypto encrypts / decrypts confidential values
« fcrypt encrypts / decrypts entire files
* gpgme encrypts / decrypts confidential values (with GPGME)

+ iconv makes sure the configuration will have correct character encoding

Experimental transformations (are not recommended to be used in production):

« directoryvalue converts directory values to leaf values

» hexnumber converts between hexadecimal and decimal
» keytometa transforms keys to metadata

* rename renames keys according to different rules

« profile renames keys according to current profile
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81.4.6 Notification and Logging

Log/Send out all changes to configuration to:

 dbus sends noatifications for every change via dbus notification
« journald logs key database changes to journald
+ syslog logs key database changes to syslog

» zeromgsend sends notifications for every change via ZeroMQ sockets notification

Notification of key changes:

« internalnotification get updates automatically when registered keys were changed
+ dbusrecv receives notifications via dbus notification

» zeromqrecv receives notifications via ZeroMQ sockets notification

81.4.7 Debug

Trace everything that happens within KDB:

+ counter count and print how often a plugin is used

« timeofday prints timestamps

« tracer traces all calls

« iterate iterate over all keys and run exported functions on tagged keys

+ logchange prints the change of every key on the console

81.4.8 Checker

Copies metadata to keys:

« glob using globbing techniques (needed by some plugins)

* spec copies metadata from spec namespace (the standard way)

Plugins that check if values are valid based on metadata (typically copied by the spec plugin just before) to validate
values:

« type type checking (CORBA types) with enum functionality
* ipaddr checks IP addresses using regular expressions

» email checks email addresses using regular expressions

+ network by using network APIs

* path by checking files on file system
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* unit validates and normalizes units of memory (e.g. 20KB to 20000 Bytes)
« blacklist blacklist and reject values

« length validates that string length is less or equal to given value

The same but experimental:

« conditionals by using if-then-else like statements

+ date validates date and time data

» mathcheck by mathematical expressions using key values as operands
* macaddr checks if MAC addresses are valid and normalizes them

» range checks if a value is within a given range

« reference checks if a value is a valid reference to another key

* rgbcolor validates and normalizes hexcolors

« validation by using regex

Other validation mechanisms not based on metadata:

« filecheck does sanity checks on a file

« lineendings tests file for consistent line endings

81.4.9 Interpreter

These plugins start an interpreter and allow you to execute a script in an interpreted language whenever Elektra’s
key database gets accessed. Note that they depend on the presence of the respective binding during run-time:

* jni java plugins started by jni, works with jna plugins
* lua Lua plugins

+ python Python 3 plugins

* ruby Ruby plugins

« shell executes shell commandos

81.4.10 Other Important Plugins

» cache caches keysets from previous kdbGet () calls

» sync uses POSIX APlIs to sync configuration files with the hard disk

» gopts global plugin to automatically call elektraGetOpts

* process proxy plugin that uses separate executables as plugin implementations

« recorder is the plugin used to implement session recording
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81.4.11 Plugins for Development

» template to be copied for new plugins
» cpptemplate a template for C++ based plugins
+ doc contains the documentation of the plugin interface

« error yields errors as described in metadata (handy for test purposes)

81.4.12 Internal Plugins

Internally used and hard coded into 1ibelektra-kdb. Don't try to use manually.

* missing
* modules

 version

81.4.13 Deprecated Plugins

Please avoid, if possible, to use following plugins:

* (currently none party popper)

Generated by Doxygen



222 elektra-plugins(7) — plugins overview

Generated by Doxygen



Chapter 82
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+ infos = Information about the recorder plugin is in keys below

« infos/author = Maximilian Irlinger max@maxirlinger.at

+ infos/licence = BSD

* infos/needs =

+ infos/provides =

* infos/recommends =

* infos/placements = hook

+ infos/status = recommended productive maintained conformant unittest nodep configurable nodoc
+ infos/metadata =

« infos/description = provides session recording functionality

82.1 Introduction

This plugin's sole responsibility is to act as a hook plugin for the 1ibelektra-record library. For internal use
by 1ibelektra-kdb only. Intentionally not documented here.

82.2 Plugin Configuration

You can specify the path and name of the lockfile with the 1ock file parameter. Defaultis /tmp/elektra_e
record. lock.

82.3 Dependencies

This plugin depends on the 1ibelektra-recoxrd library.
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83.1 Example: Alternative References

For this example the following configuration is used:
; this example uses the ni plugin syntax
; 1. metadata

[rootkey/ref]

check/reference = recursive
[otherkey/newref]

check/reference = alternative

; 2. configuration data
rootkey/ref = ../otherkey
otherkey/ref = ../yetanotherkey
otherkey/newref = ../otherotherkey
otherotherkey/ref = ../nonexistent
otherotherkey/newref = ../mergekey
yetanotherkey/ref = ../mergekey
yetanotherkey/newref = ../nonexistent
mergekey/ref = ../finalkey
mergekey/newref = ../finalkey
finalkey = ""

We mount it by executing:

cat « EOF > alternative.ini

; this example uses the ni plugin syntax
; 1. metadata

[rootkey/ref]

check/reference = recursive
[otherkey/newref]

check/reference = alternative

; 2. configuration data

rootkey/ref = ../otherkey
otherkey/ref = ../yetanotherkey
otherkey/newref = ../otherotherkey
otherotherkey/ref = ../nonexistent
otherotherkey/newref = ../mergekey
yetanotherkey/ref = ../mergekey
yetanotherkey/newref = ../nonexistent
mergekey/ref = ../finalkey
mergekey/newref = ../finalkey
finalkey = ""

EOF

kdb mount alternative.ini user:/tests/reference/alternative ni reference

The file contains a specification, which marks user: /tests/reference/alternative/rootkey/ref
as our root reference key and user: /tests/reference/alternative/otherkey/newref as an al-

ternative reference.

The actual configuration contains then a structure which is processed by the plugin like follows:

1. user:/tests/reference/alternative/rootkey/ref is read and its reference validated.
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2. user:/tests/reference/alternative/otherkey/ref isread and its reference validated.

3. user:/tests/reference/alternative/otherkey/newref isdiscovered as an alternative ref-
erence and stored for later.

4. user:/tests/reference/alternative/yetanotherkey/ref is read and its reference vali-
dated.

5. user:/tests/reference/alternative/mergekey/ref is read and its reference validated.

6. user:/tests/reference/alternative/finalkey does not contain a reference, so we stop
here.

7. Processing of the alternative reference chain fromuser: /tests/reference/alternative/otherkey/newref
starts.

8. user:/tests/reference/alternative/otherkey/newref isread andits reference validated.

9. user:/tests/reference/alternative/otherotherkey/newref is read and its reference
validated.

10. user:/tests/reference/alternative/mergekey/newref isread and its reference validated.

11. user:/tests/reference/alternative/finalkey does not contain a reference, so we stop
here.

The resulting reference graph looks like this:

As you can see, the plugin completely ignores user: /tests/reference/alternative/yetanotherkey/newref
as well as user:/tests/reference/alternative/otherother/ref and in turn does not throw an

error because user:/tests/reference/alternative/nonexistent does not exist. However, the

plugin does still exhaustively check both of the alternative reference chains. If you want to prohibit this, you can set

the metakey check/reference/restrict to an empty value on whichever key you want to be a leaf node in

the graph.

After we are done we can unmount the example with:
kdb umount user:/tests/reference/alternative
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84.1 Example: Validating Complex Recursive Structures

Suppose you have some mutually recursive st ructs in C. You want to map this structure onto a hierarchy inside
your KDB. This by itself was always possible, but the reference plugin in combination with the spec plugin, now
allows for this in a way that can be validated and checked by Elektra.

The structure we will use for this example is easily defined in C code:
struct typeA {
char *name;
struct typeB xref;
i
struct typeB {
long int id;
struct typeA =*ref;
i
struct typeA *rootkey_ref;

Starting with a reference to an element of type typeA, we except an alternating chain of typeA and typeB.
In this chain each element of type t ypeA shall have a string attached to it, while elements of type typeB shall
contain an integer.

The specification used for such a structure is as follows (using the syntax of the ni plugin):

[rootkey/ref]

check/reference = recursive
check/reference/restrict = ../typeA/_
[typeA/_]

default = ""

[typeA/_/name]

check/type = string

[typeA/_/ref]

check/reference/restrict = ../../typeB/_
[typeB/_]

default = ""

[typeB/_/id]

check/type = long

[typeB/_/ref]

check/reference/restrict = ../../typehA/_

The basic idea is to use the keys typeA and typeB as a sort of 'directory’, in which every 'file' represent an
element of type t ypeA or type t ypeB respectively.

To achieve our goals of type validation, we specify rootkey/ref to be the root of our reference graph, but
also restrict the possible reference to keys directly below t ypeA. That way we ensure that any reference set in
rootkey/ref will refer to a key which is, validated to be compatible with our st ruct typeA by the spec and

type plugins.

Using the spec plugin we then specify all direct children of typeA to have a default value of "". This ensures
that these keys exist and therefore can be referenced. * Then we simply specify the name sub-key for all of
these children to be a string, and restrict the possible reference to direct children of t ypeB. From there we proceed

similarly for the children of t ypeB and we are done.
7Tt would actually be better to only give these keys a value, if the name sub-key exists, but there is currently no

good way to do that in Elektra. An alternative would be to use the keys themselves, i.e. give them an actual value.
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+ infos = Information about the reference plugin is in keys below

« infos/author = Klemens Béswirth k .boeswirth+git@gmail.com

* infos/licence = BSD

* infos/needs =

« infos/provides =

* infos/recommends =

« infos/placements = presetstorage

« infos/status = maintained unittest libc nodep writeonly

« infos/metadata = check/reference check/reference/restrict check/reference/restrict/#

« infos/description = Plugin for validating singular or recursive references

85.1 Introduction

This plugin serves one single purpose: the validation of references from key to another inside the KDB.

To specify a key as a reference add the metakey check/reference. Currently the metakey supports the three
values single, recursive and alternative. While the value alternative only makes sense in a
certain context inside the recursive mode, the other two values define to different modes of operation for the
plugin.

If a key has the metakey check/reference with value single, the plugin reads the value of the key and
produces an error, if the value is not a valid (i.e. resolvable) reference.

If a key has metakey check/reference with value recursive, the plugin constructs a reference graph start-
ing with the marked key. (for the exact construction see below) In this reference graph each node corresponds to a
key in the KDB, while each edge represents a reference between to keys. The plugin will produce an error, if this
graph is not a directed acyclic graph or contains any invalid references.

85.2 Installation

See installation. The package is called 1ibelektra5-experimental.

85.2.1 Resolution of References

The plugin will try to resolve all keys marked with the metakey check/reference as references. The only
exception to this rule is, if the value of such a key is a valid array name (i.e. #0, #_10, ...). In that case, the plugin
will try to resolve the values of the array elements, directly below the marked key. And treats the marked key as
referencing multiple other keys.

The resolution of the references into key names goes as follows:
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« If the reference value starts with . / or . ./, it will be interpreted as relative to the current key or the parent
of the current key.

« If the reference value starts with @/, it will be relative to the parent-key used in the call to kdbGet.
« All other values are treated as absolute and interpreted as a keyname directly.

e . and . . will be treated the same way as in Unix paths. However, the plugin will emit warnings, if . is used
anywhere other than before the first slash. Equally using . . after a path segment other than . . itself, will
result in a warning. This is because these use cases are redundant and might be (or result in) mistakes. Here
are a few examples of what results in warnings, and what doesn't:

— ./system:/key no warning

system: /key no warning

system:/./key warning, redundant use of .
- ../../../keynowarning

- ../key/../otherkeywarning, redundant use of .

85.2.2 Construction of the Reference Graph

The process starts with a key X, which has the metakey check/reference set to the value recursive. This
key X must be an array key. The basename of X will be called the refname. For each element in the array run the
following process:

1. Interpret the current key Ks value as a reference and throw an error, if the reference is not valid.

2. If there is no node for K in the reference graph create one. If there is no node for R in the reference graph
create one. Insert an edge from K to R into the graph.

3. Find a key K1 directly below R that has the re fname as its basename. Interpret this key as an array if found.
For each array element, start the process recursively from 1 and then continue with 4.

4. Find any key K2 directly below R that has the metakey check/reference setto alternative. In-
terpret any such key as an array. For each array element, start the process recursively from 1, but this time
using the basename of K2 (the of the array) as the refname.

Once the whole process is finished, we will have a graph of the whole reference structure stemming from X. This
graph can then be check for acyclicity.

85.2.3 Restriction of References

Without any additional intervention, the plugin accepts the name of any existing key as val